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KRV, B PR A A8 A B0 A ST, BRI IR A8 5 RO FAE AR 48 B B s R

ARYE AT I EE A LA S bR, A2 LA RSO0 BA TR RE YR A
PMMNEE, MEEEAURE GG DL

D SE5 e, FER e E 50N B RN

2) Hadbgs. A RA AN E KA IR m B EA

3) HARARATAE . RYR. B IR R GAT S B AR S

4) T YE EE AN AR fr s 745 EOR EE R e (H SR MRS 28 A
UNEib=3:bF

5) IR NGE BRE BT RS AR AT

6) MEEATTHERE SRR NMER, WEERERGE. BURE
SYASIRE SR

7) RIEIEE R AT MEAT A R P 75 1 5

8) M T4 Frig iy bt Uik 55 1) %2 EAe g BT e & 1. Wik Bl A&
77 it B IR 55 B e 5

9) T AIAmIT G B ARB ST, H ISR A AR U ald
RIEERIS, XSRS AN BT Z s IR AL B Y 5

100 JEEHEMAUE 19 H A .

= BT AR RERNANE B

LA5 S AR AT

PAT AL MR ERE R E » R A 0 [F 358 SR 2E A N B AF T
U ALE

205 BAF IR

R E, FAIMOSEIL A A 75 A Or B N B B D sRAEH S
(5 S 2 F I AR € IR ORAE S E B ER -

F
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AR dhBUIR S5 KA AT IR IEE S TR, JRATRE LUE AT 2 & S5 E

A, A EAR A MERE A NG BBt T A AL EE, FFL R RS
ME B REE) .

3. AT PR IR EEAE R

HAIB IR B B R, UBTIEER R R AR K&
AL 7] B3 o

FATVHGAE B BRI 22 27K A 2% A 2 2 OR3P 15 It LA DRI A5 U210 22 4. 1
AT I ZE A (B4, SSL/TLS). FE A ALEESE T BER AP A NE

S|

AT LTI RE BRI . AR CLORBE(E R 224 filn, FRAT™ 4%
BR 05 15 B N RV ], BESRABA I <7 R 55, JFEEATH T

445 RKEDNE Bk F5 5 2 FF, BAT2UIE RN MR, Hikbgae®
PER, JFUFEERIE A A5 E G S LRI FO A RE IR
M A S FRAT TR SRR PR A B Tt o AT TR 2 IR R e #8 T T 25K, Bl
MNME B ZaHE AL E L

=, A EEERNANER

P SRAHE O PR AR T LR AR 507 it 2 B0 N A5 B ik 8, S TR T A
Lol 55 5 B2 R S BANE FH 0 S NS S AR SR ZhRE ™ it 1 U VR ]
RIS . RGEHT . VR

FEAE P AR TR LR R Gtz EAEF S0 =5 A, iEEE D AR

M. RTEB=Tr AR A

e A AR T RELIBR IR AR Gt b 22 Bl P 5 =T WIS 38 = R AR B
AORI AL DA 26 =5 A B AT 5t .

e A AR T RELIBR R AR G b 22 Bl P 58 =T WO I 335 J A 4 ) 5 AT
B 0T R FERA 7S B B TR NBS AL IR

B RTREENEH

R UBEHRAE R GRS i DRE N, ARG R MEN, W75 2
F A N TR) T A Y A7 o (R A Rl 55 2 3 o S BRAT 37 AR BRI 4 1Y)
TP 6 R AP R RN, LA B R SRV BB R4 R 91 W A A

N~ A BT B

FATI DR B G I BB A B ORCA, A s WA AR AR SR, AT i 7 i %
PO RE B F] Mot S s A R [ B, ARSI R R, Bl =14
ST JE 0 AR . S AR S R
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L. WA RIRAT

WA A FE BAEEAT AT S8 1], BT FIAHDCIHR . B, IR BB &
IRHALE 400-089-1870. B J5 M (www.kylinos.cn) LUK BRI S 1E HEAT 5 ) Bl e
i, S nr DL A& BB AE 2 market@kylinos.cn 77 S FATEE R

THEH S, AL, ZEAE, BT, BRATEE 154
TEHNS TER.

AP E R HR AR, A AL RSSO R R AT, DL B AT SR W 1
X, DA SChRA Ay .

BT HHE: 20194 12 H 18 H

REUBE AT PR 22 )

Mk BT R X R RHS S 22 AL 3 5 (300450)
el vE XACVU IR P % 9 SERAKJE 20 & (100190)
KPR X =— KiE 156 5 LEKE 10 # (410073)

Hi6: R (022) 58955650  JbEE (010D 51659955 Kb (0731) 88280170

fEHE: Kid (022) 58955651  JbiE (010) 62800607 Kb (0731) 88280166

Iy E] 3. www.kylinos.cn

HFHE1F:  support@kylinos.cn
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5k
AT BN R SR ST AR A ARS8 VA0 [RESCRF WG, Tt W RS, i
BEMSSE 5 CPU TG . AT 32 A R GUE B KA RBOR N B, A
T ARBEEMRIR AL, A3 7522505 SR BB AT A PR 2w SR AR 55 #8117

& g,

ATFMran S BREDEERGINMSE, a2 PIT 105 G B EAEA R
CPU V-5 B A A F R G sl M RRAS T R mT e AT D VP57 AR TR En L
W AT 2250 2 Ak, 1 DUHRIAT BELREE = 28R 55 2 R A R 48 V0 £ B4R CPU 1 & 1
SE B4 By A5 B O HE
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R EALXRGRE

R AN ARG E LS, WEARE. HIA RECE . 1M
A E DL B

1.1. RGHX A4S E

ARG X O B 18 RGUIRS A S 15 5 A E . A s e 2 TR
SCAE I & A TR R P ST A A R RN . IX 28 B T DL O & v fetel
ocale.conf At B A BLfE ] localectl Ao Bi4h, %R LAFE R ' IR St R $AT
£5%, HEESHZRTM.

111 RERGHKX

ZGHLIX E & SO Aletc/locale.conf, 7E &40 JA I 515 systemd <F4 iEFE .
XANAC B SO AT DA R — AN R S5 B P gk K, B IR S5 Bl P R AT iR RO B
SO BIANTE F ONTEE, HIX 94 E ¥ /etc/locale SCAFIELE N AT :

LANG=de DE. UTF- 8
LC_MESSAGES=C

LC_MESSAGES LItk E 1 12 Wil & BbR et SCA kg 2o oAtk 1035 B
SEEERNE 1-1 FEPTR .

FHe 1-1 FE/etc/locale.conf L4 AT R B 17

=R iR
LANG AL RGN X [ ERINME
LC_COLLATE TE SCZIA R HE 7 A EL R
LC_CTYPE T 55 0 B4 B 0B, BT B 245 i ab 2 7 =8,

BFEFFIRID, FrRRFER 2T, WATFTENS.
e E AR — N IEA R,

LC_NUMERIC FEB% T B E T EoR i

LC_TIME ()R H R

LC_MESSAGES RRERIIES .

1111 SRR E
Localectl fy 2 7] I TEC B IE & A S A . Bon MaricE, IR

AP
HI'J/Q‘\:
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# localectl status

1.1.1.2. Born] X 5%
R AT R X H) K nT A R R 4

# localectl list-locales | grep en

1.1.1.3. Fit' B Hh[X
LB RAEBIAMIX, FFELL root P S43i217:

# localectl set-locale LANG=locale

FH P a] DUBC B 3E A 3 X FR s 757 LA locale, AIIEIY localectl list-locales £
RIEEHHLIX
11.2. BEERHMGR

BERLAT SR G B TR SOARYE I & A F - S i i e A J= FE ]
1121 BoR4EiE

Localectl fip 4 7] H T HC & 15 5 AR A 5. BonSaihcE, s mT

Ay
i 2

# localect] status

1.1.2.2. Wona] HEESA =R 50ER
WoR AT X H) R AT R a0 R 4

# localectl list-keymaps | grep cz

1.1.2.3. o B 45
fit B RGNS R, FTELL root H 7 S3iafT:

# localectl set-keymap map

F 7 AT DABC B & A 1 B AT R b s 77 AR map, AT localectl list-
keymaps f 2 IE G FIBEAR R . Za 2T H TEE X11 & O 850 = s,
{HAFH- - no —convert ZE T MIAA . [FIFFATFH— T a2 AL B X11 &
SR R -

# local ectl set-x11-keymap map

BOSRFH P AEL XL B LA AT S8 S A A R AN — ., AT LR A T i

% 13 X / #£301/
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# localectl --no-convert set-x11-keymap map

1.1.3. HABHHRE
Hoth 5 G B ARG X AN AL AT = K N 2 1T LA S 25 238 T . RN i il 25
1.6 SRIPURFALEE ST AN 6.1 &5,

1.2. MY REE

1.2.1. BhEMEELE
T, LA eth0 A

# nmcli conn add connection.id ethO-dhcp type ether ifname eth(

ipv4.method auto

Hort “eth0-dhep” NIERM 4T, W LR B O 75 a4 07 (il 12 A Ak
45 “ifname eth0” NECE M O, AR4E B QB ILIE T A%
1.2.2. BEMEKEE

FTHF &, LA eth0 Sy

# nmcli conn add connection.id ethO-static type ether ifname ethO
ipv4.method manual ipv4.address 192.168.1.10/24 ipv4.gateway

192.168.1.254 ipv4.dns 192.168.1.254

Forf “ethO-static” AIEREII 447, W LLRAE B O 55 2 dn 4 07 (F id 12 A4
F145: “ifname eth0” ABCE KM E, IR AIEOIZTFIRE: P, FMHERL.
WA SR 48 S Bm Y 25 42 T B L
1.2.3. ECE DNS

FT &35, Y8 /etc/resolv.conf, ¥ B nameserver:
#IGenerated by NetworkManager
nameserver 10.1.10.1

1.3. HEAAR R E

BE R G X 5 LU W FR I X
> SEEFEFE] (RTC), IEHAE AV B8, & 0] LS. T R Y HDIRAS T,
TEEHLRHLUE G T A 1A
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> RGNIA], SFET S R ) HERAE R AR E R I (] 55 R R
BB AZRIAEA RGET AN fG,  ZR G TR) A S T S i 1) 5 47 T H A o

ARG [ H SR — B M A G — B [ (UTC), H TR RAMAFIFX,
b T sgf A Y T B X P B S [

B ARG T =R Ay 4TI A1 T ., timedatectl. date A1 hwclock. LA
NN BEA TEIE
1.3.1. Timedatect! T. B FH % BH
1.3.1.1. EoR 2T H AT [

T4 timedatect! 7T DAL/ 24 1 AR GUT [RVRIHLAS (19 40 B 18] f2 FL i (5 B . a0
R R S NTP Il [ 25 () 2R St 1) -

# timedatectl

A2 5 chrony B¢ ntpd IR 55 R A2 E 5@ AN timedatect] T H, 40 FARZI 5
MRS MAECE S S, EHITUL Fird:

# systemctl restart system-timedated.service
1.3.1.2. A AT )
LA root HI /3847 BLTR fir & ] DU 2824 i )
# timedatectl set-time HH: MM: SS

He HH AR, MM RRFES40, SS RERH, WHEMHMER. X4
A [FAE AT LABE B R G (B A ey 8], 38R 984BT date --set #1 hwelock --systohc
e

RGN A ES T UTC, WAL T AN AR E RGN ), 2
A root A FHigAT UL R A 1B 4L

# timedatectl set-local-rtc boolean

WSRIETAHES (], 7522 boolean FLE N yes (B3 y, true, t B 1)
WIRAE A UTC B, U4 boolean AL E N no (8% n, false, fii& 0). R4
2R\ boolean 4 no.
1.3.1.3. ABTE 45 H

A root FH 3247 LAF i 2 W] DS S84 1T H

# timedatectl set-time YYYY-MM-DD

% 15 X / #£301\
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RIOBR BRI LS R B FARIRE RAVI0O RAEH L TFM

Hrp YYYY (REFE, & 4 MERR; MMAGR AN, MLk r; DD
REBW, FMALERR . WERIE T ERCE N 8], w] LLANE I 8] 25, ol h

# timedatectl set-time ' 2020-02-17 23:26:00'
13.14. f2ou X
PAT LA R 2 A PR 7R S| X
# timedatectl list-timezones
LA root FHl J1iz 4T LT fir & T MBS = AN [X .
# timedatectl set-timezone time_zone
(ER RN LN
# timedatectl list-timezones | grep Europe
1.3.1.5. [FP ARG IT R R 55 & ]
LA root I /347 LA fiv-@ 7T LS FHIZE T 18] ] 20 R 55«
# timedatectl set-ntp boolean

o P 525 ) 7 S B boolean B9 yes 50 no. Bl 2 H5h R B — AN m i
B IR SS 2%, AT DARAT — F a2

# timedatectl set-ntp yes

1.3.2. Date T Ef# Ui
1.3.2.1. o 4T H YA [E]

4 date 7] LAE IR 21T RGN H . B IX . BIASE S . FE0T Lol it 340--ute
TR T XA 8 “format” bR/~ R 4w AR ERA . HHK format #iW]
Wr:

FH 12 BENE

S #iR
%H DA HH #% 2 H 4w/ e
%M DA MM & =t 2410538
%S PA SS # 2 H M mrAb AL
%d L DD A& = 24 i H A
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%m PA MM #& 2 =4 /i H 4

%Y LYYYY #2004 540y

%Z BRI X, i C EST

%F L YYYY-MM-DD #&mt 4arE H 0, Eih T2
$%Y- %m- %d

%T DL HH:MM:SS #% 20Uk 4 ai ey |, T2
$%H: %M: %S

N (LI
# date
Mon Feb 17 17: 30: 24 CEST 2020
# date --utc
Mon Feb 17 15: 30: 34 UTC 2020
# date + "% Y-%m-%d% H% M"
2020- 02- 17 17: 30
1.3.2.2. A AT [E]
PL root F P I2 4T PA R A4 ) D& B8 Hi R [A] -
# date --set HH: MM: SS
Hro HH READNE, MM RRED4E, SSAREMEL, WHEMNMER. X
A [RIRE AT DAEE B R Ge R (Rl EE I 1], RO SE4LLT hwelock —systohc T4
AR IRV [A]BC B 3L T AR HE (], aniRARSE T UTC WA REC B R Geh (],
FELA root F AT PL R an B
# date --set HH: MM: SS --utc

1.3.2.3. AHEYFTHY
LA root HH iz AT PA N a4 m] s e 2w H 3.

# date --set YYY Y- MM- DD

HYYYY REED, F4M0EER MMAREAD, FTHAEEER; DD
REHW, FWALER. MR IEFEE B WA, 7] LN _EIN R S50, mEn T .

# date --set 2020-02-20 23:26 :00
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1.3.3. hweclock T E.f# i1
1.3.3.1. o 4T H A [E]

4 hwelock A LU /R 8T RGN R B X HHISEE R, JFar L@ S5
--utc B--localtime &7 24 B UTC B X IS ] O A H I A] o o4 T

# hwelock
Thur 13 Feb 2020 04: 23: 46 PM CEST - 0. 329272 seconds
1.3.3.2. A28 =i H YA [H]
LA root FH J1iz 4T LT i & R DU S =4 i IR 1] »
#hwclock - -set - -date '""dd mmm yyyy HH: MM"

Forpdd A0 H ) HH AR, MM ARS8, SSAREMH, HIFRwPifi
e MmmARE A Yy, BLAM IS = RS8R, yyyy (RS0, DAYAIER

N

FRIR . XA 2R --ute Bi—localtime [X 4> B 4§ UTC B [X B[] fi A
Hiy I [

HF UTC W[ RACE RSt E], 752D root F FigfT PL R a1, il
/I

# hweclock --set --date "20 Feb 2020 21: 17" --utc

1.3.3.3. [A R 5 e A 55 A ek ]
P root F P i2 4T LA & [R) 2D B A (] -

# hwclock -- systohc
14. AFRE
F P BCE T DO P AT A 5 B, ald TR -> 3 AR > F P K >4
BE—AFK AL, AT B E MR RS EHE R L R,
BN 24 UL, G g T RO RT B R
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BIEERF [ x |
‘7:*7’|='“,‘-5_-’-% ‘
‘is—'-'l-" = ‘
O anER [ |
® ineEP
REAPEIERAS N,
AERER S E R
O gEma
SERELS LRI ASEY
B, AERENAETE,
B
& 1-1 Bk

FHP B ST T LIOREIK = DA Sk AR E AT B30T B8 o, ol B s A
Pk “RE kB BRI R,

APES -
¢ PWEEIA
Ysimr
v RifEE
ML root
BEER
FBH BRR(LHAP)
A Rieme
HisF a8 user
FPRA E AR ENED FALE
FER(ERAR)
v EaEE
e
85
EH
R
25
BERE
b o Ee

1.5. Kdump HLHi

Kdump 2% T kexec HIWZIFEAENLG], RGN SEBIESEHLN H
KEEAENAFBATSEI) A T EAARSS,  FIRAH R A% A 52 BRI 56™ A2 [ crash
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dump. Kdump #2124 N I1EfR AT N FE AL, B KIRAL AR T B i e it
BT N—ASB R B A AZ I B TR EREL, AR A C & B IR WA BT 3

Kdump 75 Z M NAE BB, A5 NZISR N A Wi 23R
WIZIRSS AR IR RG— B i, A EEMNZEINETAE T, 1
EANEHER B Kdump 74— H T35S RHETE B A, 2R 5N
(1) ramdisk CREBNANAFR: B NABEDSBE R HAR) —EH & — M s,
B B A I TR B ATIRES AR (S EIREE R — dump core L AFH, —
HNAEBIWETR, RalaEshESE.

Kdump HLil| £ EZAFEHAHAF: kdump FT kexec.

kdump fH kexec FEBNFHHTRNZ, LMR/NNAF S 3 DU B FL A 545
NIRRT WA — 5 Gk N B3 A . BT kdump FIH kexec JH
RN, Geid T BIOS, FTLAZE — MWL N UREE o 1X 02 A% AR 5t
AR IIA T o

kexec J&—/MRIHEJE ) kernel IALH], BIaAT R — IELEIE 1T kernel
F1, JAB—ANHT kernel 17 HANH E 574058 BIOS il LASERUR Sl BIA— K
BIOS #f AL B ARK IS (8], JUH AR AR KRB I H RN IE VT 2 4MB % 44 1) Server
R, BIOS 48 3% B 2 B [A]

kexec B¥E 2 NMME 7 —R—RAZTHPI RS A kexec load, f15T7E
A N AZ R B R IR N AZ N 48 E k. R P BB T H kexec-
tools, A IR WAL HBEEAG B 45 5 77 N A%, ANTTTAE ZR G0 7 ot R IS i R A 4k 21
IR N A R RE IR 21T

Y BB, Kdump HLHINTE ARM. X86 PG, RBE-FEEAKL
S
15.1. Kdump fir&4TECE
1.5.2.1. %35 Kdump 2134

R 1-6 Kdump FrBERIERAE

R B
kdump kdump K {46
kexec-tools kexec FEL, kdumpHH 21 &R T H#BLE LA H

kernel-debuginfo ~ FZK#T vmcore U
kernel-debuginfo-  kernel-debuginfoff #ifi

common
fFEHKdumpflR s, TFhoadeixte TRA, LT
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dnf install kdump kexec-tools kernel-debuginfo-common kernel-debuginfo

1.5.2.2 B E grub

Kdump (#1875 20 & kdump kernel 1947 X 3. Kdump ZERERIE R IE
WATH IR, AR kdump kernel BT 5 F I AF, FCE XA EBK
/boot/grub/grub.conf A, B HRIHI51 S84, M crashkernel. Crashkernel
[RA% AT

crashkernel=nn[KMG]@ss[KMG]

Horb nn FRIREEA crashkernel THEE 2 /D WAT, ss 7~ A crashkernel Tl N A7
Y DA

BRGERFFE S G, P LLUEL cat /proc/emdline & kernel )5 3L & %1,
HA AN T crashkernel Tl .
1.5.2.3. 83 AEE Kdump iRk 55

#BHE Kdump fR& 2R

systemctl status kdump.service

W Kdump IR% AR, R U0F a5 4K 8 20 kdump k%

systemctl start kdump.service

1.6. FREUFRL

ARG Lﬂ%FE’J?I‘XIKEﬁTHB’JBE%J FLLOE LT I8 7 T T E B LA
FIRURA BEPAT B i 2, I AT L@ su B0 sudo A4 3R1545 BE G AL IRARF AL
16.1. Suf4 TR

F PR su av &0, 55 root AP 245, 36 IF I f5 AT LASRER root ()
JHAEE ., — Bt suar 28N, XAH P BIETE BRESSRN root FH 44
H T su AT LAZREX root 4= 3BACRR, FEEEESRECE AR A AR, P REAFAAE — B %
S, DRUE AT CLE I A E A wheel SRIEATFR#]. LA root FH P AT B R iy

# usermod -G wheel username

MR H PN wheel HEEfE, 7 RABRSI R AIX Mﬂﬁﬁﬁﬁﬁﬁ?%ﬁﬁﬁ su
WAV . BLE su i) PAM 1] PLZm#HE/etc/pam. d /su SO, 388 I BRa 7457 K
NI RIS RS
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#auth required pam_wheel. so use uid

IR RN G ZH T wheel PR R DU su v iR HAdL A
1.6.2. Sudofy4 TR

Sudo i & RVFRGUE B 51 Lk A AT — s AR root iy 4. 4T
{5 P AT sudo fr &0, T ZEAHATE SR %15, S8R5 LA root ALFRAT

<o

FEAH) sudo Ay AUl

#sudo command

Sudo A H R KMFME, R /ete/sudoers SCAFH#E SRR 7 ol AT
FEABATTE T shell HEEHHAT sudo A4, 1A root [ shell M. XEME
1E 7 Z % root ) shell P55 &4 228 1E 15 7] 1

B E sudo W2l I g i /ete/sudoers SCAF, T H R A EH G H P A w] DUE 2k
‘B, WA visudo dwiE. Z PTLMER visudo AR, —REREE DT Ik
MNP RIS E; 2 ERaEd T —SrdEEfa . B root S M visudo 4T
TFECE S, AL A%

#juan ALL=(ALL)  ALL

XEAE BB A juan AT PLUAET EALEEHET sudo PATAEATA 4.
THIX S SV users FI P vl UASHE =41 7] AR AT /sbin/shutdown - h now

%users localhost=/sbin/shutdown - h now
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HE BRI RIAR
2.1. Qt-5.11.1

Qt SEI 1 Android A1 i0S A THISCRE, 7 BB g 3 B AR IA 1) 5 1 BR
RN P 2R B e & . ARSI EDE DI REFITERE . QtS 2 Qt MR
FRAS, FFR N GLREE LB F P SR &L 24~ B AR KRR o I 7E QS
H1FEXT JavaScript F1 QML [FSCHE, JFR A G LR E R, RN AT SR C++
A Qt Widget. Qt5 5 Q4 A, FF BB AL RS FEA Qt Platform
Abstraction, 58 | ARSI AT FAETE

Qt5.11 HIH Thg

o ¥R Image JUERMNEELE SO K SCRF  SCRFktx Fl.pkm 2538 SCHFRE

e QDoc f#H libclang fi###fT C / C ++1Xfi5.

o IRINTXIIET ID MBI SCHE

o C¥F ALPN Al HTTP/2,

o 1A DevTools, o715 FH i 1 0B 30 B 25

e LinuxPrinting BL.7Ei8 1 QPrintPropertiesDialog [ Advanced %1 37 £F

T % CUPS LI, MM fo VF#EATVF 2 HoAth 13 B CH P 3R AR B U E D

FE R B IR 5.11.1, F 2R A M hitps:/doc.qt.io/qt-5/.
2.2. GCC-7.3/8.3

GCC s&H GNU JFK s 5 Mmieds, XFFZMIBESF M, il C,
C++, Objective-C, Java %%, [A] i 86iE 5 1 E XM GCC & —Fh IR T
KILR, IFRZMEREN, 5 T3 RN,

F A

< HF GNU b

a5 T GPL brift;

BN RSATINEE, AR

VRAH F B A BEORIE & [ https://gec.gnu.org/
2.3. GDB-8.3.1

GDB 7& GNU S RA#E, R EERT NEHATRE, SCE R ERE R
HHRAS . GDB HIZhAE B

o BUT—LBRENE AR T I AT 45 R AR
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FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

o TEFERE MK ME LR

o (ERRFIFIRIBATR, AR AR E THA

o BEREF, USRIERES bug XTRES RN, [RIN SR SR V2 AR
Mg, Bl BIESE

GDB SCFFLL M AEis = -
e Ada

e Assembly

e C

o C++

e D

o Fortran

e Go

e Objective-C
e OpenCL

e Modula-2

e Pascal

e Rust

Zamish G A2 gdb”, BIR$THF GDB ik T H.

[root@localhost ~]# gdb

GNU gdb (GDB) Euler0S 8.3.1-11.kyle

Copyright (C) 2019 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <http://gnu.org/licenses/gpl.html>
This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Type "show copying" and "show warranty" for details.

This GDB was configured as "x86 64-kylin-linux-gnu".

Type "show configuration" for configuration details.

For bug reporting instructions, please see:

<http://www.gnu.org/software/gdb/bugs/>.

Find the GDB manual and other documentation resources online at:
<http://www.gnu.org/software/gdb/documentation/>.

For help, type "help".
Type "apropos word" to search for commands related to "word".
(gdb) W

B 2-1 BRIH
MORT E OB E R OA 831, ¥E 41 H vk B OH oMb % ORI
http://gnu.org/software/gdb/.
2.4. Python3-3.7.4
Python & — i W 7 98 K B T )0 R mAE1E 5, 715 Perl. Ruby. Scheme
oY Java HHE
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Python []— %6 5 ZFpiE:

o THVEMEIE, TS TR

o TEJFIBATHEIN., X153 Python MNVF 2 g dF 55 I FRARILE B, RIS XA
s AT 4R

o PR ASKISRAEEE, SRR ZE WHIAIRESS, WHEEM 2RSS 25
IR RIS R SOAR S IME OU 55 .

o Python 58 BB A5 1) J2 A QRS Fr Be 2 AR 25 %, python TR FE
5 n{% IDLE.

o EITESINLAYR PEE S (U0 C 5L CHH)SEBL R, o DU A M 3E AT &

o LT DARR N BN HFR 7 DAAR A n] g f 4 1

o (EATRATHLTTI1Z24T, BLFE Mac OS X, Windows , Linux A1 Unix, FEE HhR
A7 T Android 1 i0S.

o Python &K P H M. T #EUEH Python, B &AL & 7L 1 1) N
FERF AT BT ZEH, Python ] LA#Y B HHAS SUFN # 5 K AT -

Python ) — e 4m 215 5 RrME AL FE:

o A Z P I A H B 25 A W] A :number(floating point, complex A unlimited-
length long integers)~ strings(f.#& ASCII A1 Unicode). lists I dictionaries.

o Python SCHF#A RN 22 5 4K K I THI 1700 R -

o ARRETT LA AR HUFI A

o ZIE T SCREII RN R E, I SEI FE S I A R AL

o FPRRAL R ERAIMBYARA  IRAE MA@, KEEIn—4
FRPRM N )RR KT, TSPk R IS 3% .

o Python fL& SR ImAEFFE, W generators F1 list comprehensions.

o Python ] A 3l N A7 & BRAT IS A F-3) 43 BL AVBE A RS R ) N AF

YHT SR BARCA 3.7.4, TEAEBDRHE A B hitps:/www.python.org/.

2.5. Openjdk-1.8.0

Opengdk £ 5 GPL Y] | Java - & FFUEALSCIL, B Sun Aw[FFk, $eft
—/ java )i 17¥R8E, SCFF Solaris, Linux, Mac OS X 5 Windows £ Fh#:1E &
Ao

T RSUAS B BT AR 1 T A

o Lambda ik Stream API;

o A5 H# APL;

% 25 W / #3011\
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o MGEEREIH;

o LT AR IR FH ATAS AT I B B A

o DT HRE RS

YR B B ARAS 1.8.0, TEANTRHE A htp://openjdk.java.net.

% 26 W / #£301 ]\
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= KAEBHIA

31 ZIFIR
Brasero & i EHEMZIx T H, S iG->076 #2)F->Brasero, 1] DA%

e, #dE CD/IDVD. #i45 DVD/SVCD LBz, W KE:
Brasero n

ME(F) WEE) IRAM BEIH)
RIE—TmA: RILHE:

(~ EHME(0)
R MEREHAE

BEREEEIHTE

o BUBTIE (A)
#32—1 #4E co/ovp

o TREIE (V)
#i—11%% DVD 5 svCD

@ SHIXE(C)
fili2 co/DVD B9 1:1 Bl

o ZRFER()
* ZIRM{FH CO/DVD HET BN E

& 3-1 ZIX TR

3.2. Wi

321 MAEHE
3.2.1.1. WifEHE T AAH

R B T — KRR S B T A 43 X DL R B A B 4y X T,
A LA E AT G AR A 73 X RO D 30t 4 DL R e A R AR B A
3.2.1.2. WAEHEE T AR R

s T A- UFR), S ers, e RFr->Ha->ma, 17716
BT T R AL

% 21T W / #£301/
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FEAIBIR BRI LS R B FARIRE RAVI0O RAEH L TFM

& 3-2 BErMNERF
MR FR A, A2 N B BT BLA & S ik & B %, AR RIER &
FIVEANE DG BENS TR 1 A0 3 A8 235 RN A b 1 A 35 BX Bl 28

\ »
D 16 GB B2
QEMU QEMU HARDDISK

(@> cD/DVD WENZE
QEMU QEMU CD-ROM

13 GB HRig&
J/dev/klas/root

u 1.6 GB HRig#&

Jdev/klas/swap

16 GB {2
/dev/sda

A1 QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F1)

X GUID SXF&R
S drive-scsi0-0-0-0

#(V)

TERE T
SEL: EFl

s HE3
210 MBEAT 1.1 GB XFS

15 GB LVM2 PV

* > * >
0o —
#/|v 210 MB — 204 MB B]F (2 3.0%)
g# /dev/sdal
JUID D676-26B3
#E EF &%
= FAT (16fikRZ) — B1E3 2 /boot/efi

& 3-3 mAEHEAME

% 28 X / #£301 ]\
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B BRI LB S R R SS ARERE R SGVI0 RGE R TFM

3.2.2. BHBEBETRMA
3.2.2.1. 4r[X ik

LR R, s [+ ERRTE A X OO, sl sk 5008 7 X
RN, midi 32, MABLAEERAE SE [E1), Al ssEIE R
T s SR A3 X

= 16 GB Ef = - O
/dev/sda
16 GB & 1= QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
N 16 GB (16,106,127,360 F1)
CD/DVD 538
QEMU QEMU CD-ROM 4K GUID FEFE
13 GB Hig&E 5= drive-scsi0-0-0-0
Jdev/klas/root
1.6 GB fRig#& BV
J/dev/klas/swap
SR AR
HE3
HE | P2
ZlDJMls:IAT 1 15JEE XFS 15 GE LMz Py
* D> * >
| — |
#/v 210 MB — 204 MB AIA (EH 3.0%)
&% /dev/sdal
UUID D676-26B3
SRR EFI RYE
7% FAT (16fikzA) — EEFH T /boot/efi
& 3-4 flgsX
‘ - 16 GB B = o
'dev/sda
16 GB & i QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
el 16 GR 1A 106 127 I60. )
@ CD/DVD X
QEMU QEMU BUH(C) BRnE
13 GB Rig#
/dev/klas/root
1.6 GB 1i&{ 2N ||
/dev/klas/swap

BIR(E) %A

%8 ©@ QAT Linux RERIRZBEE (Extd)()
EBRIFE (LUKS)(R)
5 Windows # (NTFS)
FRIAREMIRE A (FAT)(S)
Hfth(0)

& 3-5 b E
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3.2.2.2. srX#% itk

W B AR B X, G R I E R MR, IR
A X, ANGES, EFERNE, b0, A& UML), MR
Ak, %A T B AT IR A A

” 16 GB @ = - o ‘
dev/sda
ulﬁﬁB BE RIS QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
P - 16 GB (16,106,127,360 F15)
",;CDIDVD JEhaEs
QEMU QEMU CD-ROM s GUID HER
D 13 GB Rig& %£5|S drive-scsio-0-0-0
Jdev/klas/root

1.6 GB Hig& #v)
/deviklas/swap

ZREM i
HE1: EA St #E2
WMIET | 1168 X

XD BRHLE Shift+Ctrl+F
u .
FEOR
REXHRE

21
& Jd¢

JUID DE
. BBX -

BEX R
BEXHRSE

Y EF

REERED -
g1

GRS KR
MR EE
SEEENR -

& 3-6 #ik

3.2.2.3. X YwiE
BB X, Ad TN DRE]Y Al Fhses, S8 [wmiEs
X1, TE3H FIgmiE o X i D P ag Bt W A, S B BT,

» 16 GB H#f = - 8 x
dev/sda
uls GB & 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
_ _ 16 GB (16,106,127,360 F13)
(@ CD/DVD T8
QEMU QEMU CD-ROM GUID FE®
0 13 GB RiR& =F|S drive-scsi0-0-0-0
fdev/kdasfroot
1.6 GB BRigE E(v)
fdev/klas/swap
BAHE Ex
£ET) | EFI B# (c12a7328-81F11d2-badb-00a0c93eco3b) -
Z#1(N) | EFI System Partition [
REHE(S)
MEHFI2REE)
et Blos HEHZIZE)
(%] vl

& 3-7 wWESX
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A A S R S5 8 R E RAVI0 ARG EH R T
3224, YIRS

PR EBRARN X, ff DgE]Y %48, #d e, S [
YHARS), HHmE RGN E D, BN X AR, A,

o 16 GB B =
dev/sd

uleGB B2 75 QEMU QEMU HARDDISK (2.5+4)

'QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 ¥1)

gc\- CD/DVD a8 o

QEMU QEMU CD-ROM GUID FXH
D 13 GB HRig# #5|S drive-scsin-0-0-0

/dev/klas/root
Q1608 i #v)

[dev/klas/swap

REEE RERE
SE 1 EAS
210 M8 AT HEXHRAEE
*> | L
= e R R B A BEhEE.
v 2149 0|
/de; S
DORGHIC) Fh(H)
JUID D6
EFI &t

£ FAT (16{ifE %) — EEHH /bootsef

& 3-8 mBXMHRSA
3.2.2.5. 43X K/N#E
HER T BB X, i DB Y %4, 3l TR, S [
WEER/NY, AR/ NE H, sk R/ NG TR/, R
/INBPAT

’ » 16 GB B = = ‘
sev/sda
uls GB B QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
= 16 GB (16,106,127,360 F13)
(#> cD/DVD EihF -
QEMU QEMU CD-ROM GUID FE &
O 13 GB Rig& :
/dev/klas/root DEH(C) BBEXN
0 1.6 GB Rig&

/dev/klas/swap
BEXGREXTRRSHMERR, BUAKHENKE, NRERS
HERESD, ARA/RIFRERERNNE. &/ AMUBLHNA
EXRITE, REQSPOXARAEAZEURETFOTIE

AEKNMS) 210 M8 v
EENFEEE 0 ™8
#3710 0 mB

B 3-9 gmiBiHER/D
3.2.2.6. 4y X EIEANHE
R TR EEE R X, A T (e] EIZREATEHE,
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B

R A R I 55 2R E R EV10

ARG AT

‘ Py 16 GB Fi

16 GB B2
QEMU QEMU HARDDISK

(@ co/ovD Wihes
QEMU QEMU CD-ROM

/S QEMU QEMU HARDDISK (2.5+)
16 GB (16,106,127,360 F75)

Z GUID R &

13 GB HhigeE 755 drive-scsio-0-0-0

fdev/klas/root

1.6 GB i #& #(v)

fdev/Klas/swap

R 2o .
4E1: ERS- HE2 | wEs
20MBRAT | 11GE XS 15 68 W2 PV
* >

* D>
— | &

210 MB — 204 MB B (B 3.0%)
/dev/sdal
JUID D676-2683
o EFI B
FAT (161iikRZ) — BER T /boot/efi

B 3-10 2 XER
HE SRR, WEDRNAER, RN e R T A

‘ " 16 GB & = - o
devisda
ﬂls GB B 7S QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

16 GB (16,106,127,360 F15)
L GUID HER

@ cD/DVD EiHEE
ly QEMU QEMU CD-ROM

13 GB Rig & £ drive-scsio-0-0-0
Jdev/klasfroot
1.6 GB BigHE Ev)
Jdeviklas/swap
KRR .
”Eml MEBF‘F; 15 GB LvM2 Py

* * >
B
A 210 MB (209,715,200 F1)
& /dev/sdal

D676-2683
3 EFI R
T FAT (16M1MR %) — XE#H

B 3-11 2 XEERERR

st DAY BATHEER, HBGEME, AR RN CHEER N H 5.
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RIOBR BRI LS R B FARIRE RAVI0O RAEH L TFM

‘ » 16 GB B = a ‘
ev/sda

ulﬁ GB B 2/ QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK

_ 16 GB (16,106,127,360 F1)

@ co/ovD B -

o/ GEmU Qemu co-Rom 1 GUID HEE

U 13 GB Big& +5|= drive-scsio-0-0-0
Jdevjklasiroot
1.6 GB Rig & #)

Jdeviklas/swap

XERE
#EL EAS
210 MB FAT

* [ * >

210 MB — 204 MB A (B 3.0%)
8#& /dev/sdal
JID D676-26B3
KED ER RiE
Z FAT (16l %) - B8 F /booy/e

& 3-12 5 XER
3.2.2.7. 4y X kxR

Sk 1 T AN 5 A YAN H . N
WEREE MR X, iy -1 3R> X3, sidy DIMER Y BIAT.
‘ - 16 GB B n o
ulﬁ GB B & QEMU QEMU HARDDISK (2.5+)
QEMU QEMU HARDDISK
@ CDIDVD WS 16 GB (16,106,127,360 F7)
'@omu QEMU CD-ROM GUID TE#®
13 GB Rig& ¥ drive-scsi0-0-0-0
/deviklasfroot
. #(V)
(= i KR
205 o EREERMRIESEG? i
HEL: EAS 15 GB LK
ket 13 SEERFREHEREER
*b BEMNRE
- 4 B #[E 1/16--dev/sdal) [
xi 210
% /devh
) D676
) EFI
B FATH () H#52(0)

& 3-13 X MR
3.3. ZmREEH

331 VNCEER
TigerVNC Viewer & — 3K 7 8 () iZfE 21 & B, MG FBE->ERRF
->VNC BEE %, A VNC k54815 B a s, EmrdEss.
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VNC &8 Heah ﬂ
VNC IR | |
| pm. || &a. || s&n. |
| omE || &®
& 3-14 VNC &E %%

st BT HEER, RTRA ISR, KA. BN B DL RCRIEE HEAT AT R

(=
VNC S78: EIEAT Ex

LR e

v gEEE
® Tiegh o =% (FREn A&
{extile 4
O BEXEEE3):
vl #4F JPEG [E48:
| oms || mE
K& 3-15 VNC BEE R E

332 TEREFEF SSH

ssh THAPLEH A &ERB—amEyles b, eI Eddrad. er
Xf rlogin. rsh I telnet F2/FH— M2 #. M telnet iy AHEL, AT
A E R — NS b

~]$ ssh hostname

B, FEEFH 4G4 N penguin.example.com HIZCFEFHL, T LAZE shell
AT IR R LT 4

~]$ ssh penguin.example.com
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A= LU IEAE A Y RO A B 2 1O FH P 44 85k R AR E — A
AFEEH 4, BN a2

~]$ ssh username@hostname
#iltn, L USER &3k %] penguin.example.com, iHHIALL T4 :
~]$ ssh USER@penguin.example.com
PP B — IRMIAEIE TR, Re 2 BRI A A AR (5 2
The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256

da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f. Are you sure you want to

continue connecting (yes/no)?

FE [R5 TEAE o ) o) 2 W, FH P R iR 2k B FR BN 5 1B . B AT LA
7] Jik 55 i ) 380 3 AR DA B85 02 IEA I o IX N AZ DA —Fh 2 421 . S 5e 48 I T7
AT WOERA w] DUE A AR 553 (0 ERLE B, ] MEA EAR ssh-keygen 4
KA A G EN:

~]# ssh-keygen -1 -f /etc/ssh/ssh_host _ecdsa_key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:ft (ECDSA)

BN yes HESCEHEPIFHINERZ . MG B RIR S I C L ga N
FlEMPENIRFRE S, DM RAE SRR

Warning: Permanently added 'penguin.example.com' (ECDSA) to the list of

known hosts. USER@ penguin.example.com's password:

HEYH]: R SSH RS i EHUVE PR 17, B ke ol R
FEANREARZE, B AR AR 55 S () A% BH M~/ ssh/known_hosts SCAFH IS o 28170,
FEBAT IERIEZ AT, THICR SSH RS Im i RGUVE BLGR, REIR S5 I i A7 32 2 2
s

L M~/.ssh/known_hosts SCAEH R — N840, AT DAE A0 T 4 4

~]# ssh-keygen -R penguin.example.com # Host penguin.example.com
found: line 15 type ECDSA /home/USER/.ssh/known_hosts updated. Original
contents retained as /home/USER/.ssh/known_hos ts.old

FERNERSZ )5, PR 2B ENIERE N shell @@ ATHRAT T . AL,
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ssh FEFP ] UAIRAEIZRE BN EAT — 2k S, A E RS shell dr&ATHR
ELE

ssh [username@]hostname command

%40, /etc/nekylin-release CAFFEMEA KIRIERGIRARIE R . EAE peng
uin.example.com FIZXAFRIAEE, HiA:

~]$ssh USER@penguin.example.com cat/etc/kylin-release
USER@penguin.example.com's password:

Kylin Linux Advanced Server release V10(mips64)

TER PN ERERLZ J5, Ko BoninfE EHNEE RGRAGE R, R5
F ¥ 3R B B A ) shell #5 ATHRRTT R .
3.4. Cockpit mFEE

3.4.1. Cockpit

Cockpit & —1> Web =il &, HA 5 TAEHKET Web (54, {EFEFT
TEMRSS % EPATEEAT S

Cockpit Web =il & 4 1] APAT Z FhEBAT S5, BFE: EHERS, EHH
Fiks, HEMRWASRS, BEMKZOMY ki, SFRFGHE, 8
AL, GBI IZWRE, WENZEAERCE, FE SELinux, BEHHM, &
RGIT 5

Cockpit Web #% il & 181 F 5 ¢ i AH [F] (1) R 48 AP, H HAE & AT BT
S BT Web #Eil . Bhah, IR LLEETE Web # i & h i@id &
i I L 1

3.4.2. BIFEE Cockpit frs

R 2 G I E A cockpit AR5

#systemctl start cockpit.socket

#systemctl enable --now cockpit.socke t

[root@localhost ~]# systemctl enable --now cockpit.socket

Created symlink /etc/systemd/system/sockets.target.wants/cockpit.socket — /fusr/lib/systemd/system/coc

kpit.socket.

#systemctl status cockpit.socket
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[root@localhost ~]# systemctl status cockpit.socket
cockpit.socket - Cockpit Web Service Socket
Loaded: loaded (/usr/lib/systemd/system/cockpit.socket; enabled; vendor preset: disabled)
Active: since Fri 2020-03-20 15:07:57 CST; 25min ago
Docs: man: cockpit-ws(8)
Listen: [::]:9090 (Stream)
Tasks: 0
Memory: 4.0K
CGroup: /system.slice/cockpit.socket

3A 20 15:07:57 localhost.localdomain systemd[1]: Starting Cockpit Web Service Socket.
38 20 15:07:57 localhost.localdomain systemd[1]: Listening on Cockpit Web Service Socket.

WRIEIELE RG LI AT firewalld, 75 ZAd H a0 a2 5T B K85 H
Cockpit 3 1 9090.

# firewall-cmd --add-service=cockpit --permanent

# firewall-cmd --reload

[root@localhost ~]# firewall-cmd --add-service=cockpit --permanent
SUCCEeSS

[ root@localhost ~)# firewall-cmd --reload

SuUccess

3.4.3. Cockpit Web =l &

Cockplt ﬁﬁﬁ 9090 i 1, FFH Ny SSL vy in), I8kl W28 & hl, fERIZ%
MYEA R, @I PR URL 4TJF Cockpit (285 &

A Hh https://localhost:9090

AR RS AR =LA B 1P ik, 4.

https://192.168.17.205:9090

R NI TR A C £ N e oW B s ) I 1

Insecure Connection - Mozilla Firefox

(@ localhost.localdomain X (%) localhost.localdomain % | A Insecure Connection ® [+

)5://192.168.17.205:9090 v e O n @
&

< c @

% Your connection is not secure

The owner of 192.168.17.205 has configured their website improperly. To protect your information from being stolen,
Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Bl 3-16 WE/REFRIR
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Insecure Connection - Mozilla Firefox

@ localhost.localdomain X () localhost.localdomain X ‘AlnsecureConnect(on x |+

« 5 C B | @ htps://192.168.17,205:9090 - O n i @

The owner of 192‘168‘17.255 has configured their website improperly. To protect your information from being stolen,
Add Security Exception x
You are about to override how Firefox identifies this site
y AR Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: | https://192.168.17.205:9090/| | Getcertificate

Certificate Status

This site attempts to identify itself with invalid information. View...

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site
Unknown Identity

The certificate is not trusted because it hasn’t been verified as issued by a trusted authority using a secure signature

¥ Permanently store this exception

Confirm Security Exception Cancel

Add Exception...

& 3-17 #imflsh
3.4.3.1. [
1E Web # & B s bi s, ARG P 2 MEET S, WEFR.
Wik B sudo REBL, AT ABAT & BAE S5, Bl InfE Web #5416 e
W, BB ARGl E SELinux 5.

localhost.localdomain - Mozilla Firefox x
%) localhost.localdomain X (¥ localhost.localdomain X | (%) localhost.localdomain x |+
<« c @ D 19216% 17.205. ) v oo @ N @ =

COCKPIT

Password

| ] d fi k

& 3-18 BFAME
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System - localhost.localdomain - Mozilla Firefox x

(® System - localhost.localc X | +
< ¢ @ D& 195.168.17,205 -9 o =
COCKPIT 2
e (® Authorized users only. MU activities may be monitored and reported X
System
QEMU Standard PC (i440FX + PIIX, 199€
60c1ec83fed24d90adect80d8sf547dc
kylin10()
erprir
I yidomal:
in D
2 200
Restart
& 3-19 BEFEHE
[ LS
3432 iBEFILHE
[ RS TN —
I ARHE S ATV, B PR .
System - localhost.localdomain - Mozilla Firefox x
®) System - localhost.localc X | +
€ c @ DR 192.168.17.205:9090 I v 9 N @ =
a root

Iﬂ localhost.locald...

System

Display Language
@ Authorized users only. All activities may be monitored and reported About Cockpit

Account Settings

Authentication
QEMU Standard PC (i440FX + PIIX, 1996)
= Log Out
60c1ec83fed24d90adecf80d85f547dc
kylin10()

03-2020:26 @
Restart

rtual-gue

& 3-20 IBEEYI#H
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Display Language

Choose the language to be used In the application

Polski
Portugueses
Turkge
YEpaiHCEKa

A

& 3-21 IES%E

I - localhost.localdomain - Mezilla Firefox

(®) 4% - localhost.localdon X | 4+

&« c @ ® &

34.33. H&E
Cockpit ¥ H E(5 B

ttps://192.168.17.205:9090/sys! I W

@ Authorized users only. ALl activities may be monitored and reported.

f QEMU Standard PC (I440FX « PIIX, 1996
60c1ec83fed24dd0adecfB0dESF347dc
7 lylin10()

«  Checking for updates...

In @

B 322 EESEE

FZIF TR) ™ E SR AT AN R Y 732K
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B - localhost.localdomain - Mozilla Firefox

® B3 - localhost localdon X | 4+

- c @ ® &

COCKPIT

4
Iy
a
a
4
A
A
A
'
A 1
A
A
Iy
A
A
A
4L
Fey

3.4.3.4. M

March 20, 2020 -

/1192.168.17.205:9090/system/log

FZ1% | Errorand above ~

Jusrflib/systemd/system/minfod.service:3: Invalid URL, ignoring: n...

PAM adding faulty module: /usr/1ib64/security/pam_console.so
PAM unable to dlopen(/usr/1ib64/security/pam_console.so): jusr/lib.
GetManagedObjects() failed: org.freedesktop.DBus.Error NoReply: Di...
Failed to start Crash recovery kernel arming
Process 8219 (gsettings-helpe) of user 0 dumped core. Stack trace

Failed to load module 'f’ﬂdlﬂ?-giﬁll'ﬂlﬁ& (argumn[ "'J anitializ
Unable to read or parse data from client.

PAM adding faulty module: /usr/1ib64/security/pam_console.so

PAM unable to dlopen(/usr/1ib64/security/pam_console.so): Jusri/lib...
[pulseaudio] bluezS-util.c: GetManagedibjects() failed: org.freede
Process 2233 (gsettings-helpe) of user 42 dumped core. Stack trace...
[pulseaudio] module.c: Failed to Load module “module-gsettings® (a...
[pulseaudio] stdin-util.c: Unable to read or parse data from client.
SELinux is preventing /usr/lib/systemd/systemd from setattr access...
EERE (B ZHEBF fusr/libexec/gem-kvm: AFITLHFZER

Unable to watch (froot/.ssh/*) Mo such File or directory

Failed to start irchalance daemon.

A 3-23 HEAH

I @

systemd
gdm-password]
gdm-password]
pulseaudio
systemd
systemd-coredusp
pulseaudio
pulseaudio
gdm-password]
gdm-password]
pulseaudio
systemd-coredunp
pulseaudio
pulseaudio
setroubleshoot
Tibvirtd
restorecond

svstemd

94 2 T T AT A IS A AL A AT SR P R 18 o 38 AT EAFE 2] MR
g, AP MRETIERE, Pk, UMIE VLAN. midif-Rate] Lo
BEAT R AT

PR - localhost.localdomain - Mozilla Firefox x
(%) P45 - localhost.localdon x| 4+
< C @ @ & //192.168.17.205 ) k v o @ n @ =
COCKPIT
vps HIER Kbps 1B
0 e DU S S AR
203 0:32 2033 20:34 20:30 2032 20:33 2034
4 Active Rules
#0 FIWE | WA | TR | F0vLAN
&% IPight HiEP i1
ens3 192.168.17.2 0 bps 6.51 Kbps
virbr0 102.168.122.1/24 xa
FEERMED
¥ 1P itth Higd i1, L

& 3-24 NLKRE

% 41 W/ £301K



KYLIN
OB

R R IR 5 2R E R V0 RGUE B 5 T

3.4.35. k%

HR S5 e 1 5 SR

®) BEZE - localhost localdor X | +

<« c @ oF

[E] 1ocalhestlocald...

3.4.3.6. #&uf

&35 - localhost.localdomain - Mezilla Firefox

192.168.17.205: ) ;

BiF | RGES | EETF HeE BE

Accounts Service

Deferred execution scheduler
Security Auditing Service

autovt® service iR

Avahi mDNS/DNS-5D Stack
Bluetooth service

NTP client/server

Command Scheduler

firewalld - dynamic firewall daemon
GNOME Display Manager

getty® service i

& 3-25 fRBAHE

o

accounts-daemon.service

atd.service
auditd.service
autovt® service
avahi-daesmon.service

Hir. RGMSG. BT IH ST,

I @D

Cockpit FTHL GESI SRHTIE S, T DR 7R €5 Web 72 FIZifh 2
51 1 Eh T, AT BLSE AT (S, SR AN (.

£2{ - localhost.localdomain - Mozilla Firefox

=) #iK - localhost.localdor X | +

<« C @ OF

.-
192.168.17.205

B 3-26 &4 AHE
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3.4.3.7. [
A AR AR AL 34T 2 EHLIESE, Sl A M+ i E R 0.

{% 1§ - localhost.localdomain - Mozilla Firefox

(%) {4 - localhost.locald x  +

&« c ® B hitps://192.168.17.205:9090 Joart I

B 3-27 fGREAFE

35. R4HE
FRI LS V10 BRE R Gt T AT RIERH S A E i H ST A,

FZ TRBESXT T R G  H ST TN EE . R, M.

35.1. EAANEH
AHEEHTHIT DS NHII RS RS, #Fo8 “HE”, SAdE

PRRIATIFIR o IR i 6 5 i 1 s
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=F E = — ] bt

EAERAFAE

AHERE

WEBRE ze g_object_unref: assertion 'G_IS_OBJECT (object)' fail--- 20:27 -

BHBEE =z g_file_info_get_attribute_boolean: assertion 'G_IS_FILE--

REQE [FEE[F See https://www.tigervnc.org for information on Tig--- 20:21
[[F#ZF Copyright (C) 1999-2019 TigerVNC Team and many ot-+-

XorgB&
[ fH#£F Built on: 2020-06-24 01:05

R EE&E . . .
[ 2% TigerVNC Viewer 64-bit v1.10.1
(7125 applet_factory, None)

[ZF#E[F Jusr/lib/ubuntu-mate/mate-menu/mate-menu.py:644: -

f7fEigs  applet factory, None)
& 3-28 H&E
M “HESG” ST EREFEEENHERN, R LACREE
AFERGHE, AZHE. BalHE, Z¥EHE, Xorg HE MHHERKEM
H&.
“HZERE UM TR B R E, D A B H SR
I IE T S B R RO AR, F AT DURYE B O 7 SRk BRI I 4 A
RIS KA R A HE R B S RRTE “HENE” X,
sy “HESH” fdl, ok H B A B RAT R S
sl “FEFPSRER” fH, W RME R PR AR AR T R
35.2. HERERMTIE
P HERNE SRR I Be . E PR PN E R 45 R E AT

=
AL H AN H SIS I DIRE, £ 50 H G SO “ I T Ji 391 7 A« e
UE, M HEESCRE “RHIAIER T .
CINFE R SRR Aty AR CE=R7 R R4
AN CGEZ=ANH T N R R AT
“PREVE” T UEISCRHL ™ EEGONEIE H A, B U & L RS0 7
% 44 W / #£301W
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“AF B AL 7 R R UL B S DA B 7 R R B B
CORBEN UL BT, BN EGOT, CRARET M “Eragon” UM &
SRR

R H S “BHAIER” SIS “ HEEE” M R/RERE” Wi
TEIT,  SCRFILIE H X PR ) H &

W FrR LA R “failed” #820E =K PP EME AR &KL BRI H &

= =

EE AR EE

EX =
BEAS: E=X v | EEE: | AR5 =
—+— -
MRS [session uid=0 pid=2658] Successfully activated service 'or-- 20:27
BmEE [session uid=0 pid=2658] Activating service name='org.gtk.vf-
wiEn= g_object_unref: assertion 'G_IS_OBJECT (object)' failed

g_file_info_get attribute boolean: assertion 'G_IS_FILE_INFO (i-
XOFQEE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
EEB®E

Copyright (C) 1999-2019 TigerVNC Team and many others (see-

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-29 HERER
353 HEKZH
Z L HE SRR 8 ok I H B N A 5 3050
MR TRESHAE, Adh LA “BESH” &, AfE#REmEPR
(I SCAFRAERIEAE, FH P AT LUARYE B R sRie 8 5 H IR R, Boe S
HHER SRR, ARG R R TR ES
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RIS R IR 5 2R E RS VI0 RGUVE H 5T

FHEE E
&) | RHES

* 8% 4 froot | ESMH ]

= 2@\ & v Kip Ll
O mE
= @k
pe-}
4 FH

Prk-+:3

&

) Kyli---

Rt B

EHQ RE(S)

& 3-30 HERNSH
3.5.4. HAhhRk
R CL A “REFSRE” 75, BEMAFERHALTIRE, R ER.

EEERAFBE
MEON)
FREEHE BERER
BliElEE: | E=X v FmEE: AELS | =mEH)
RERE [session uid=0 pid=2658] Successfully activatg XTEE -~ 20:27 1
B@AE [session uid=0 pid=2658] Activating service name="'org.gtk.vf---
wiERE g_object_unref: assertion 'G_IS_OBJECT (object)' failed
g file info_get attribute boolean: assertion 'G IS FILE INFO (i---
XOTQHE - - - - - R -

See https://www.tigervnc.org for information on TigerVNC. 20:21
;3 1= b
Copyright (C) 1999-2019 TigerVNC Team and many others (see--

Built on: 2020-06-24 01:05

TigerVNC Viewer 64-bit v1.10.1

applet_factory, None)

& 3-31 EFRE
CHTE O DhAESCRT R — AN H R R E O, TR R A A
MERHE.
CHERTPRGERE” DRENTLMEF P T MR i TR P R
“HEB” DhEer] ATHIZ TR FM, S P AR
“RTHE” it SERZ T RN ER.
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IR ZRMEERM

dnf 2R — AP E IS, B HIUE Fedora 18 IXANEATHRF . TMIfE
Fedora 22 #, ‘B T yum, IEZACN T Fedora 22 M ELE HESS .

dnf BLE B WIR 7 yum BE SR, 1S 7R EE . N7
S ARE Ar AIEAT RS 2 T TN %S . dof {8/ rpm. libsolv Al hawkey FE
BEAT B BERAE, FTLAR] yum [RIAEH

4.1, MEMAZKLGE

411 BHFEAFSKRE
BH RS O4 230 WL ] AT A] LU AT LR 4, BA X86 °F
=N AL

# dnf check-update

B A

> PackageKi t—— #4444 B

> mam——ﬁﬁ#@i%MCmJ$ﬁ

>

>

EiR# AT LA B A 2% linux-firmware, mate-system-monitor 1 Kylin-
menu LA DL BEAT TR G 2

4.12. FEHMAE

dnf SCRE— IR AN B AL, I A1 I 22 20/ S H A S AR A s

1. a2

# dnf update package _name
VAR nm A4

#dnf update mate-system-monitor

kR R BT

a) Package: H /' Z N &I B RN B A
b) Architecture: ZIKA{FELETE II2EH .

c) Version: HAFELFHZ G IRRA o

d) Repository: A FHAFEHTERE
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9)

Size: ALK/,

dnf BROIAZ: R AP EAGE R, IR emmmilgss, HPm
DAIEAS ] dnf ar S BERINIS 4L -y, ROREER T H L Is this ok [y/d/N]:Hf
BN yeso fN d WIEHAT AR T 3.

R R AR B R SRR PR Lk, FTLUME dnf history dr 4
BEVEANHEIR

IR B AR, ATELLL root F P AT A 2

2.

# dnf groupupdate group name

HEE TR S AR

IR T ET R ARG AR, T LT a2

# dnf update

413. FHRGHMAS dnf BERAL RS

dnf 7] 5 yum {88 FAR A (O RC B SC#E, BIECE dnf Y5 A] B 4% 06} fetc/yum.repos.d/
Hiffrrepo SCAFIEATGREE . M RGA T B LR ECE TCIE VT IR 5 BB, ]
DA S8 (1 RGO S AR AT T . DRI

1.

QI RGOERHHEE 3, L root J 7 AT

# mkdir mount_dir

¥ RGO EZ A, BLroot Hl AT
# mount -o loop iso_name mount_dir

¥ RS0 HE ) media.repo UM MR H K45 U1 % /ete/yum.repos.d/ H 3%
I

# cp mount_dir/med ia.repo /etc/yum.repos.d/new.repo

%% /etc/yum.repos.d/new. repo BL B SCAF LA NG A 4%
# baseurl=file://mount_dir

SEHT dnf PFIFREATTI, A root HI T #AAT

# dnf update

TR G, RGO 3

# umount mount_dir 8¢ rmdir mount_dir
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IRA AL IZA dnf YRFEAT AT, AT AR root HY 7 IR SCA

# rm /etc/yum.repos.d /new.repo

42. BERAL

dnf JE4L T 52 B KRB HAF S HThRE, AFER. BEFEE. MM
538

421 KRERHGL

HAT dnfsearch iy & 7] LAka = K AFEAL, Bl ande 2R B & “meld” 1 “compare” <7 Bt
AL, DL X86 T &l F:

# dnf search meld compare

IR dnf K25 %L, AT Ll shell A & () grep B3 1E ) 1A 20k
422, ZEAFIER
BN O B AN AT 22 R B A A 2 AT DL AT LR i 4

# dnf list all

BRI AT O 2 A AT 2 B A A R W] PLAT B A2
# dnf list glob_expression. ..

B abrt MO RAIR B a0
# dnf list abrt- addon\* abrt- plugin\*

BRI AT & R A AR T AT BU R 2

# dnf list installed glob_expression...

SR A kb FIPTH DB AR BN T -
# dnf list installed "krb?- *"

S B S L AT ) L LR A AR AT ABAT A R A4
# dnf list available glob_expression...

S8BT A Y gstreamer plug-ins 4,51 3% «
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# dnf list available gstreamer\*plugin\*

BERIMCE
FRIEM G, P dnf RAE BB
A A AT G B AT DA LT dr 4

# dnf repolist
AR AR R BE 2 A5 BT DN v 2 30,  5i# H dnf repoinfo i 4 H {5 B

# dnf repolist -v

# dnf repoinfo
W R RS B ] AN AT R G 2E, TR T PR 62
# dnf repolist all

423. ERBRHERER
BRI AN BT LUEH LU 4

# dnf info package name...
R A abrt VAN B A L
# dnf info abrt
BRI yum VA B A 4
# dnf info yum

4.24. REHRHG
P A] B root FH P A5 FH LA fiir 4 22 385 B f

# dnf install package_name
235 sqlite Y 1686 L4 B AF R0 < 151«
# dnf install sqlite.i686

i 7 g, dnr DL dE BAR b S, 18T Pl NSO E, DA
root F P PAT %22

# dnf install /usr/sbin/named
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ZIRAT R UR
# dnf install httpd

IR AR AT, P RAHRAT
# dnf localinstall path

425 TERHGL
FEPAT 2R AT, TR NI

Total size: 1.2 M

Is this ok [y/d/N]:

BN d, ATRASAT AR N
4.2.6. MEREAE
T B B ) AFAAT BA R i 4

dnf remove package name...
B3 totem BRAF LR

dnf remove totem

43. BHEHBHR4HA

AT LIRS — RVIRE DI Re AL, b R g T HE AR R 4
LRI A AL AT DL — 8 22 2% LA

431 HARHATIE

Summary #eITA] LR 7R AR 2 R AE R

# dnf groups summary
LAR Dy th -
# dnf groups summary
BRI BA O H R S BT U BN i %

# dnf groups info glob_expression...
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PAR 970 3 A A 2 i S 7
# dnf groups info LibreOffice

432, ZEHHLH
FANBAEHEE EH KA 1D, ERENEH id 7] LU LT a4

# dnf group list ids

Ak KDE S #0510 R 1) 7= 1l
# dnf group list ids kde\*

A LA N AT G R, filtn, A ] B A R s 51«
# dnf group list hidden ids kde\*

B H N e n] Dol b e H AR g, Wl A id 2.

'

# dnf group install "group name'

# dnf group install groupid
W] s LT W & 222

# dnf install @group
# dnf install @ group

NS 4 %% KDE S I 8473 4 7 11«
# dnf group install "KDE Desktop"
# dnf group install kde-desktop

# dnf install @"KDE Desktop"
# dnf install @kde-desktop

4.33. MEREAEA
A P A 2 A e A A id MR EL. BL root ALBR AT -

# dnf group remove group name

# dnf group remove groupid
BB AH @br%s, WAL a2 MR . PA root S+ P47
# dnf remove @group

% 52 X / #3011\
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# dnf remove @ group
% KDE S [ #1470 4o 41l

# dnf group remove "KDE Desktop"
# dnf group remove kde- desktop
# dnf remove @"KDE Desktop"

# dnf remove @kde-desktop

4.4. HHEEBMECFER

dnf 7] LA FH dnf history #ir 23T 4 BRI AE
44.1. BEBE
TR 20 45 dnf #4Eid %, A LMER LR dr4 . LA root AR $AT

# dnf history list
N RAR R HE R dnf #RAEICS, ATRMEAH BL R ar4. BA root AUBR AT

# dnf history list start id. . end id
Bonid 2 5 4% dnf B BB W T

[root@localhost ~]# dnf history list 1..5

PA I dnf history list % tH 7= P9 B A0 -
PAIRE L AR L

Command line—— & Z R IR A P 255
Date and time——iZ 2% i3 1 H PRI [A] 5
Action(s) TR LAY
Altered——IC 5 R2 W 1) 5% H 4L
N2 Action FIAR TR UERA :
FH# 4-1 Action i

Action w5 iR
Downgrade D TECGEHR
Erase E TR 4
Install I AT,
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Obsoleting 0 AR IR ST
Reinstall R AL
Update U THR AT A
4.4.2. HEBRME

i R SRR F I R B B AR SRR E B, AT DAAT BA N i %
# dnf history id

Hrpid 2 EER id.
IR B R A IC RS B, AU DL N a4

# dnf history info id

IR TR R R P BUR IR M PSS, AT BL R dr 4
# dnf history info start_id. . end id

ZN/LUNE

# dnf history info 4 . . 5

4.43. MES5EFHE
YR AR RS S dnf $#0E, AT LA root AR PAT — N HAfE

# dnf history undo id
IR FHEELZHA dnf #:4E, FTLLLL root AR AT — T #:4E:

# dnf history redo id

SBRE RS

ZETNAITRE ZRGRS . )56 daemon PLAIZEFEVS A Kylin Linux

Advanced Server V10 &4t

5.1. f#EH systemd EH RS RS
5.1.1. Systemd 44

systemd /& Linux N —5 SysV 1 LSB #J4H10IHIAS 3 25 1) &R Ge F R 455
HHEE . systemd ff FH socket Al D-Bus SRH 8 k55, $efitds T3t R 4% w5 5 3)
FBg, fRE 7 Linux cgroups MFRIBERTIRE, SCRAUBA RGUIRESIKE, 4k
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RIERGVI0 RS BTN

FEEOR B R, SCIL T B IR SS TR T AN JE OC JR I — AN BE RS 4 1) R s ], 47
systemd TG 75 & I ARATE UE 7] LA sysvinite

A H LR IFAT R RE .
systemd JT /5 A B A RS2 AL T unit FOHES .

unit A& H— N 5 E ST

St N ) 44 7 RN 2R A ZH R i (9140 avahi.service unit 45—/ 2 AH[E 44 7 1L &
f, RSpRERE Avahi B— 32 I0). unit A LLT LRSS

xZH 5-1 unit BEIANHE

Unit 255! XFER ik

Service unit service SEPERR RS ik, EEMERE
IR

Target unit target IR unit A unit #4712 8504

Automount unit | .automount 62K unit B2 RG G JZ R — A E

Device unit .device U6 unit B3 —MFLET Linux B
iR

Mount unit .mount K unit 33 RAELEHZ KPR — D4

Path unit .path I unit ARG — A SR E
Hx.

Scope unit .scope IR unit Jy BT o

Slice unit slice 2 unit A—HEFH KGR )E
unit.

Snapshot unit .snapshot 55 target unit AHBL, PREEAR B AMiH 4,
ME— 1) H 8RR 51 HA unit

Socket unit .socket I unit 3538 R G0F0 B IR A — A
socketo

Swap unit .swap I unit 353 swap WA EE swap
.

Timer unit timer K unit 35 2& RGN [H]

Systemd unit )3 H Ul Bl T
FH# 5-2 Systemd unit /28

B>

it %)
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fust/lib/systemd/system/ | RPM £, 2225 0 K A7 ] Systemd units

/run/systemd/system/ IEATHS G2 Systemd units, 1% H AT 2E & %
I H 77 Y Systemd units.
Jetc/systemd/system/ A0 5E N Systemd units, 1% HXIEHSE

RiiZATH] Systemd units.

5.1.1.1. FEHHE

systemd 2L R

> H:T socket WIFFATIERE: A T INIEEEA RG0S ShAUFAT )5 3 8 2 HU3EAE,
systemd TESEPRE BN F 9 RE BTG MR T socket , RIEAEH: socket 45573 it
o FERGHIIEIIT, B e A P R A1 socket, 285 S 30 FTA 5747
R WER— MRS BN E 5 — MRS ISR MR B4 fa 8, XS EdEREn]
REIEAESR AL AR 55 1R A HE BN, I8 3 AN %8 P s ik R AE X 0T SR P it A T BHL 28R
B A RSHRX—NE it e HZE, T HAUREX —RIE K fHZE .
Jike 55 18] B AR5 0% 25t A P 230 e e BEOR SR E I AT B (R — 0T a1
1) socket , AR — RS 7 EHAR KRS, B W SR AT DI B2 B AH B 1)
socket).

> D-Bus BUSRIEEBNRSS: 0 S Zlus sheg, IRSs AT AFERE NI
5 FEBN. FIN, S RS RS 0] LU NTEFESSI D-Bus RS
RALE SWHE BB MRS BIER. (FRFFEZAMRS, R DR LBE R
B A IR S PO e D-Bus HERAFIE R, HEHALE I H CRRSE S
Mik).

> PRHtsFd R L T S B AR

> {RE TfFAH Linux cgroups #HAEREETIRE: TB— AT T INIEIERTE
EHCK—A cgroup , ALE sysytemd ffH AT PAAFIAE cgroup H EL L4k
A RS AEE f . (A0 libegroups utilities).

> SCRPRIEA RGUIRS RS . PRI LR R IRAF/ K B R ST 6 A0 I BT 1)
55 unit WARA . BEE WA EEZRMAEHEN: RVEH P BN A — B
"Emergency Shell" FIHRFIRIRES, 21k UaT I IRSS s $RAL—A 101 20 56 5 tR 24 i 167
Jiik, BRSNS 2RSS

> YEPEREON B RN systemd AR T IR R A B S OL, AT DAH
KL EE R Ao Jete/fstab AT DLAE g1 S48 i (1) — AN B D B I . i

fiH comment=fstab &I 2 T LAFRIL Jetc/fstab 2% H A H N H systemd
P i ) A
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> I T RES A B AR C R I — SRS A E HE 5] systemd SCRFIRSS
(8% unit)[A] 1 2 KIS OC R . 7 unit BCE SCHFH A After/Before. Requires #ll
Wants &I A] DA 52 unit OGN . Requires A1 Wants 2R 78— A 1E [A] (5%
B AT ) B 75 SR A < 52, Conflicts 37n— M A B 75 SR A OC 22 . HoAthike
WU/ 2] R —A unit FERHECH], systemd HUEE A E BRI R
IS INENE AT ZNR, SRS HIN BT B¢ R 5 — BB A unit 158 /5T
FRBEETEL). MRERZEBMG, systemd 2B E e, MBRAT LA FR1E
W AR
5.1.1.2. FEatE

> 5 SysV VIR : R ATRE, &< FH LSB M chkeonfig I3k
BFRENZE, BN, FEHEAMTHESE, 0 fetered o XEEYIIHMW AN
HN—ADMEMPIBCE R, LAjkD sysytemd M55 A B8 A2 2 H -

> Jete/fstab FLE M XRERH—MEIR. B H comment=fstab ik
TiARIC fetc/fstab 25 H, f# systemd BJ DAFEHH HHE#A -

> SCRETE IR/ SLEINLE]: Bl A —AMERRBI getty@.service 3L
i, AR RSAS getty FRAESRS—MECE . 2 LB 2wl LG Bk K,
Womt 2 W, B LA R AT 1 A avahi-autoipd@ethO.service ARk 45 Fic &
dhcped@ethO.service , fH15 7478 eth0 HIME P] DL E @ BB AT ULECAS 2

> fEEFEE B (dev/initetl o IXANHEBTESERR B2 T HRAT FIFO-
activated AR55. (A2 MRS AE SR A D-Bus 153R)FHSL b, X
EWREHI Upstart Al sysvinit /) shutdown. poweroff FHARAH LT 27T LA
7£ systemd H4kEAEH .

> 5 utmp Ml wtmp %

> ER] DA H] R A MR

> AHUEC B ST S desktop SCHFAHIE ETE: 1R 2 B 2844 Fh AR A 1K
AR RER N AT 2% . B AT DS O I E BRI IR S H A TR, 552
FEBLE), A B2 SR TR

512. BERGMRS

systemetl J& i F ) T H. C A service Fll chkeonfig HIThEE T —4k. &™
DU FH B 7K AP B A 2 2 1d v s /AR RS

R 5-3 service 5 systemetl F)[X Fl

service systemctl #iR
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service name start

systemctl start name.service

KRR — RSSO
AL H R DA 1)

service name stop

systemctl stop name.service

RIRAE I RSSO
AN E A 1),

service name restart

systemctl restart name.service

FRAZ 1R F R 3 — AR
%o

service name

condrestart

systemctl try-restart

name.service

R M IEEBAT R
%

service name reload

systemctl reload name.service

MSCREIN,  HERTRE AR
BOCFIAS T 4
(=

service --all

service name status systemctl status name.service | B UIARSSARES
systemctl is-enabled
name.service

service --status-al 1 systemctl list units --type W AT A RS IRES

R 5-4 chkeonfig 5 systemctl [ [X 5]

FE N IR Bl B 2
il fid A 6 A I s B AR 55
NJAH

chkconfig name on

systemctl enable name.service

FE N IR Bl B 2

i 2 2% O LR 2%

chkconfig name off

systemctl disable name.service

RIRAE & — RSS2
HIPAEE T EC BN A

N =
W2 EH.

chkconfig -- list name

systemctl status name.service
systemctl is-enabled

name.service

B Y AE AN BAT 00 R
JIR 55 B JE AN P G 15

chkconfig -- list

systemctl list-unit-files --type

service

o unit BT E S 3 ARST

chkconfig -- list

systemctl list-dependencies --

after
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IR unit J5 S8 3RS | chkeonfig -- list systemctl list-dependencies --

before

51.2.1. WoR%
i HE IR0 B LG
# systemctl
PAR i 25530
# systemctl list-units
ANt OE IRS5 B TG, AT A R dr
# systemctl list-units --type service
i Y MBS BB TT, AT BL R A2
# systemctl list-units --type service --all
BT RS BB TT, AT LR A2
# systemctl list-unit-files --type service
LA N S8 411 i A 0 e 95 1 i 2
# systemctl list-units --type service
BRI 2RSS ot W
# systemctl list-unit-files --type service

5.1.2.2. BRREIRES
TR IRF RS L

# systemctl status name.service

R 5-5 B HEIufE BIIR

X 3%
Loaded k55 2B
Active R 55 R A B
Main PID HHT R GRS PID
Status T AR GRS BB I S
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Process AR I 1E B

CGroup #H5% CGroup B 11{E &

s gdm.service IR RS~ :

# systemctl status gdm.service
7R gdm.service g 55 J5 2l Hi B HOR 55 7~ 11 -

# systemctl list-dependencies --after gdm.service
7R gdm.service x5 JE 3l 5 F MR 557~ -

# systemctl list-dependencies --before gdm.service

5.1.2.3. BEIIR%
Ja Bl AR 55 4

# systemctl start name.service
Ja 3 httpd AR 557~ -
# systemctl start httpd.service

5.1.2.4. fZ1ER%
bR S A4

# systemctl stop name.service
15 1k httpd IR 557~ :
# systemctl stop httpd.service

5.1.2.5. EJERS
HA RS A:

# systemctl restart name.service
)5 httpd AR %57~ -

# systemctl restart httpd.service
H R IEAEBAT B RS 2

# systemctl try-restart name.service

HHRRS 2
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# systemctl reload name.service
H %, httpd ARk 257~ 11:
# systemctl reload httpd.service

5.1.2.6. Ja H RS
Ja RS54

# systemctl enable name.service

HH A IR 55 4

# systemctl reenable name.service
J& H httpd IR 557~ 151 -

# systemctl enable httpd.servi ce
In - s ' /usr/lib/systemd/system/httpd. service'

' /etc/systemd/system/multi- user. target. wants/httpd. service'

5.1.2.7. 2EH RS
22 H RS54

# systemctl disable name.service
2% H bluetooth 55711 :

# systemctl disable bluetooth.service
rm ' /etc/systemd/system/dbus- org. bluez. service'

rm ' /etc/systemd/system/bluetooth. target. wants/bluetooth. service'

513. HEEBW

Ja a2 (runlevel) s&—NMHEIBE S . BIE, systemd 5l T —H1JE 82K
Sl D REAHALL AN ] Ak 2
PR 4 AR Th e, JF HRE RN S H 24> . — 28 B AR 4R R H AR B R AR 55
HIESHMRS . systemd FRME 7 —L8H807 sysvinit J5ZhZ ) Hix, 5T LA
I telinit J& 202 i 2 V) #e .

JANEH 0. 1. 3+ 5. 6 EHR T4 FHigk, I H AN —A> systemd [ H
bro ESCHLH P B E X a3 sh o Dike, v LALLE A 1S 3h 2o R, g —
oW H  bn Jete/systemd/system/< Hr H bx > "] PL o Z F
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/ust/lib/systemd/system/graphical.target), fll & /etc/systemd/system/<#Hr H $5>.wants
H, mHEAnNGAMR S 5ER: (F817] /usr/lib/systemd/system/ H B 56304 ) o

Rk 5-6 SysV B3NS systemd HAFRXTEL

BATHS Hir8oT i)

0 runlevelO.target, | W R4t (halt)
poweroff.target

1 runlevell.target, | H.H
rescue.target

2 runlevel2.target, | F P HE A sIZ, 85 IR AL

3.

3 runlevel3.target, | Z M, TLEEA . HP A LUE T
multi-user.target | ¥y B X 245 5 5%

4 runleveld.target, | F P HE A sIZ, 85 IR AL
multi-user.target | 3.

5 runlevelS.target, | ZH P, EUJEF . A% 3 Kk
graphical.target %, FHANEIE IR

6 runlevel6.target, H
reboot.target

emergency | emergency.target | SRR (Emergency shell)

Rt 5-7 SysV WtEHAr &5 systemetl X EL

IH 4 i iR
run level systemctl list-units --type target BoR24E1 H bR
telini trunlevel | systemctl isolate name.target =T RER S

5131 &EEINAMR
BEINBindn 4

# systemctl get-default
LA A EE BOA B bR ST 6 -

# systemctl get-default
graphical. target
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5.1.3.2. &EE4u1 Hix
BHE2MEH R4

# systemctl list-units --type target
B N A ARRY L IT, AT BL R
# systemctl list-units --type target --all
PR D s 24 1 Bl A s A AR s
# systemctl list-units --type target

5.1.3.3. ZZFERIA HEr
AZEE RN H bR 4

# systemctl set-default name.target
PARARBE 2 I H bR«
# systemctl set-default multi-user.target
rm ' /etc/systemd/system/default. target'
In - s ' /usr/lib/systemd/system/multi-user. target'
' /etc/systemd/system/default. target'
5.1.3.4. AR 7T H bR
A2 BT A AR
# systemctl isolate name.target
PARAZSE 2 HI P H bR«
# systemctl i1solate multi-user.target

5.1.3.5. VIR

systemd.unit=rescue.target & — MW EFEA RGMKEE shell FJFFHk target
unit (5312472 1 AHL);

AR A2

# systemctl rescue

IR EIANRERE X AR HE, ST
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# systemctl --no-wall rescue
ki SseryrwNiiE
# systemctl rescue

5.1.3.6. J)#rE S

systemd.unit=emergency.target 545 {R B 2401 init=/bin/sh 25 R4 M R4t
MAZARAS 3 B AR o

HNR 2R A4

# systemctl emergency
WMRFEHFANESHEA DA M HE, WLl me:

# systemctl --no-wall emergency

5.1.4. ZEmFENLER B systemd
LI FENL 2R systemd #4401 F

# systemctl --host user name@host name command
LR B Ay 2 25451«
[root@localhost ~]# systemctl -H root@server-01.example.com status
httpd.service
5.1.5. BIEMBH systemd I
5151 HIou
BT A I AR =N
[Unit): JEHECED, 4% unit B34S R
[Unittypel: Unit 288!, R[EZEAE AT RIS systemd &S N2
Cinstall}: 4675 2422 . 8 AR RO IR %S N 2

FH 5-8 [Unit] FERFECE Wi B

[ =R E1:5%)
Description —EeiIA, BORGH S FRMER, LR RS,
— R R T IRSS B .
Documentation | 8§EZH X HHFIR, L& FH) URL B, 0
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http:/, https://, file:, info:,;man, XZF TN, Hifek
R RS I H 24, SR a2 B W & 1,

MR R, EARTAT L2 I]dEE, S’ 2AT
&I, RAEE T —aW, BASEEILI, AR
e B AEAERIEH .

After/Before

BB MR S5 H B R By, Hetn—A> foo.service fL{ | —
1T Before=bar.service, A4 YMATTRIN 5 BhET,
bar.service 2554+ foo.service JABNTERMG A B8, 1ERE
EANBEE M Requires= AHE IS, [T ELE After=
F Requires= 2% WK, Mkminr LA e —k ek,
X A2 AL N 438 )5 3 o

Requires

T8 MRS WO FU B IR SS, WUER A RS o, A
Requires J& [ RS HB0E, &, WHR Requires
Ja PR S s b e ek a8, WIAMRS sk, X
AMETAT AR E 2 Ik, A LB SR I 48 7€ I IR 55 # 4
WOk o 75 EE R AR XA IR TASFE MR 5 2 545 1 R
5, AT A After= F1 Before= SKECE .
Blin, % foo.service KA barserivee, HZ& HEE
7 Requires= M#H After= B{ Before=, A4
foo.service Ji BN < [F G foo.service Al
bar.service. ] Wants= X% Requires= J&F L1
L, RN 2R G2 B4 I AL 35 AR 55 R UL B A7 100

Wants

X940 Requires= , X HAIHPIRS S )580, H
WERTCE S BN BRI B 55 A B, Ao AR il 55
N —DEAKI S B o X RAERE P IR S RER I 7
o XPPAH R AT DAL E A4, @it wants/ H SR
hn, BARTT LA b )bl B

Conflicts

BoE — Mo, WmREE 7, Ba, B—Mk
SRy, B b RS, ad sk, X E
FIHWIIRS B8, ARtk BERE A
EEH. R, WWREM After= 1 Before= & HAHM
S WERARSS A AT B PR, HAE B RSN [E
a3z, MAEFRES BN (HE LD BiE
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WMERE (WHEZ BN RLHRD, Ja—FiE
Ol BT RIS, B bR,

Rk 5-9 [Service)] FEHEZE T

Ac B 0

ik

WEBREN RN, DA FHMEL

simple, forking, oneshot, dbus, notify, idle

> RN "simple"(% & | ExecStart= {H AR E
BusName= I [JBRIME), HAEKIR ExecStart= Frik &
(RIRERE LA 12 R 55 () R

> R R R BN HAD AR SR A IR S, A LA
ZHERE S Bh 2 F e ST A AE IRIE (W i B, AN
PR 4k BT S B B .

> "dbus"(%E I ExecStart= 5 BusName= HJ[JERIA
fB)5"simple"J ML, AN[FZARAETAZHERE TR ZAE D-
Bus [3f5—1H BusName= 5%, systemd
KR EHBITTZHT, HeMRRZIHE S LY
REREL T #8E 1) D-Bus K. WE NI Y TR
EIKHE T dbus.socket 7T,

> "oneshot"(R¥WE ExecStart= W HIERINE) S
"simple" ML, AFZALAE T ZHERRLIE systemd J5
G HEITZ R . MRS T TR ENE
RemainA fterExit= £,

> MR & N"forking", HAAK/R ExecStart= ik &
IR AR AR fork() RAETTIH. X2
&4t UNIX P @R R 2 g ik . i i 1id
SIREA O B CEIZE, LK SR
o TR E RS I R Ak e is AT . X T
SEAhERE, WEIN I E PIDFile= 25T, LAFSH)
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systemd R E O IZMRSS B ERFE, SN S 4k T
(1) JE B8 R

> "notify"5"simple"ZSEL, A[FRIZARTE T X AR 2
RS 5E R Jailid sd notify(3) Z2RMIH: I Kik—
AMEFNH S . systemd ¥2AE BSR4k BT AT, B
WPRZIHAE DA DN RIE TRMHE . R EE N
LAY, FE4 NotifyAccess= ¥ HGE1S B A" all"8l &
"main"(BAih). VEE, HEI Type=notify MAHRELE
PrivateNetwork=yes [P~ IEH TAE,

> idle"5"simple"Z8L, ANFZALTE TR 2 pk
FEIR BT A ERAVEER 58 B Ja PR AT o IXAE AT A 4
#ZH & ERPIREFEEYS shell AT 4 H IR A7E—

i o

ExecStart

TEJE B2 R SS IT 7 EHAT I a5 AT (fr 2+ 230 -
INAEWE T Type=oneshot WIfEM T, A ALk BEALEAN
AT (EFEED), HUwaiH R E — 1 m2IT.

Z N ATBE T DAAE[R]— > ExecStart= Hi%E, tHAlLLI#E
T EZ A ExecStart= >Rk FIAH A 18R

WERE NN TR, A i E R IE 217 #0H
BIET . WMRAR BT ExecStart= 84, A LI TR
WHE I RemainAfterExit=yes 5% .

T AT WAL — N30 AR RN W AT AT SO TR, IR A
H G B S BB IR AE N "argv[ 1] argv[2] ..."f&E 45 1 44
ITHIHERR .

WERAE AN PR AT TN LRl B K @ BT 4%, B4 He ) B S L

ZHCEMIRAE N "argv[0] argv[1] argv[2] ..."fE B A BLHAT I
BERE

WRAE A5 PR AL HT N L AT B - AT 28, R4 RIS i E A A
RMCRA B EEZ 1R BME B L HDB T, i

MAER . ATRARINE " 5" @" AT,  HIBFPAT:

=z
o
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WMARWE T 2017, MAXEdr 47 R DLHAE .03
P A BRI AR IR HRAT o

URIRFATE - AT S B A AT PAT R IR ARIAR B A 24T
RASHIAT, RN Z TR AL A R (failed) R

MKW E Type=forking Hf, X B E 217 BT a 811
HEFER AN AIZ R 55 1) £ P HP ERE

ExecStop

X ANAIEMNIE S, T 3B MRS R R i T
PATHI 24T EVEMINY ExecStart= 54 AH [
PATTEMA R B I AT 25, RS T A TR AR
2 KillMode= KW B RIL(S N, systemd kill(5) F
e

WK BRI, B4 M ILARSS B IR, RS R
AR SYE KillMode= 3 B W7 BN 48 XL .
5 ExecReload= —#f, WA MR EL =
SMAINPID #] LA T3 /s FHEFE I PID

— MR, U E N RIRS S, AR
B RANET

KA AL BB R AT S 2 5, AR B3R 2
SIGKILL {55 7RI, X Re SEHEE L%

R, X B E Ay & AU FDHEAE, AN RE 2 D
=

ExecReload

KR—ANAlE R4, AT R E LIRSS R FE A
P B AT Ay 247 . TBIEHINS ExecStart= 5€ 4 AH
I o

FAk, A MRS AR 2 SMAINPID 7] DA T-3%
N EHEFEN PID, 5 dnm] DL AR -

/bin/kill -HUP SMAINPID

HE, BEGIREE, B Es R EAE S, i
HEFINE A E S, FEARE AN I
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RO AN b 1A, BT DAANIE H -/ BEA% R 52 e
Ry I - &L &

A TIRENE UK ExecReload= ¥ B —>BEMS A OR 58T
B BRI 3R [R5 58 B A 4T

Restart

GRS EEIRE . R E . PORE, B,
kel o Y = PrIREA &

"R GG HEFE" 2R ExecStart=, ExecStartPre=, ExecStartPost=,
ExecStop=, ExecStopPost=, ExecReload= 11 & [ £ .
YRR E T systemd FIEHEHERE@EIL systemctl
stop|restart) M 47 1EI, 1ZARSS A EHE 3.

"R E] DU I I "keep-alive ping"#E ), AT PLZ
systemctl start|reload|stop #AF T

1Z3& 0] LU R #ME 2 —: no, on-success, on-failure, on-
abnormal, on-watchdog, on-abort, always
"no"(BRIME) R R A S E G . "always"Kax 28 LK1
#HF,

"on-success" KN FE R ST BERE IR H AR HIN S, Frif" Ik
IR

RS0, B BEREYE] SIGHUP, SIGINT, SIGTERM,
SIGPIPE 155 HiBHIIBFFH SuccessExitStatus= )i
Ho

"on-failure" X~ AE MRS R IR BN /S, B /i
R

IR HHASAN 0", B HERE A s R SE(ELHE "core dump" A
Je Wi #] SIGHUP, SIGINT, SIGTERM, SIGPIPE 2 41 fih
f5%9),

B R T & [ 1B systemd 45 AE B I T 4 R BT o

Remai

nAfterExi t

AN " yes "B "o " (BRIME), s 241k 55 1O I dE e 4
AR Z 5, 2T R IR 55 M TG B (active) IR 2 -

FH 5-10 [install] FEACE W

e B 5

Py
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Alias FE 22 2% F BN AT A 42 - (R4 ). 45402
AR A G A FFER G (RIFEFERZRAYD . XNk
AILMBREZ IR, IrA AT #EIEH, BT systemetl
enable AT, X EALAH S HHERE

RequiredBy 7E .wants/ B, .requires/ T H 3¢ MRS G LA N A EE
WantedBy o XFEIBCRZ HPIR TS B8, ARStHa
Ja 5l

Also 2 R 55 2 A I [ I R EE R B AR % . SR
RIS HECE T eI, N systemctl enable iy
L PAT I 2 B B BRI E 1R -
Defaultnstance | 7~ unit J& B BRI S2 451

N A& postfix.service B 03 AR -

[Unit]

Description=Postfix Mail Transport Agent
After=syslog. target network. target
Conflicts=sendmail. service exim. service
[Service]

Type=forking
PIDFile=/var/spool/postfix/pid/master. pid
EnvironmentFile=- /etc/sysconfig/network
ExecStartPre=- /usr/libexec/postfix/aliasesdb
ExecStartPre=- /ust/libexec/postfix/chroot- update
ExecStart=/usr/sbin/postfix start
ExecReload=/ust/sbin/postfix reload
ExecStop=/usr/sbin/postfix stop

[Install]

WantedBy=multi-user. target

EATRBIH, [Unit] FBRIA RS 4R 508 %15 2. [Service] 3k
AR 5515 B« EnvironmentFile b HiE X HIZAR S HI3A 5545 5, PIDFile £/~
MRS E A PID. f)a, [Install] FBE R KB0Z RS 1A 2
5.1.5.2. BU&HE Lo

B B & R Iu U AP IR

1y R H & SRS AT ST
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AIHAT ST AT L A, AT DU ARt B e, R B, NHEE
SCHRSS (0 T REHE S — A PID SCfF, —fRiIE PID fRIFAAE . A ANETT RE /2
Bo BT IIA, BRI AR ASER A AT 34T e 1t 0 B AR A T,

2) f/ete/systemd/system/ H g QG H o0, I HARIE R BERE root FH 7 9

i

# touch /etc/systemd/system/name. service

# chmod 664 /etc/systemd/system/name. service

SAFAS T BT RLR -
3) #1JF name.service SCAF, NINARSSECE, R0 E Wl i E LTSN M)
AR5 SRR RE N A AN R 4 IR 55 (1 G L 81

[Unit]

Description=service description
After=network. target

[Service]

ExecStart=path_to executable
Type=forking

PIDFile=path to pidfile
[Install]

WantedBy=default. target

4) A systemd A AT AR SIS0 :

# systemctl daemon-reload

# systemctl start name.service

B4 emacs.service XA HIH 1
1) G, IR IERBRE:

# touch /etc/systemd/system/emacs.service

# chmod 664 /etc/systemd/system/emacs.service
2) WIECELE R

[Unit]

Description=Emacs:theextensible,self-documentingtexteditor
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[Service]

Type=forking

ExecStart=/usr/bin/emacs--daemon
ExecStop=/usr/bin/emacsclient--eval"(kill-emacs)"
Environment=SSH AUTH _ SOCK=%t/keyring/ssh
Restart=always

[Install]

WantedBy=default.target

3) #A systemd I JE RS

#systemctl daemon-reload

#systemctl start emas.service

B % sshd-second AR5 11
1) # 1l sshd config (44

#cp /etc/ssh/sshd {,-second} config
2) Yu’H sshd-second config X, #sIN 22220 H%H, A1 PID SCAF:

Port 22220
PidFile /var/run/sshd-second.pid

IRIE R EB SIS, R B
3) #IEITI AT

#cp /usr/lib/systemd/system/sshd {,-second} .service

4)  YwkEH 0 sshd-second.service
B IA 7B

Description=OpenSSH server daemon
¥ IN sshd.service ]R557E After St 72 )
After=syslog.target network.target auditd.service sshd.service

F£ % sshdkey B! % :
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ExecStartPre=/usr/sbin/sshd-keygen
BERX—AT
FEPAT A B, AN sE — sshd k5% HOAC B S 1F-
ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second _config SOPTIONS
1B 4U5 1 sshd-second.service SCAF N 241 :

ExecStart=/usr/sbin/sshd-D-f/etc/ssh/sshd-second _config SOPTIONS

5)  UnRA#E A SELinux, 0N tep ¥, $1 51 sshd-second R 4% )5 11 3l 2 4
TR E

#semanage port -a -t ssh_port_t -p tcp 22220
6) BCEITHLE BN

#systemctl enable sshd-second.service
#ssh -p 22220 user@server

T K 35 St 1 H
5.1.5.3. 1Bk CLAAFAE I BT S0

systemd B IGHD B SO BRI R AELE lusr/lib/systemd/system/ H 5%, 5 G5 T G
AW EBAESOX AN B3 NSO, B8 S 1E letc/systemd/system/ H 3% K,
WRAY RMFER, ATLMEH T TE:

B —AN H st /etc/systemd/system/unit.d/, IXASERIEF R —F O, TS
FHIUE BT, I A B SOk AL S, X BRI SR T S B
R AN FH AL

M tusr/lib/systemd/system/#% J1— 1 J5 46 L B L4 2l fete/systemd/system/, SR J5
Bk SEHIMMRA SRR FEGICE, XM ARG IR B, HTAR
BN T RE I 5

R TR R BE IR B S, TR B B /ete/systemd/system/ T L B
SCAFERATLL Y, ATREEENE, EHWT a4 S H SR s B

# systemctl restart name.service

il NN =L
AT BRI E, 75 EJ01E ete/systemd/system/ T 6] & — > H
3%, H root PUATZAL T HI Ay 2
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# mkdir /etc/systemd/system/name.service.d

FERIA QIR H k2 TR E S, 2400k conf SCAFSE R .
Blin el —> B 2 CHRRBOCH:, WA

[Unit]

Requires=new_dependency

After=new dependency

FAN AT, AT ARCE R g, EERRHR S 30 AAEER, IE
ER/INF

[Unit]
Requires=new_dependency

After=new_dependency

PR A — AN, BRSO R REESE% — AN ThRe, IXHRRCE SO
R 23 b8 ok B B 1 ) ELA e 25 X R L 2L I
N T BHIRIA BIEEG A root $AT BLH # 4

systemctl daemon-reload

systemctl restart name.service

#1F: ¥ J& httpd.service IR 55 Fc &
9 TAE htpd ARS5 5 SIHESAT FH B E LR IAS, FEAZE httpd [
TOHBC B S, BT LT JUB AR, EAREIE A B OB H 5% A B 5 O

#mkdir /etc/systemd/system/httpd.service.d
#touch /etc/systemd/system/httpd.service.d/custom_script.conf

B % B & X XA AL B 7 /usr/local/bin/custom.sh , K X A4~ 15 B % n 3]
custom_script.conf H & X HIA

[Service]

ExecStartPost=/usr/local/bin/custom.sh
N FH B A

#systemctl daemon-reload

#systemctl restart httpd.service
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5.2. OpenSSH

SSH (Secure Shell) & —Mdi % F - IR 55 i 2844, AHAS P> RGE L 18] () %2
IRERAE GG BRI IEH R G R B S un EALR G . A
a1 FTP 80 Telnet P FEEAE AN, SSH IN# T & ik, B NRE
DAIE o S22 R ORI 1) 25 R

ssh B v ih FH T B i 4 telnet B0 rsh, X 26 LUARIA IR L 2 A PEAS S 1)
R EFEfE EVL RGN LN AR T . 5HAHRK—A 4 scp e, AT
Bt an rep XA FHRAE LML BN M SO AR o BN IX S8 10 i N AR P
AN 0 A5 P v AN IR 55 i (A0 88 R 3605, BT AR 12 R e b G (58 FH 41T
A SRR RS, Rl RN PR i R AT AR LR SRR

BRI LR = N SS AR R E RSB & T A OpenSSH “24&f——openssh,
ALK OpenSSH fil 45 it 2 %% £, ——openssh-server F1 OpenSSH % J it 24 35 f——
openssh-clients. &, OpenSSH Z &G T OpenSSL []%%% 4t openssl-libs,
XS 7 U EEWINEE, £15 OpenSSH BEWEHE (it i 2 # 15

5.2.1. SSH #HX
5.2.1.1. Jytt4fii i SSH?

WHERNZEAVFZ AT M T, getSibAb AT #2000 =57 % i )
gena, MR BERBOM — N RG U7 RBR . — Bk, X 2Lyl L5y A L
TJLE:

1) FEHEN RS2 REE

et 5 A] Re AL T 3845 U7 FITEE I 4 i B A, S HIAEA T TR AL 36 AR ART A5 R
AT RE AT REGE R, BEBIUE BRI S THRI h ics .

T I i A e P AR L PRER S SR AT 1Y), B B R RS e — AR
LRI L T, AT DAR SR SR i b s A, IR i 2

2) B afrEFHL

Bk % B R G E R B AL PSS . G SR B SRS G T
P 2802 ke H IR AR IR — /M R 1 B TS .

XA AT DB —Fh 4% N “DNS AR F IR, BiE @ priE R
“IP SRR SL . AEEE — BRI, ANREMH— S B R DNS k5 4k
P RGHR A SRR E R TN EE T RoREIT, AR R IE D R 2% HE
L, RN EIECEERFE NG EERFENR .

X BEH AR AR RE WS F2 0] REAAAE R BURME B, T HL D SR Se 2802 tH T 8
R DAL, TR 5 S 72 ¢ METH 1Y) o W SR SSH SRFEAT I FE B s A S A 2 A,
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FoEN R R IR 5 2R E R V0 RGUE B 5 T

TR 2 0t B A K Rl /T e 22 A pgli il o X ERI SR SSHL 75 it 0 R 25 vty 11 FH £
B RRAE Sy . BEAh, B am AR S i R G R T IS R I B . ANE
SRR IEAS IR — J7 AT S 0 S B R 2 AT AN, PR — N R AR 2 A —
AR A R G FE R S8 HITE RN 1
5.2.1.2. FEEHE

SSH PR AL 1 LR PR4P fi it -

1) JoiEAh e T R A 55 vt

TENIUGERE 2 J5 , 57 Ui e 0 B0 e 22 1 BT 422 (%) IR 45 B (1) A 2 B 2 I P e
e 1 [F] — AR 5 i

2) TEHHVIEE B

% P At R 128 AL HN %S SR & B IEAS B AR 5 45 IR 55 i o

3) TiEFAE G

FE— Nl A RAE R SR 2 1 A 128 frhn & Bk & iy, 415
F2 AR 1) i P g RS B PR HE R

Ak, SSH MBS 1 DL NI

1) #fit FAEMZE B4R EIRAL N AR P 2T B

AT 4 X1 B R IEoR, 2P o aets MR S5 i k& X11 (X B H &R
gt) N

2) POt T —F R H A ey

SSH W3k e R IE B2 — DIEAT N o a3k {3 FH 44 v oty VG R I ER,
SSH k45 s 7] LA — MR B AL 2 W (Flhn POP) HFE, MG
i R G FNELHR (1) 22 Ak

3) AT LA kA 2 A iliE

OpenSSH IR 45 Ui FH 25 = Biig 7] LAY T B 2K A il 55 i A1 20 P i AL 24 <2 ) P oA 8%
s BN RALT R F P 2% ) 5 S

4) L FF Kerberos WAilE

OpenSSH R 45 uity A1 25 F ity v LA C B N M8 A Kerberos I 4% YUIE p L 1)
GSSAPI Gl F %2 4 i 55 B FHFE P dmAe 82 1) SRR IEATIAIE
5.2.1.3. hARA

SSH HHIAEPMMAS : WA 1 FNESHT BIRRAS 2.0 ERIAT L 0Bk e 20 IR 55 o #4F
ARG 1) OpenSSH EAHEH SSH WA 2, ZMRAEA SR &HLHEE, A
Gy EBIRA 1 AR ST . SR, N T ARAETERIERE, OpenSSH £ {4 [A]
FEHSCHRRIROA 1 )R
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Eiei BRI = R S5 ERRAE RAVI0 RAEHRFN
ET]
N T R OB 0 e B 22 A, 506 LB A AP FL e SSH AR 2
[ 25 S R % 3

5.2.2. SSH &EEKZHEFF3

DA — RPN 0] RS B A E WL 18] SSH S (52 Bk

1) HATINEIRT, DA i A % 56 UE T I 7E BR IE A 1 IR S5 vt AT s .

2) SR FRPFRAIN 3 R0 7% 7 i R I8 AR 2 L 2 ) ) 4 P A i 2 R AT I

3) F ) R S5 AT H RAINE

4) @ N E BT A E LT RS B
5.2.2.1. fE4i)2

P80 J2 1) 32 B A R AR ORI A LML [R]85 2 2 AT HE R, B RETE IR
% LA K A2 B i 38 A5 B8] o A 2 30 5 o B 3R A7 I s R A a5 kb B, DA Rl i
SRAMSOT B A0 R JE R BRI (1) 52 B PE LRI, SR SEIIX — H b o 15502 AL LR 47
IS BRI ThRE .

SSH % F' vty I 28 AR 45 ot B, K i3EAT 2AH A 30, (E 3P R G2 (A1 RE 05 IE R Hb
PR . AT P R T

1) T

2) e AR N

3) e X FR N Ik

4) HyrE i BAER L

5) A EIE

TEEARS AR, AR5 ot P — AN ME— B MU A R P iR B E 2 S 10
U SR it AT AR IZ ANRE R (R 55 s il A5 0, R 25 o 40 R ML B0 % 7 i
KU RENE, B A L% . OpenSSH i 43 52 IR 45 i 19 - L2591kt
BEXAN A PRI, JE R RNV A e M 2 J5, kel fE gt
. FEZJERERY, & imss F CORT I AR AR SRAR 75 R 55 i 1) E AL 255, DA
28 P S S E RN YD (00 AR 45 s 3155 o S RIS R BN R 4 T 28k,
WIRTE G 2 AT BR 2 7 ity O A AR AF AR AR

B

Wi T RE S TE IV BE R BL O e SSH R 453, RO R GE AN A
U 1) TR 55 v R 0 ok 5 152 B PRI 55 s 2 [R) G AT DXl o 9 T 97 1SR Y i
KA VETEEE — KR ECE AU HAICELR, 162 R 45 vt i 2 51 LASIE SSH iR
5 it ) BL S 6 B A
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SSH #1521t B J LT v EAFIAT AT S8 28 1) o H 0 B i A AR S - AEBe)
[P AAZHBEE T — N TS A EA — N R Z G, WA RGOSR
BHREUET R NG, LRI AR R B AR AR AR .

TEME IR M HA B — 28 GEFMNEDHRT SSH s2I %k
ZJa, B RAEN—IREHZH, £l —ERHEN A= 5 E. I
B & Re i e e A (AL 3, X — (5 B AR A BRI — B TRl A
5.2.2.2. \ilF

— BAERE M — A 2 R PRE A D R G BRI AE B, RS i R0 2
Uiy e B SCREAS R RAE 7 9%, Blanfsi FH — M ARAEHm A 25 4, BB AN — 5
o SR G % P s S A FH P SRR I G o — b 732 ) AR 25 i 36 AT AT o

SSH ik 55 ¥ A1 %5 7 v AT LARC B A8 AN RS B B AE 7 20, iE & 7 #F Ao i
FERH I BE o MR 55 o o] DAy e 56 T o2 Y, e m] DASCRFREE I 2 73 % P
g 1 LU T 3 00 e 38 25 AR 7 Y B
5.2.2.3. HIE

7t SSH &4 )2 5E l— IR INWIEZ J&, B ild i 2 iHEA” (£
PEHEREHZME TN, XEE T — N IEER L EE R BT K%
X7 SSH SR, ANFEFEEAE —NMILRIP 2 2EE T KE) K—MERITHZ
HIEE ., B 20EE 7 SR BEAN A ) A i 2 1 A R X1 231

TR 25 7 Wi i A IR 55 i #40 TT DA 61 Fa T PR T 3 o A — 3 TP B 2 T A
BT — N5 o % i il T I — N REIE I, 28 S T SR 18 2
—iEEAIEH F . IR BRI PR AT AR, %?@LgﬂﬁﬂrmL m&
—K, AFERMPZIEASHEITW, IFHS—MEERSIEES R G, KAE
[PyE TE A~ o> T 2 22 SSH .

WA AT PSR, AT DALk E L — R Rk 57 SR IR RS
PLIZFP 720, R MR i B8 O 25T 19 2., 2 4 il imiE 2% .

% P v AR 55 B 1 ) W e A SR B TE R ARFAIE , R T2 B 1 SR ) R 95 2R A DA
S P TR BN 28 1 T7 300 XFE ] DAFE AN 0 5 3 AR it s L, DAk
P AN [R] 2 28 1) 228 A e SR AR R R 12 o

5.2.3. ECE OpenSSH
5.2.3.1. FLE LR

MC B SRR R RS, — RPVH T 5 7 w5 B0 sshsep # sfip),
HHh—RIIH T MRS (sshd P RERE) .
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AL SSH it B BARAE E ete/ssh/ HE T, VEWLER 5-11 RGJ0H
FITC & SCAF . 5 P ) SSH AL B A5 B ARAFAE~/ssh/ H 3 ™ (1% H R AERFE H P
FIZx HxH), PERER 5-12 55 i E S

R 5-11 R4S FE R B U

pais

i)

/etc/ssh/moduli

£ T Diffie-Hellman %57 52 4t 75 2244
(] Diffie-Hellman 2, Diffie-Hellman %:%H
AL TR 2 A AL Y 2 2 R . Y
FEHAE—A> SSH 21 ) e W B B AT # (1)
s, — N EEREER A, ZEEL
5 AT B — 7 B E « XA EE B FE
Je 15 SRR AL FE AR

/etc/ssh/ssh_config

FRINFY) SSH 2 m e B . TR, i
~/.ssh/config FFE)IE, 1A BB B RS
#i~/.ssh/config 78 i -

/etc/ssh/sshd_config

sshd <74/ FEAE A HC & A

/etc/ssh/ssh_host ecdsa key

sshd 54 2 BT 48 A 1) ECDSA FA%H

/etc/ssh/ssh_host ecdsa key.pub

sshd 7§71 FE AT 48 B 1Y) ECDSA A%H

/etc/ssh/ssh_host ed25518 key

SSH X i AS 1 ) sshd 147 3R A48 FH 1)
RSA FAEH

/etc/ssh/ssh_host ed25518 key.pub

SSH XA 1 ) sshd 1473 R A48 FH 1)
RSA 8.

/etc/ssh/ssh_host rsa key

SSH XA 2 ) sshd S1 47 3R A48 FH 1)
RSA FAEH

/etc/ssh/ssh_host rsa key.pub

SSH M i AS 2 ) sshd S1 47 3R B4 FH 1)
RSA A%

/etc/pam.d/sshd

sshd 7 BEFE ] PAM it & S5

/etc/sysconfig/sshd

sshd AR 55 I TC & SCAH o
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R 5-12 Fee AP HEE SO

XA iR
ﬂyﬂﬁﬁﬁﬁﬂ%“’b/\%ﬂﬂ%/\%ﬂﬁu% B i
~/.ssh/authorized keys BB R A5 dm by, e 55 v a8 ok A 2 DR A7 AE 2O
(e 1254 /\%ﬂﬂwuﬂz%)i' it o
~/.ssh/id_ecdsa 34 F P i) ECDSA L1
~/.ssh/id_ecdsa.pub H i1 ECDSA A%,
~/.ssh/id_rsa SSH WM iR A 2 ) ssh Tl B i) RSA FA%H .
~/.ssh/id_rsa.pub SSH Wi il A 2 [¥) ssh T fdi B ) RSA A%
~/.ssh/identity SSH WA 1 [¥) ssh firfdi B () RSA FA%H .
~/.ssh/identity.pub SSH W iR AS 1 [¥) ssh Firfdi B ) RSA A%
08 U7 Al (1) SSH AR5 iR E ML B . 100
~/.ssh/known_hosts TR SSH 25 7 v 1 AE 7 452 IR A 1Y) SSH. IR 55 Uiy
EIREER.

SREUCA % SSH L& U h T FH I & A e 2 1B B, 152 ssh_config(5)
Al sshd_config(5)Ffift 7 i .
5.2.3.2. 25 OpenSSH K 55 i

i 424 openssh-server £.2 J5 A4 §8i21T OpenSSH i 55 Ui o

B MR 2 1E R 3l sshd SFHHERE, T LA root FI I 7E shell £y 24T HERFF T
BWALL T a4

~]# systemctl start sshd.service

B Y215 P 1EIZAT sshd 7P EERE, 1 LA root P AE shell fv & ATHER
FFRHEIANLL T 64

~]# systemctl stop sshd.service

WIRIEAELE R G A s B8 3 s sF 33t FE, 15 PA root B 1 7E shell v 2174
INTF AN CL R a2

~]# systemctl enable sshd.service
In -s '/ust/lib/systemd/system/sshd.service'
'/etc/systemd/system/multiuser.

target.wants/sshd.service'
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5.2.3.3. f#iH SSH HHTimfEiEs:

NT ik SSH FIERIEMEH, NAZZEILE A2 A& RER . B0,
I ERS ] RELE— AN SSH I B PR3 1R 47, (R HFEZ S5 Telnet
GoRIAER 1o FEAEH RS54 telnet. rsh. rlogin AT vsftpd.
5.2.3.4. M HIEE T HIHIIAIE

NTHEF—BMIRE R A %S, ATLAAERL SSH %X, SR 5 smilff 2L T
HERIE, FFEEH R AR S, T LE vi 803 nano S5 U481 4T
FFletc/sshisshd_config it & SCHF, 1K PasswordAuthentication iE TS SO a1~ P

e

4.
PasswordAuthentication no

WERIEASRAE — DB\ R ) RGP AT AR, B R A0 B U R R i
H W E PubkeyAuthentication no £ . W ZImFEER: B, A ]
GEiE AN ], EAESE SR AR 2 BTSRRI S SR R

T REREALH sshy sep B sftp AN —N%¢ P o Bl A% 212 B ik 55 v, 1 12 HEL LA
T RAE RN EBCE AN . EE, X EE I A P 2 A

BRI R RE v BN S5 A A E R G VIO BRI RRAS 2 1 SSH PhUFT RSA
o

ECEST R
WRAELL root ) By 521 1720 BR, B4 1A root F T BEfS A FHIX Le 54
Tk

IR E BRI RS, XELRE AR E N, & ~lssh/ Hx. £
HRE, HHERREHEER. XTI BERELRS EREH P AT, G
root A /.
5.2.3.5. AR X

A SSH WM 2 (1) RSA ZEHXS, 1 LA T A5 B4k
1) £ shell AT 4T FERm R NI LA 7 2 AE A RSA Z 91505
~]$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_rsa):
2) e ZEEECHT O E N BA RS, B~/ ssh/id_rsa.
3) AN —MHL, I HARREAI R IR ANZE 4. N T2 i,
T AN LAY RS S AR K R[] 1) 25 R
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4)

5)

ERTEOL T, R~/ ssh/ H R AIBURBCE N rwx------ B0 L\ BRI FRER
AN 7000 IXFEAN TR AR NI S USER RS ER LN 7. aik
ALEL, ATLAEH LT dr & R AT A -

~1$ Is -1d ~/.ssh
drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

fEH LU a2, K AP 2]— G fEdles E-

ssh-copy-id user@hostname

IR AR AT, %6 = R Hal— KB U~/ ssh/id*.pub 28]

AR,

%

ey e E A IS4

ssh-copy-id -1 ~/.ssh/id_rsa.pub user@hostname

fr & 2 ¥ ~Lssh/id_rsapub [ N & & il B & AR E B W N AW

~/.ssh/authorized keys SCAFH . WIS authorized keys XAFCAEAFAE T, HHKS
BB Z SR R

LA R SSH VMIRA 2 1) ECDSA #8HXT, &4 DL T A BRER A

1)

2)
3)

4)

5)

1E shell ip 2 ATHRAF FHIANLL T v 44 1 ECDSA A%}

~]$ ssh-keygen -t ecdsa
Generating public/private ecdsa key pair.

Enter file in which to save the key (/home/USER/.ssh/id_ecdsa):

2 | ZE B VOB A1 2 1 25 I BRIA B 12, Bi~/.ssh/id_ecdsa.

N — 2, I HAESORBIARI iR M AN Z E 4o N T 2 e i,
T AN LAY A G S AR T R[] 1) 25 A

PRINEDLT s Ko~/ ssh/ H SRR BN rwx------B3 DL\ @il FRiE R
AN 7000 XN T IR A A XA USER BEMS AR LN A . R
A, AT LU BN iy & R BEAT WA -

~]8$ 1s -1d ~/.ssh

drwx------ .2 USER USER 54 Nov 25 16:56 /home/USER/.ssh/

AU TS, BAPEH R — 5oyl L.

ssh-copy-id user@hostname
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WRANAMKRZENE, Zin a8 lmil —xIZ e~/ ssh/id* pub A%
ATk, S RT PASE e AR U4

ssh-copy-id -1 ~/.ssh/id_ecdsa.pub user@hostname

% 2 2= % ~/ssh/id_ecdsapub B N 25 & Hl 2] & A E BN A W
~/.ssh/authorized keys SCAFH . 1R authorized keys XFC&EAFE T, K<
BN ERZ SRR R .

B

RSN N, AR EREm N, X — fEdE s HER.
5.2.3.6. OpenSSH % /' i

TN %% openssh-clients £ J5 , 74 A8 % P il 85 142 21— OpenSSH filk
% (HZS W, 4.2.4 23R 10T AT LEE = IR 55 s R E R AR R %
FEHTHIALD
5.2.3.7. flif] ssh T

ssh THA] LRG3 — GBS b, e BT a2 . 82X rlogin.
rsh 1 telnet #2157 B — > 22 2 B e

Al telnet g AHL, LT a2 &Rk 2] — I A b

ssh hostname

N, FERF|— G 4N penguin.example.com HIZEFEFENL, 7] LLTE shell Ay
AT NI LL T a4

~]$ ssh penguin.example.com

Zan 2 2 MR IEAEAE F R AR HO ML 28 R FH P 44 8 5% tn iR Ig B i @ — M A
E’J)Eﬁ}z%a L a2

ssh username@hostname

%0, PL USER 3% 3 penguin.example.com, 155N LL T iy
~]$ ssh USER@penguin.example.com

B — IRWIAEIETEI , Ko BRI A AL A5 12

The authenticity of host 'penguin.example.com' can't be established.
ECDSA key fingerprint is 256
da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:1f.
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Are you sure you want to continue connecting (yes/no)?

FE [R5 TEAE A 1) 0] 2 HT, P P IR 2k B FR BN 15 IE . F P AT BAA
7] J 55 S P 6 B 03 AN S B R I o XN DL — R e &)L SRSB4 E I 17
AT o QIR n] LUE F AR 55 3 (0 EAL 4, mf MEH BN ssh-keygen fiv &K
R A5

~]# ssh-keygen -1 -f /etc/ssh/ssh_host ecdsa key.pub
256 da:24:43:0b:2e:c1:3f:a1:84:13:92:01:52:b4:84:f (ECDSA)

BN yes B PIFINER . BRSE D —MH RWRSTin ey imme 2
MBI ENFIRPRES, PN R
Warning: Permanently added 'penguin.example.com' (ECDSA) to the list
of
known hosts.

USER@ penguin.example.com's password:
HE Y
A SSH RS Im i FAVEE IR 7, 27 s S I8 R P AN Re 4k 4L,
B A AR 25 it 1) 32 WL %5 50 M~/ .ssh/known_hosts SCEEFRIHIER o SR 1, 73R4T I #AE
AT, VEERR SSH RS im i RGUE B 61, IR IR 55 I v A W B it

LM~/ ssh/known_hosts SCAF I BR — AN 28, AT DS W0 R dr 4
~]# ssh-keygen -R penguin.example.com
NG, g N AL shell Ar 2475 TT R .
A, ssh AEFP AT DARORAEIZAE B EPAT — 2% a2, TIAHE K Z shell
T ATIRRTT T :
ssh [username@ ]hostname command

40, Jetc/kylin-release CAFHEMEA KEBEERGM ARG E . EEFE
penguin.example.com iZ A NE, HiA:

~1]$ ssh USER@penguin.example.com cat /etc/kylin-release
USER@penguin.example.com's password:

KYLIN Linux Advanced Server V10release V10Update2 (Potassium)
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RN IEN I 2 )5, Ko BamBEEVREERFRAE R, REE
B4R [\ B A H ) shell fr AT HRFT T .

5.2.3.8. i/l scp LA

scp A DAFH SRAE ML [Bd it — AN 22 e 0 et ok . £kt B, &
A rep JEH FRALL

TR — A RIERE R g, v R a4

scp localfile username@hostname:remotefile

i, SR >Ip taglist.vim f£%i$]44°A penguin.example.com HJiZFEF AL
b, AILAFE shell ap 2 ATHE AT RRIALL R4

~1$ scp taglist.vim

— AT LU € 2 A SCF . EAL Hr ovim/plugin/ B 3¢ R [ A & 25z FE 3 6L
penguin.example.com HFIFHE Hx T, AL LU T ar4:

~1$ scp .vim/plugin/* USER@penguin.example.com:.vim/plugin/
TR — AR S B A R G L, AT RS ] DU

scp username@hostname:remotefile localfile
B, EMZAEFAL BT vimee BEE SO, AT

~1$ scp USER@penguin.example.com:.vimrc .vimrc

5.2.3.9. ffi [ sftp TH

sftp TEAT VAR RFTH —AN 222 AL B K FTP &1 . 7Rt b, B2
T ftp, ARIZAAET sttp H T — AN M iEs:.

BEERBEERA T, " LMER AL

sftp username@hostname

filtn, EAFH USER AP &k E]4°N penguin.example.com [FJIEFE FEAL L,
CIRYE DN

~1$ sftp USER@penguin.example.com
USER@penguin.example.com's password:

Connected to penguin.example.com.
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sftp>
LB NI f5, BRI —A sftp M S ATHR . sftp LA
Al DAMEF — RFIA ftp KU a 2 (SR 5-13).
R 5-13 HFK sftp 4

W ik
FIH— A H RN A . R U EMT |
SKAAKK, BRE S 2l LA H 5.

Is [directory]

cd directory DIt TAE H 2 E R H 5T
mkdir directory Gl — M H %
rmdir path FHIBR — AN e B 5%

put localfile [remotefile] | K AHL AL H 2 FE ML L
get remotefile [localfile] | B2 FHL_EFI SO T B A ML L
FRHCR] FHAn S W52 By 3K, 165 sttp(H)F P F ML .
5.2.4. ARE—A%EH Shell
— ?%E’Jun AT A AL 2 SSH f‘%ﬁﬁﬁﬁﬁﬁ‘]ﬂﬁﬂ”ﬁ e e NI
, ATLGE SSHEIEZAT X11 2GR . B, id TCP/IP ¥k, Z45i0HE
UHJE’JT#%%D HERET] AW 2145 %€ 1Y) SSH 1HiE .
52.4.1. X11 %%
Ph@t SSH &R X11 21, nJ UMEH LA R f)dr4

ssh -Y username@hostname
filtn, EAFH USER AP &% 24N penguin.example.com [FIEFE FEAL L,
LN :
~]$ ssh -Y USER@penguin.example.com
USER@penguin.example.com's password:
M4 shell A AT IERFT NS T A X R, SSH % i Al AR 55 S 2
O — TR AEIE, X AR B I I T AN I TEE W] Ak B 2 S LA L
TR, FERA X1 R, BAHETERE RG240 X W H RS LL root
PP SN BUR i@ 7] L2236 X1 B 4.

~]# dnf group install "X Window System"
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R URRTHAAE T HNEZELE, HS T 42 EEEME.
X118 RAFEA M B, X11 F TRy TR E ] TRA 4
ZAENLENZ . B, SR ssh ERBIR ST 0, REHA

~]$ system-config-printer &

CITERRE ] THEME S BRI, EfEH vl AR fE 4L b2 A e &

FTER,
5.2.4.2. R

SSH 7] LLid it oy 115 % 22 4 n 8] FAt AS 22 4> 1) TCP/IP ¥hillo 7EMEHIX —4%
RIS, SSH AR5 5N T SSH % F i it —/NMinss S48 .

i 127 R BR) A iR B g 2 iy ) — > A e i 11 RS 380 AR 2% v P — 4 Sz A
iy 11 1 o SSH AT LA M AR 55 st AT 2 i 11 LS 2810 P ity (AT i 11 B0 X —FR I
AN T E i 15 B AU AL

HEPH:

B B iy LG R MR 1024 DU 13 1, 7522 root 2553 E@i)‘il‘ﬂmﬁo

BRI — AN UEPT localhost IR TCP/IP iy I3 iliE, 7] PMEA LT
e A4

ssh -L local-port:remote-hostname:remote-port username@hostname

B, EAEH POP3 il —ANM N a3 & B4 7Y 44 A mail.example.com R 55 2%
A, AT RAE R DU a4

~]$ ssh -L 1100:mail.example.com: 110 mail.example.com

— B2 P AL A A A R 55 2% 2 TA) B4 i 1 6 R Je i Ve £ 4 i, el AdE
—> POP3 4% F 3/ localhost A 1100 i I RAG 2B MEAF 1o ARATHERS
Fin 240 ERAE 1100 S R 3K, HRREA 22 42 H1F 7] mail.example.com ik 5525 .

W3 mail.example.com ¥H 21T SSH Mk 55, (Hi2 R —MZFE R —aHl
#1247 1 SSH M55 ¥, A4 SSH ATISRTT AR RAER AT 2 il . 249R, fif
FH A &8 A AR

~]$ ssh -L 1100:mail.example.com: 110 other.example.com

FEIX—on i, NP S L AR 4 1100 3 L& H (1) POP3 1R, it 22 i
1 _F 1) SSH #4542 21| SSH AR %5 Uiy other.example.com. 24 J » other.example.com
L F| mail.example.com b [ 110 i 1 ARAS AT HB A o vE R, 7EAT X —H0R I,

A% P Al other.example.com IR 553 22 18] (OE 4242 224 1
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i 11 3 o A AT DA Kl 3ok D 2% 977 2K 358 22 A R EULS U o SR B K B G A Ao
VRRAT A F An s 1 (R 22 35 1) /1) SSH B, (H /2 BHZE 7 % 22 b U5
], AR FEBLE W & N1 A1 Ak L 2 o 1 g ST B SR R AT RERY, RN e
ATV 1B R0 A3 8 — 25 BB ST AP 1Y) SSH S FE AT 5 7 R BT .

L

DAIX 5 R A FH g 1 e IR B ARG AT i e, ¥ i 2 7 o 2 48 BT
Al F P A Re R BIAH LIRSS b o G R P in RAMNAR, Bk & MR R RE U
7] % i B IR S o

P IV KRB B 01, AT LAAE R 55 it etc/sshisshd_config SCAFHH]
AllowTCPForwarding &3 B N No, FE )i sshd k%S, REEH o 05 K ThAEE

5.3. TigerVNC

TigerVNC (Tiger Virtual Network Computing) & — MR EHILE RS,
IRV vy e = e = 0TS

TigerVNC K HI IR 55 -2 /7 i 28 44 . Ik 55 v AL 2 e 4 Y Cvneserver), 2577
it (vneviewer) E4E R i o
HEEYH:

AH Bl CAAF SR VAT B RBE /= 2 e 55 2R A E R 40, R In] L IBR = 0 IR 55w B E R 48 V10
H ) TigerVNC f# H systemd RS & EEFH E TR E . BKE XM
letc/sysconfig/vneserver # % % 1 fetc/systemd/system/vncserver@.service .

53.1. VNC %%

vneserver L. HHKJE3)—4 VNC (Virtual Network Computing) S[fi. &K
8 & 4 1L 24T Xvne, JH7E VNC S HE 38— & HE HLE . vneserver i
VAP E— S P EHATHUISAT Z2 AL 21, 2 faix e ii ] AT S s
%5 P i MR AL B VT 1]
5.3.1.1. %% VNC fiR%5 i

Bz d% TigerVNC IR 554, 15 LA root FH P AT BA R in 4

~]# dnf install tigervnc-server

5.3.1.2. FiLE VNC iR55 v

VNC frZSuml A BCE 7 — s M (X P IR P AR T R
g b B AR, ATUECE SR N E . Mgtk A O, DR ik E
ENESH .
(1) NigxEH P &l vneserver@.service 14 %I /etc/systemd/system H 3% (LA
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mailto:为指定用户复制vncserver@.service文件到/etc/systemd/system目录

FoEN R RLRE = U 55 s R AE RSEVI0 R GUE B 0L T

smbuser H /7 H4H5)

~]# cp /usr/lib/systemd/system/vncserver(@.service

/etc/systemd/system/vncserver-smbuser@.service

(2) 154 service U4 <USER>#% i il S b fr FH /-
~]# vim /etc/systemd/system/vncserver-smbuser(@.service

# The vncserver service unit file

#

# Quick HowTo:

# 1. Copy this file to /etc/systemd/system/vncserver@.service

# 2. Replace <USER> with the actual user name and edit vncserver

i parameters appropriately

# 3. Run ‘systemctl daemon-reload

# 4. Run ‘systemctl enable vncserver@:<display>.service"

i

# DO NOT RUN THIS SERVICE if your local area network is

# untrusted! For a secure way of using VNC, you should

# limit connections to the local host and then tunnel from

# the machine you want to view VNC on (host A) to the machine

# whose VNC output you want to view (host B)

#

# [user@hostA ~]$ ssh -v -C -L 590N:localhost:590M hostB

&

# this will open a connection on port 590N of your hostA to hostB's port 590M
# (in fact, it ssh-connects to hostB and then connects to localhost (on hostB).

# See the ssh man page for details on port forwarding)

#

# You can then point a VNC client on hostA at vncdisplay N of localhost and with
# the help of ssh, you end up seeing what hostB makes available on port 590M
#

# Use "-nolisten tcp" to prevent X connections to your VNC server via TCP.

#
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# Use "-localhost" to prevent remote VNC clients connecting except when
# doing so through a secure tunnel. See the "-via" option in the

# ‘'man vncviewer' manual page.

[Unit]
Description=Remote desktop service (VNC)
After=syslog.target network.target

[Service]

Type=forking
WorkingDirectory='home/smbuser
User=smbuser

Group=smbuser

PIDFile=/home/smbuser/.vnc/%H%i.pid

ExecStartPre=/bin/sh -c¢ '/usr/bin/vncserver -kill %i > /dev/null 2>&1 || -
ExecStart=/usr/bin/vncserver -autokill %i

ExecStop=/usr/bin/vncserver -kill %i

Restart=on-success

RestartSec=15

[Install]
WantedBy=multi-user.target
(3) 4T systemctl daemon-reload
5.3.1.3. JA 5l VNC fik55 3

LR E#E THLE JA 8 VNC JIR5s, e 1T PR E Bondi 5. £ 5.3.1.2
FCE VNC fRk55im TGl < N—H A EE VNC SR i i & e
AR RRR (7 1, SO B %1 K45 systemd A RoRSm 5 8 e o i —ANE 2000 2
NG5 RPAT LR 2
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~ ]# systemctl start vncserver-USER _1(@:display number.service

WA DIERSE R G A s BB a8 . 25, & FN, vneserver 4
HzhEsh 7. PAroot P HATLA Fan4:

~ ]# systemctl enable vneserver-USER 1(@:display number.service

IXEHiE, HABA O] LA —A> VNC BERT, LLALE LI B 7R g 5 Al
HRERES] VNC Ik, A CE LM | —MEIEACE T, BaBrizg
TR FE)— AN SEA] o 3XANSFIAN B ARHL s b IEAE SR 1S 2 A R

PR AT AN AR R G E VNC R SS i

XNTHWANANCAEREFH VNC k5 v vneserver-USER_1@.service F
vneserver-USER_2@.service, %A LLE AR RS . Hlan, LT adie
ffi USER_1 1] VNC k55imfE 2 ndw s 3 FIE3N, 1 USER_2 1 VNC k55 it
fEER% 5 5 LR

~ ]# systemctl start vncserver-USER _1(@:3.service
~ ]# systemctl start vncserver-USER 2(@:5.service

5.3.1.4. &1 VNC £1f
KL TF 3 F voeserver BTN E JE 30, G A] DAZEFZ RS HITTFHLE B 3

~ |# systemctl disable vncserver-USER 1(@:display number.service

B, HEH RS IEAEIBATI, 7] LLEL root FI P 14T BA R s 42k f5 11 VNC
R 55«

~ |# systemctl stop vncserver-USER 1(@:display number.service

532 HE—ANCHFERREE

BN LT, — AN CERIH P A — Nl X RS it 5 R%m 5 0
. PR LA TigerVNC R 45 i B xOvneserver SR 3 2244 T 52 1 -

SEf: FEE—A X EH

LY xOvneserver FL— AN KA ISR, 1612 DA BB

1) Lhroot FHFAHATUL T fn4:

~ ]# dnf install tigervnc-server

2) NHPE VNC 5.
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~1$ vncpasswd
Password:

Verify:
3) LEEFH I mHATEL T 4
~]$ x0Ovncserver -PasswordFile=.vnc/passwd -AlwaysShared=1

45 B kB AR E T RVFERE 5900 i1, ZFE A A ws BLAE L AT DLER R
Brdms 0 b, HFEECERHPRREE . 3N 53.3.2 4 VNC EEEP; K
B

53.3. VNC &E#H

vneviewer #& — N R B 7R BIE P A A2 45 6] voeserver HIFE .

N T #AE vneviewer, H M EVFZ A H PR, @ IXE% H AL
PATE WU R4 2 R, BN BB RE SRR v, ] Ll
it 2o R AEAE vneviewer. FEAF 24T HHIA vneviewer -h ] LI H vneviewer [1] 5
%o
5.3.3.1. %% VNC &FH &

Bz %E TigerVNC 1% P i vacviewer, 15 LA root F P AT BL R fin 4

~ ]# dnf install tigervnc

HERER] VNC RS 3

—HECEL T VNC MRjSun, &t a] LT VNC B & 4531 R 55 i
I
5.3.3.2. Jy VNC fit & B k8%

A AR B &L, firewalld P RESxPHIEZERE . O ik firewalld 70 ¥ VNC
e Aidad, &nT DU 2 1 TCP s Mo 248 F -via iE I, HdE s
it SSH i 7 E & 71, 1M1 SSH Hi F17E firewalld HER A A& FF BT
e

VNC fil 55 i i BR A i 1 & 5900, 245 21170 A% 52 LA 4 U7 1] i iy 1145, mT DA
F BN 5 0 R P AR B oRgn S . Blin, XFE S NEoRBE: 2 + 5900 =
5902.

RS 0 8] 3, W LAEBERIH firewalld X VNC AR 55 152 R R #5145,
HA @ DU R R Y service IWOERBEAT ) VR, X T KT 3 BRI S,
XTI [ 3 138 42 AR 15w @491 1< R R 7 VSR I TR
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5.3.3.3. fiFH SSH iEH: %] VNC R 55 i

VNC 2 —MEH R BISCARMEE P, EIEAE HR %A AR 22 A B R S%T
FIREII BT o N T AEIEAE e 4, ST LLd i A8 -via 1 00 in 2 4 1 il 25 v - 2
i ERE . X2 TE VNC R SS si % 7 i (8] 61—~ SSH B&iE .

I VNC R 55 dii- 7 1 i Ze 422 1) fiw 24 X F

0

=
E

vncviewer -via user@host:display number
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ST LB 5 R 45 SRR REVI0 G H T
FAE R
6.1. Web R%2%

Web JIR55 2 RE0E N PR — R T web MIMIZARSS, W LML E
LS FH P T e N2 45 B o ETHm AL, B AT DA Y 5 22 () 5 Fh ok 1.
N web 55 ZAE F )2 8 SCAAE R il (HTTP), FrABAR web il 5545 49 HTTP
k55 %5 -

6.1.1. Apache HTTP %%

HRL BB R 55 B 4 1 R G BRI AT web 5 252 Apache HTTP i
%42 (httpd), httpd [IMCAN 2.4, ‘TS Apache #PFHE 42T K 19— FhFFUE
web R 55 %%
6.1.1.1 FEEAH

httpd R 5542 il

BEET R IE T T SysV WIRALIIA, RGE A RZAER apachectl Fl
systemctl A7 2 KB BLARSS, A RMER service in 2 1. FHIZ%H T A& httpd AR
55 B4

A
Al

service httpd graceful

PR T

apachectl graceful

£ httpd ) systemd TG SCAF AR UG AL BIAS , B 40 R B AN [R1 B4 -
> HEFINERS R, EBRIAME AP E graceful H 5 5 R
> YiFE IR, BRI E graceful 157 1k 77 2

AN
iaey

service httpd configtest

PRk T

apachectl configtest

FH /tmp

NTRE ARG ZEN, systemd FI03AFIEAT hitpd SFHRERERS, PR )
/tmp e FAH KT, FRG K /tmp &5 HF .

e E A R

HET RS, AT ARE0E BB E AR I T Jete/httpd/conf.modules.d/
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H3X T 4 httpd $&fE ) — L8 m] In g f s S iy il B S AF Tk, 40 php.
/etc/httpd/conf/httpd.conf 3T fF H 1) F E AL E W Include ¥t 2 A K # &
Jetc/httpd/conf.modules.d/ H 3¢ N include SCAF 1. Xl B K% 1E httpd.conf [
RZHT, JeEALPE conf.modules.d T4 HSECE S fE/etc/httpd/conf.d HFK T
I3, 752 IncludeOptional 8785, 7£ httpd.conf SCAF I 5 INCAFE A,
B2, XS4 TE httpd.conf EAKZ JEHALFE

H httpd AL — S8 F e i B S

> /etc/httpd/conf.d/autoindex.conf --- L E mod_ autoindex HxZ 5l

> /etc/httpd/conf.d/userdir.conf --- FC B A U5 W H 2 H 5%, I @0 -
http://example.com/~username/ ; N | ZAaEE W, MiZEEHXFERINYTH

> Jetc/httpd/conf.d/welcome.conf --- {EAd F F-HARRASES, 24 http://localhost/
BAHWNAEREOTS, Bk S E R T XA T

NN

BATEOLT, $2HEH httpd.conf U2/ NECE . VF2H IIMECE D, 4.
PLATERIANEC & 0 Timeout 8¢ KeepAlive #3ANF# AR E T M gmid 5t & gk
HART o B0 A B B TR 7~ IR il 2 60 v B AE MR A VEAR U0 .

AN WTEVEAR

WA EMNBA ) httpd 2.2 FCEIER 2] httpd 2.4, WAAER KEATE A
K httpd MEEIEETEB SN B2 H KL K Apache XY, ESFH
http://httpd.apache.org/docs/2.4/upgrading.html .

A PR AR Y

FEARI] JEOIA v 2R 55 2545 E R i B A, AR 2 A PR RY (MPMD
et T AR httpd ZHEMISCME. G0 FET - RERE LAY T DL “prefork” AR
fust/sbin/httpd; 3T LR FEAR T AT DL “worker” 138 /ust/sbin/httpd. worker o

FERRIT B = R 55 ds e R girh, R 71 httpd. 3 > MPM fE
AR INERARHIE S 4 R : worker, profork (default) Al event, 475 Zhn#E—A>
MPM AL, 0] LIS I 4 45 /ete/httpd/conf.modules.d/00-mpm.conf Bt & 4,
FHIR MPM AEELHT VR RF# 251, AT DASEE MPM BEHR RN 1

AR B

HH RS2 #5340 mod_Idap SEHUEIEL) LDAP S SSiEFIAL . HH#r 846
mod_session &AL mod session I helper. HiHTHI%fL mod proxy html $&{H
i mod_proxy html 1l mod xml2enc. X L& AFELER AT DA AT 3L A4S HH 3R1S o

TR R Gl Rl

% 95 X / #3011\



FoEN R R IR 5 2R E R V0 RGUE B 5 T

ANE5 FH /var/cache/mod_proxy/ H 3%, HUIM A2 )72 /var/cache/httpd/ H 3% T
] proxy 1 ssl F-H&

httpd F A AT IR EE AT N 22 & M /var/www 1T 2] | /ust/share/httpd/

> /ust/share/httpd/icons/ - & 7 —HH T HRXRII B EPr. FIARALE
/var/www/icons/ H 3%, IWAEIEFEE| [ /usr/share/httpd/icons HX . TEERINE T
N, http://localhost/icons/+&H %4 f. 7E/etc/httpd/conf.d/autoindex.conf A4+, 1]
DATC B B bR 1A B AT FH M

> /usr/share/httpd/manual/ --- /var/www/manual/ H % & & i # 2| T
/ust/share/httpd/manual/ H 3% . XA~ H 3B & 17 KR H T httpd-manual A G A2
% 7 httpd ) HTML fRFF. w222 3e 7 X MR, I http://lo calhost/manual
IREE R . 1E/etc/httpd/conf.d/manual.conf SCAH, 7] PARC & T 0947 B A m] H
P

> /usr/share/httpd/error/ --- /var/wwwlerror/ H X & & i # 2 1
fust/share/httpd/error/ H 5. fEBVABECE Y, CMFR 7 HE X2 EHES HTTP 44
5 BRI & . 7F /ust/share/doc/httpd-VERSION/httpd-multilang-errordoc.conf 3
b, SRAE TG E ST

Sy I, B iR $a ]

F T4 B gy ik . FAH UG R sl L E 8 2 O AE TR SR, 7
AT E S E Order, Deny Al Allow $54 Mi&E H T-#1 1 Require 1875
H X Apache X B W ¥E £ W M K B , EH B F
http://httpd.apache.org/docs/2.4/howto/auth.html .

suexec

NTIREARGWZ AN, OAHZE suexec it 7, B2 892 ST
RGHe I, RUPERINREE. 461X %%, suexec A AL
Ivar/log/httpd/suexec.log HEXM T o MK, HEFBHIER T syslogs ERINIEHL
T, ¥ IS/ var/log/secure H ECAEAF

B

H T httpd 2028 7RRBEE O e S, DRI, FET httpd 2.2 #E ISR 3 7 pR LT
httpd 2.4 AN . XK, BT MR hitpd 2.4 BEHE OE X, X AR LERIEAY,
M B, e, FHEM. 15K httpd2.4 APT AR [VE4I(E 51K, 155
E

http://httpd.apache.org/docs/2.4/developer/new _api 2 4.html .

T MU R B apxs AT $44T SCAF C 48 M Just/sbin/apxs 1T # 2] T
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/usr/bin/ap.
WO AL e
FEAR TR RS = R 55 St E R Girh, CA2BMIBRIY httpd BEERBIR AT
mod_auth mysql, mod auth pgsql
7t mod_authn_dbd H', httpd 2.4 $&4E 7 AEE SQL i ZEIAENLH -
mod_perl
7t httpd 2.4 H, AFIEASCEF mod perl T
mod _authz_ldap
7F httpd 2.4 {1143 mod Idap ', F mod authz ldap $2{t T %} LDAP f52
o
6.1.1.2. EHACE
N T ¥ Apache HTTP Server version 2.2 Fit & SC4, 752252 LA TP IR:
1 HTHARRA TR 1, Rt 772\ B A R 2 5 IR .
X OAARE [ AARRBEE TR, EA A% LoadModule $i5

FT,
2. TEREINECE = iy, FEIERRIFCA]. XlEEWERES N
B RIS B

3. R EAFH mod userdir BBk, NIFE UserDir f/nTirR, 7 E4EA4LH 3%
R GEH N public_htmD).
4. INREALTH] Apache HTTP & R5a300ih, WAHXKEHZEERT R
(SSL) Wil 2 EEE L, iE2F 6.1.1.8 J5 H mod_ssl fiiHk.

AT EA R 4, t 2 e B OCFHmT e IR R
~]# apachectl configtest
Syntax OK
A RUHMTR: Apache HTTP RS #sIBC B I 2.2 WUATHHR 2.4 [RA, HSE
http://httpd.apache.org/docs/2.4/upgrading.html -
6.1.1.3. 1247 httpd JIz5%

KERRUNAI G5, 15 1IEME S Apache HTTP, DL UN{A#: 2 Apache HTTP
HI 24 FIRAS O 1 BEAEFH httpd R4S, BE5E H AR dir & B 5 £ 4 2248 1 httpd.
~]# dnf install httpd
W, FEH B S PR ST SRAE RS h, Ak B AR AT B R SR
ZHIEZ(EE, ESF 5.1 fiH systemd EE ARG RS -

JREN RS
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H root FI P AT UL N4, JA3) htpd k55

~]# systemctl start httpd.service
AT AT A&, 7T LMEARAE R G851 S0, H30E3) httpd k55

~]# systemctl enable httpd.service

Created symlink from /etc/systemd/system/multi-user.target.wants/httpd.service

to /usr/lib/systemd/system/httpd.service.

ik
R 2 4 e 55 4577 U5 3l Apache HTTP fiR%5 4%, WIRAERG B3N )E,
SPRR TR E ] SSL AL N 1 Y

15 1k iR %%
H root I P AT UL R4, 151k httpd k%5

~]# systemctl stop httpd.service
PATCL T a4, AT LLE A hitpd AR S BEERE RGLH )5 -

~]# systemctl disable httpd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/httpd.service.

HE RS
AU 3 5%, PTLAEE hitpd k55
H root P HATLA F a4, e E R RS

~]# systemctl restart httpd.service
XE, HEBEEILXANSITER httpd RS, RIEHEBE. @Y, £
B —AShA& IE S (n: PHP) B, SHX 4.
Hi root FH P47 A R dr 4, W] DL IN4RmC & -
~]# systemetl reload httpd.service
XK 22 FHUSATE M htpd RSS2 BRI B E SCF. T IEAE AL )
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(TR 2B R, 75 S M8 bt 2 B0 B3 B O R .
9 7 TR BT SRS 24 AT 25 10k, TBLH root FiPHRAT L

T

~J# apachectl graceful
XH 2 RBOSATHE N hitpd Ij555FFINECE FIBCE SO, 4T IEAE AL
FEARTIE SR ARG 23 FH IH (R C B Ak 22 A B

FEARI S = PR 5 24 E R arh, AR UM TE KRGS EZE R, 1§
27 5.1 {f [ systemd B ARG RS .

LATIR &R N
fE shell $27/7F F, PATUL R4, ARG EIEATH 1) httpd A 55 PR

~]# systemctl is-active httpd.service

active

6.1.1.4. ZmiEMC & 1k
BRI N, 4830 httpd B, 23RS 6-1 httpd AR SSECE SO 51 H
httpd Al 55 IC B SCHF

F#& 6 -1 httpd AR5 E S

B & R
Jetc/httpd/conf/httpd.conf T ERLE
/etc/httpd/conf.d/ A9 FE 32 B SO R R B A
I ETAE H 5%

BIR, BOARCEREE & T RGO, SR, S g EEE R
Fe BRIt AR L E N . FER: N e B R R, SRR w2 E
Ja web 5 #%. A8 T AW E T httpd RS ZAE R, 1ESE 6.1.1.3 1817 http
ik 55 H
HEARSS .
ALV EA N a4, g e B aT e IR R
~]# apachectl configtest
Syntax OK
AR R ) 7 BTV R I B SR . BB AT RS
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6.1.1.5. ffi AR

TENESA G R, hitpd R 5538 RATK A RER SIS L EZXN R
(DSOs), HRHETEZEATR DRI AT i s A I EE 2. 75 AT BB = 20 I 5%
BEAERGH, XLLBHY A7 I /ust/1ib64/httpd/modules/ H 3% T .

JIlIE=4 5N

NT In#EFE 1 DSO #ik, 7 #] LoadModule $87R 0. & : DAL
PR R, 8%, 7E/ete/httpd/conf.d/ H 3 FHE S H S A E STt
Sl hnEEE sk
LoadModule ssl_module modules/mod_ssl.so
e, TREHEE web RS AR . HIRWIATEE hitpd IR M HEZ
ZR, {E3F 6.1.1.3 1817 http RS 1

H R RS

iR

WRZEAE T DSO Bk, I 75 22 423% hitpd-devel A AL AT UL T an 4,
LRI DA SE 22
~]# dnf install httpd-devel
XA S AT T include SCPF, header SCAFFIZm 3 AE % T
H Apache eXtenSion(apxs)» FHFEF

— H 5 U, T F DATR i & R b AR R T
~]# apxs -1 -a -c module name.c
PR T, HUAT LA N Apache HTTP 45 # S e i H 5 2ok in#k e .
6.1.1.6. WE ML T

A LM# A Apache HTTP JIR 55 a5 A BB B AR, SEIUE T AR 1P, +
W44 Al 15 32 A B AN TR P 4543 IR S5

N7 WERET EN LR EN, 7 EL# U /usr/share/doc/httpd-
VERSION/httpd-vhosts.conf FC B 3 14 2| /etc/httpd/conf.d/ H & T, FF & e
@@Port@@M @@ServerRoot@@ i A7 7. FR4E 75 22 H € il Ik I, 40T B Se 4
J7 o
L. B FE P E L

<VirtualHost *:80>

ServerAdmin webmaster@penguin.example.com
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DocumentRoot "/www/docs/penguin.example.com"

ServerName penguin.example.com

ServerAlias www.penguin.example.com

ErrorLog "/var/log/httpd/dummy-host.example.com-error log"

CustomLog "/var/log/httpd/dummy-host.example.com-access log" common
</VirtualHost>

VER ServerName W2 & A R DNS # . <VirtualHost>Z 4% )R] H & AR

U, WTLAERZ FRSTE TR ZHBER R TACE . A& H) User M Group 7£
AR T, UM )/2 SuexecUserGroup.
ik

A SR B P R AU, AL T e AN BN, R AR SRR ER, Bk
1 /ete/httpd/conf/httpd.conf H [ 4> J5j $5 7~ T Listen.

N T BRI E R TN, TEEE web IS5 as. A XU E T httpd ik
FMHEZERE, 1HSFE 6.1.1.3 1217 http FIRE 1
HEARSS .

6.1.1.7. iz SSL k%548

ZREETE (SSL) &M Re {55 a5 M2 7 i AT 22 4 B 7 1 WK N 25
. A&5Z2¢ 4 (TLS) WM& SSL 9 R RIS AT, BES B { B AL AN %
P aVEF e . Apache HTTP 4528 A1 mod_ssl BRI &5 A, 1SR T
OpenSSL T. ELELAREH, AEMg 4R AL SSL/TLS A5, B FR e SSL AR 2% .
BRI B = IR S5 A R E R G RFRE T TLS S MozillaNSS. mod nss 15
P4t 7 %t Mozilla NSS ) #F .

AME HTTP &+, AR Re 220 e AT DI AE U e . Frid HTTPS
SUSAE HTTP 38 h0 7 56F SSL/TLS HISCRE, B Re R4 & 4m N & A gl Az i
AR E B/ BAIE Apache HTTP R&-#5BCE L, Qnfir 5 GRS ) — Le LAy
%, 18 S WA AE SRR B ZAE P R

NEIRUE A 22 4

HHTEM T 240w GBI HAR A, 5555 1 W iz AR A 6
BRI )R, SR, FEAFLERAENFR IS R AR T, FH 2 NI
—MRBEREWFR: SR ATUEER, AW H ARG EEE A
BEFH 6T B AL RS s FHRABH 2w () 55t X B8 P X B2 ) A B SR A

N7 BT SSL SEIL 2 Al T, SSL R 55 4 06 AUEAE H FHIEF A K AL (CAD
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AW U RS A RS AR SR NE (B RS FNA; A
%y AL ESS), TS AHEHNZE CA WA, A4 AT LU R4 iE
TR R4 Tk, I AR DM 7 B e

N YA I T web BLE LB SSL LN, £ 2 web AR S5 S FEAEIIE TS
N FAE A B TS CA MU S, B IR I ML FE _FoR I ML AT
Bi, web R4S 23 404053 LI, JEH H P WS U N IR E R

NN R ﬁ%ﬁm*%%mﬁﬁ—ﬁﬁﬁaﬁ%%%&&%ﬁ%oEﬁ
Rtntk, WEZERS AN, SR PLEE N EER CAME, XA, HAHP
FoAT DL REIERE T, B, SUREIRERENRE R, X, {ENAEZ—
AME . BT CLZEIE AR, (H02, S EfRdta T DREiEiEs,
b, SRAJEFERATRAE IS CA. MHXMWEZER, IHSEREN 62 BHEN
W48 HH I T CAL

R 62 EFEWRIRHEETHK CA

web HYE4% o
Mozilla Firefox Mozilla root CA 1|58
Opera Opera 7] H FIARIEF
Internet Explorer Microsoft Windows 7] F AR IE 15
Chromium Chromium project A] F FIARIE 15

FEREA SSL R &5 48 iy, FFEAE R —AMIEFIERM—NEH, R, KEIER
TER, A A S UE RSO AT BREB MU . — B CA BBE T & HIEF51E KA
SOE], e KIE AT AR S5 28— A FH A AIE B . S35k, TR
B —NEZELMIET, EAMEA CA FHFES, Hik, XAUGE A T CA
BN HBIA
6.1.1.8. J&i F mod_ssl fEHR

ISR AR T mod ssl B, # . —A> SSL 8 HTTPS ik%#fid, NWIASEE
TSN BV (Wl: mod nss) A AIAH A I 1. I [ 443 J2ERIA HTTPS
Uity 1 6

N TR mod_ssl #EELAT OpenSSL T HA, #3.—> SSL fk55as, NIFHEE
%% mod_ssl Al openssl B4 £ . HH root H 7 $UAT AT Ay 2 1t AT LSS ik 22 3%
~]# dnf install mod_ssl openssl
IEES, 265 mod ssl FAD & S /etc/httpd/conf.d/ssl.conf, ERINIEHL T, BEE
7t Apache HTTP JIR55# ERCE SO . v 7maiish, FREE S httpd k5,
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ESF 6.1.1.3 1817 http FIARSS I E SRS .
L
1E4n POODLE: SSLv3 vulnerability (CVE-2014-3566)F1 Fifiii& ), Kylin A

HetF 5 ssl, BN AT TLSvI.1 B¢ TLSv1.2. f# ] TLSv1.1 7] L2l ) )5 3k
K. BARVFZ M MZ O FEH SSLv2 3% SSLv3 il 1, FHERIAE H T E11,
B2, IEERAGE A I EA.

7E mod_ssl H 5 FAIZEH SSL A1 TLS

YA I ANAR FHAE SEIRAS ) SSL AT TLS ¥, BER DAZERC & b, it
TE ## SSL Global Context” #7¥sIN/MIEE SSLProtocol fa7n ik 4 J&) A H /2%
SSL, A PAFESRE“VirtualHost”f*“# SSL Protocol support” = B3 s 45 R I\ T K
L WA R ENT e, WHSRRERTINRE. 8T
EEH — AR A, &R G BE AT AN AE“ SSL Global Context” # 73 K & &
SSLProtocol, tHA] PAZEREANR L ENLE i g e, EREW LS all.

6.1.1.9. fs FIAF ALK 2 HIANIEAS
LA A B YIANE TS RACE SSL RS- #%, MG BUER . (HiE, thh 2
FhiE T 2 AT LA :
1. IEEEM P Big 4
R 2R 8 1) TP A A T AE i R, REH 2 — KA T4, ik
PR
2. IEAESE U VeriSign MUk 1 Uk 5 B AR 55 28 A
VeriSign & — M BIERWULHIY, 240k e faa, 1P bk A 44
MURAESS e — B 8=, IEP & TRk
T LRGSR A, W R EEF A RIED A REZMHRER, HSF 6.1.1.9
A OB B A ANE S
UAR B Y A s PIAE S, U253 BE A A O SCA 2 fete/pki/tls/private/
A1 Jete/pki/tls/certs/ H 3 N o A AFHAT LA iy 2 528 -
~# mv key _file.key /etc/pki/tls/private/hostname.key

~]# mv certificate.crt /etc/pki/tls/certs/hostname.crt

SRJ5, {E/etc/httpd/conf.d/ssl.conf it & SCAEHR, SN R H47
SSLCertificateFile /etc/pki/tls/certs/hostname.crt

SSLCertificateKeyFile /etc/pki/tls/private/hostname.key
NTAEEFHIACE S LA, ESE 6.1.1.3 1817 http KRS H1 HE JE RS -
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Biltn: KA Kylin 224 web IR AHVPIFES, 1N Fros:
~]# mv /etc/httpd/conf/httpsd.key /etc/pki/tls/private/kylinos.example.com.key

~]# mv /etc/httpd/conf/httpsd.crt /etc/pki/tls/certs/kylinos.example.com.crt
6.1.1.10. 7 B & B AIE S

N T AEBGH S YIAET, £ RGP L2 %3 T erypto-utils B EL. H root [
JIPAT LA A W] LSS 2 e
~]# dnf install crypto-utils
XA T —H A BRI B SSL RN T & genkey N HFET,
B R B IATAE A
HE G
W AR —SHHE B B s A A RAET, st A FEE —MAENFYS.
XA, AT DA OR 2 S ) B A AR IE ST 1, G vy e s A v T EE
NFF S EIEHHET, 7 ZH root 7 H T4 &AL genkey 14 :

~]# openssl req -x509 -new -set serial number -key hostname.key -out

hostname.crt

ik

FERGH, WRAE R B S PICHAAAE RIS, WHHAT genkey N AR
Fros k. B, S H root FH P AT EA TS dr 4, MHBR I PS04

~]# rm /etc/pki/tls/private/hostname.key

Hi root F 7 $1AT genkey NIRRT, TFEAHEFE—DEER ENHL (Fln:
kylinos.example.com), 1 FFs:

~]# genkey kylinos.example.com

6.1.1.11. 24 HTTP Al HTTPS [t & [y &k 4%

BRINIE O, ARIAT BLIEA o= 2 IR 55 28 R4 Rt 2 A )5 F HTTP A1 HTTPS K.
ARG E K — web k588 )5, FIH firewalld %5, @R kHE, Hinrbls
F HTTP A1 HTTPS 7 .

H root FH P #UAT LA w4, T LS A HTTP:
~]# firewall-cmd --add-service http

SUCCess

H root FH P #UAT L F a4, RIS A HTTPS:
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~]# firewall-cmd --add-service https

success
FRAFERG, XEBEEIANT . A TR EOR AL, HFREELE
PAT EiR A B, N_E--permanent £
R HTTP Al HTTPS F 2% 15 [7) 4 7
H root F P #HAT LA A4, AT DA 25385 By K o vED7 Il (R LS 2
~]# firewall-cmd --list-all
KA —NERN R, BARBKERR A T, {H5&, HTTP M HTTPS 5247t
VR By I 5 ) 6
— BV B kBRI LAV i) HTTP A1 HTTPS 1, 4T Bikdr 4,
2 F services 1T LA U HIE R
services: dhcpv6-client http https ssh

6.2. HFMREH

6.2.1. OpenLDAP

LDAP (& Hx U0 & — AT, FHR VG MEM % &1
i (145 B o B EE T X500 H LR, (272 5/ 152 % LR SR a5 46 8L, BT LA,
LDAP ##xAE X.500 FrdfE it b =4z il — AN R AR A o

4 X.500 —#¥, LDAP R H H sk 2R 53 J2 77 7o 1X 88 H 5 n] DL &5 P E 2
ma e, Mk, AHEIE S, HETUMERIIT M2 (E BARS (NIS):RAEH, ik
AR NAEARATHLES 38T LDAP S0V 9 26 #5 0T LA el Al AT TR K 7

LDAP il I TP EHH A MAE, AP S mRIEs RS E. EHalEAN
— ARG X, RVEE P ER D A P REE. A, TSI
F R H A LDAP Ir 5525, A Hft—AMReal 2 ER1E B . 8T, B2
5 WL R T BRANH N, B BURERT TRIFAN 2 7] .

6.2.1.1. LDAP /%

i FH client-server #& R 454y, LDAP G — A~ i W4 n] i [l 1) 05 5 B
Ko MR B IO A B S IS B, RS in o ie il H P 2 A B ek
PIRLRR, SRS WA T RS INECGEHT A o A T #1642 22421, Transport
Layer Security (TLS)% b5 B34k FH kB 1E i ik Rk A ke Mo i

LDAP k55 &8 S HRE 2 Mss e R 4, & B AT IARIE AR TR R, A 21k
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. BN O & & gtz H, Aee A LDAP k55 25 3H17 1845 1 N AR P A
RZ, IFHABEME FAERN.
6.2.1.2. LDAP Ri&

N A AE A T A LD AP-specific Aif:

entry

LDAP H R —HM. &—A entry ik BB 73 #F 4 K2 L (DN)

attribute

5 HAEA entry KELI 140, B0 —NHR K IR —1> LDAP [ entry,
ANZA LG attributes BLAGHINE, 12 BN 55E5E. KUM, PATRRI—
entry, GHEA N HEES 09 BCHE AR bk o

— attribute FJ L@ — MM R—I{E, BiE 2 AL FRESIR. BRFELE
PR ) (EH AR R A TR . AR attributes A AUfH ] objectClass K& X, Ff
H{E/etc/openldap/slapd.d/cn=config/cn=schema/ H 3% T ['] schema {5k 2).

1% attribute [1 75 BRI [I{E 8 #7 N Relative Distinguished Name (RDN), 4[]
T DN, RDN XfF—~ entry K iji 2% —TE /.

LDIF

LDAP #3525 #4% X (LDIF), & LDAP entry F4E AL T2, 20 N FiR:

[id] dn: distinguished_name
attribute _type: attribute value...

attribute _type: attribute value...

id EIUE — AN E HIECY, TG4 entry. B— entry 7] L& 24
attribute_type 1 attribute_value 2, XA ENIFEAHRM ISP E L T £E entry
e, BE—HT.
6.2.1.3. OpenLDAP %

OpenLDAP $i2ft | 1R 2 H 2 )45k -

> CRF LDAPv3——1E LDAP WA 2 4, &Pl R vF 28k k2 K

fRIUE LDAP Bhn4c4r. Heod, @¥E#F Simple Authentication and
Security Layer (SASL), Transport Layer Security (TLS)A1 Secure Sockets
Layer (SSL) ZEtMY
> LDAP ffi i} IPC——{# [ inter-process communication (IPC), 5% T %4
P I Y AT O D 2 R AT R T PR R K
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> IPv6 )37 FF——OpenLDAP ¥ IPv6 P25 i3

A\

LDIFv1 I3 #——OpenLDAP 7 ¥f LDIF i A 1

> BHURM C HmH—XH0M C A5 1/ FEr ROESAEH LDAP H

SR 55 A R 5k
> Inas 1SR LDAP S5 ds——8 5 7R 1R UT R ] R G SR,
B T RS

6.2.1.4. OpenLDAP fI% %% %% 2%k
£ Kylin 24t L¢3 LDAP IR%5 235 BT -
1) ‘%% OpenLDAP 41, 20 6.2.2 %¢4% OpenLDAP 214
2) MLEZN 6.2.3 L E OpenLDAP IR 5545 o
3) A3 slapd ik%s, S 6.2.5 i54T OpenLDAP k%5 .
4) f# ] 1dapadd ThAEZSIN entries 45 LDAP H 3.
5) 1#H LDAPsearch DjfEHfifk slapd k55 & IE#FRA(E B
6.2.2. %% OpenLDAP A
OpenLDAP [ p& £ A1 T H i DL B g fit .

A,
openldap

openldap-clients

openldap-servers

compat-openldap

FH# 6-3 OpenLDAP H5)E

iR
2B 5 54T OpenLDAP filk 55 &5 A2 7 i [N FH FT 75 22 1) bR
K
ZEAE TR LA AE L LDAP iRkS5 a1 247 HE P
ZEALE TI81T LDAP R4 HIRS AR ERE T, ©F
T U LDAP Daemon, slapd
ZAALE T OpenLDAP )3 25 8 B %

AN, DU ALIEH A LDAP ARSS 28458 1

=

nss-pam-ldapd

mod_ldap

R 6-4 FHMIN LDAP G%IF

iR

ZAAE nsled, — A LDAP & FK , FEFEF
17 Hh 2
%414 mod_authnz_Idap 1 mod LDAP Ak, Hrh
mod_authnz_ldap #ti&A Apache HTTP Server ff) LDAP
ISUFAEL . iZ A AT X LDAP H s 5AIE I 7 AE,
It H e st g 4= H 2 T H A 44, 564 DN, 42X %K,
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—/MER attribute, BUE 2 — A EEREETRA R XA

mod_LDAP HH A& 78 [ — M, $ft— A E 3k

TENAE cache, v T I HTTP 35K, SCHF SSL/TLS.
i dnf Z22E DT £

dnf install package...
fln, 2% LDAP % #5
~]# dnf install openldap openldap-clients openldap-servers

EREULIHABEH PR, £/ root I AT &R G4 . WA
HiE E%zz TR EE R, 1§5%4.2.4 ZRPA,
6.2.2.1. OpenLDAP %% 28 i F

HNTPATEFES, X openldap-servers 3223 T LA N4HAF AT slapd A%
FH# 6-5 OpenLDAP JR %53 T EFI%R

e Eii73%)
slapacl RVFER AV R B 1 51 3%
slapadd FEVFIE NN entries M LDIF U143 LDAP H 3%
slapauth VB BN TEFALRR 1D %158
slapcat ARVFEMM LDAP H 359 UL LDIF #% X R 17 entries
slapdn RVFIERE DN 713
slapindex RS AT N EE T HAE slapd Ht. HEEHIELE

SRS, Rzt
slappasswd RV —AN N P %8S, A 1dapmodify 244, 8%

F e HAE slapd i B A4
slapschema OV I AH B A R 2 U 2 S A S e
slaptest VBT LDAP IR 45 25 &

6.2.2.2. OpenLDAP )& F i e v
openldap-clients Z 30 A5 LA AN, ThaeFG7E LDAP Hx FdsiN, 1Bk
FIMER entries:

FH# 6-6 OpenLDAP % /¥ T E5IF
fré it
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ldapadd RVFELS LADP B3N entries, A LR — /NS5
PRI, 1% 272 ldapmodify —a ) — MRz
ldapcompare RVFEE—N25E W attribute 1 LDAP H 3% entry #H47H

L34
ladpdelete T IEMIEE—A~ LDAP H 3% entry
ldapexop VB LDAP ¥ B 1E
ldapmodify FRVFEE S LDAP H 3 entry, 8 SO BRI
ldapmodrdn RVFEB S Z L LDAP entry ] RDN {4
ldappasswd VBB LDAP H F %45
ldapsearch RVFEB AT LDAP entry
ldapurl FOVFIEAE L) i LADP URLS

ldapwhoami RVFELE LDAP 5528 EHAT A HEHAE
% 1 1dapsearch #g &4k, HEam 2@l SO 7 kAT ig ek, mARE
Pl H A AT 1B 2. —IU\LL man i 2 A AR .
6.2.2.3. LDAP 7% /' 3iii b FH
BIRAVZE LDAP EF TU@'JL%MQE&EE(%%% H3x, {HI2 8 g =
PS5 A AE R A B S AR H A —Mr H LR REE DL R S Uy 17 il 55 3
HXMI N H, f3%5 Mozilla, Thunderbird , Evolution, Y% Ekiga.

6.2.3. EZE OpenLDAP fiR% %%
ERIAN), OpenLDAP AL & X RA71E /etc/openldap H X . FIHARMEAE
T E BN SRR E %

FH 6-7 OpenLDAP Bt B B FFIC 5%

R E1:5%)
/etc/openldap/ldap.conf ¥ ] OpenLDAP J% & E 1K) %5 7 i B FH ) e B SC
4, F14% ldapadd, ldapsearch, Evolution %%
/etc/openldap/slapd.d/  Slapd HIFC & SCA4
OpenLDAP AL A H /etc/openldap/slapd.conf Bt & SC4, & A# FH — /N & Fdi
ﬁ?’f/etc/openldap/slapd.d/ Hx. BB %2ECEH T slapd.conf X, #
AT DUE I P i 2 3047 4 4k .

#slaptest —f /etc/openldap/slapd.conf —F /etc/openldap/slap.d/

slapd It & .45 LDIF entries, £—/70 21 H KHLR S, v LT AN
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U TR
6.2.3.1. BH A RALE

LDAP Il 55 25 1) 4= JR ic B SO R 47 17E /etc/openldap/slapd.d/cn=config.1dif ({4
. HHU TR

olcAllows

olcAllows fir 21847 {545 & WEELRF Ik 2 AT DU FT R, A3 B R X

olcAllows: feature
T BRRE, SRR 6-8 T I olcAllows LI . ERIAMIIETZ bind v2.
F# 6-8 AT K olcAllows IR

pril iR
Bind v2 LDAP "] 452 [#) bind 1%k
Bind_anon_cred 4 DN s 7 R I fige 42 52 [ 44 1) bind
Bind anon_dn 2 DN 2 IET I x#E 52 & 44 bind
Update anon Bz B L TR

Proxy authz anon P2 A2 AR PR |

fillrn: {8 H olcAllows 54
olcAllows: bind_v2 update_anon

olcConnMaxPending
olcConnMaxPending 7% L V& TR € FE 44 2 1k i KIE SREREL, @R

olcConnMaxPending: 100

olcConnMaxPendingAuth
olcConnMaxPendingAuth 7y 248 & Wik it 1216 f R TE SRR, ar &

olcConnMaxPendingAuth :  number

BRIME A 1000,

#ltn: f#H olcConnMaxPendingAuth iy 4>
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olcConnMaxPendingAuth : 1000

olcDisallows

olcDisallows & FU V&6 @ MPLLR AT . 2 W T

olcDisallows: feature...

R NIRE SR SRS 6-8 AT olcAllows 1B . A BRINAN R At H
INESZa

H% 6-9 A]H olcDisallows iEIH

pr, AL iR
bind anon ANV RIS 44 bind TH 3K
bind_simple AN SRR L) bind B8 UEATL ]
tls 2 anon AN FRVRHE 9 44 231 245 2] STARTTLS iy
tls authc M EEKIE G A FUVF STARTTLS g4

. {HH olcDisallows 4>

olcDisallows: bind_anon

olcldleTimeout

olcIdleTimeout fif & FLVFIESR AR M — A idle IEL AT, 7T LS

mAWT:

olcldleTimeout: number

ZIEIEME AN (BEEBEN 0

. 14 olcldleTimeout iy 2
olcldleTimeout: 180

olcLogFile
olcLogFile i 28 — Ml HEF R, L WT:

olcLogFile: file_name
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LLZE

H A5 BRI A B R AR HE R A% X

fltn: f#H olcLogFile fiv &

olcLogFile: /var/log/slapd.log

olcReferral

olcReferral LI ROV ETE E — MRS 2810 URL RALFETE R, 2 W1
olcReferral: URL

FRINAE H]
#ltn: {#HH olcReferral fi7 %

olcReferral: Idap://root.openldap.org

olcWriteTimeout
olcWriteTimeout & 101 70 V45 Fi8 8 76 9% P — AN AR 5E i I 5 18 SR EH2 e, 7]
FEROES R %0 R -

olcWriteTimeout

RUNATHE (BREZEN 0

Bln: fFH olcWriteTimeout #y 4>

olcWriteTimeout: 180

6.2.3.2. B HIEERE

ERINHT, OpenLDAP k%5 %318 H Berkeley DB(BDB)E A fG i 4 72 . 1%5L

Y5 JE Iic B A7 7 /etc/openldap/slapd.d/cn=config/olcDatabase= {1}bdb.1dif 3 {4, LA
N BB A

olcReadOnly
olcReadOnly i Fo VR AE A R B a0 P Kl e, AR

olcReadOnly: boolean

% TRUE (HiE#E) 5 FALSE (A iifi=), 2R\~ FALSE

;A olcReadOnly iy 2
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olcReadOnly: TRUE

olcRootDN
olcRootDN 4R ULl LDAP H48 P H . EHIT:

olcRootDN: distinguished_name

2 DN. BRIAMEA cn= Manager,dn=my-domain,dc=com.

. {#F olcRootDN #4>
olcRootDN: cn=root, dn=example, dn=com

olcRootPW
olcRoOtPW iy & RVFIE N F i B %05, AT

olcRootPW: password

A DRSO INE W SCR T AF R, BB G E, /£ shell &, T
i LS A A

~]$ slappaswd

New password:

Re-enter new password:
{SSHA}WczWsyPEnMchFf1GRTweq2q7XJcvmSxD

#ltn: {HH olcRootPW 4
olcRootPW: {SSHA}WczWsyPEnMchFf1GRTweq2g7XJcvmSxD

olcSuffix
olcSuffix iy 4 FLVF TR e 5 B as, MHWT:

olcSuffix: domain_name

£ FQDN, 2Ri\/& dc=my-domain, dc=com

it . g olcSuffix iy 4

olcSuffix: dc=example, dc=com
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6.2.3.3. UMY

H M OpenLDAP2.3 LAk, /etc/openldap/slapd.d/ H L4 T 2 B 47 L7
/etc/openldap/schema/ H 3¢ N f)—1& LDAP € X . OpenLDAP fifi fiXstnf IJ i
T, FFAAME attribute FERFN GAE B 2800 3. RTIRANTTHEZ
{5 &, WL http://www.openldap.org/doc/admin/schema.html .
6.2.3.4. @ ek

OpenLDAP % /7 i Fl AR 45 25 4t 4 Transport Layer Security (TLS)HEZZ K LR
WEZ2 4. TLS 3R AL 281845 2 2 g M. BTS20, CEAL TR = 2 ik
% 25 HAE RS04 OpenLDAP 1 | Mozilla NSS 1£°4 TLS B2 3E 523 .

i TLS #r24i%EH:, B4 Mozilla NSS ¥/ TLS/SSL, ##%
http://www.openldap.org/fag/data/cache/1514.html. Kb, 75 BAE 5 i AT AR 5% 2% it
HHATHRECE . 20, 55248 i s 20 B CA UE PN E A B (IR 55 28 E AR EH
257 v e 2 G BB S AT S AR ) CA IR S

BRI, RS ARbn e AR E — A CA R, &P i EIE R — N2 ek
55 A, DRI R A L B O B T 4 e P E AR CA.

i TR

ZE TSI T AE OpenLDAP IR 5548 8 H TLS, 7527 slapd iy 2147 45
BL&, fE/etc/openldap/slapd.d/cn=config.1dif it & X HECE .

2R IO L P R P E B SC A4, a5 /2 /usr/local/etc/openldap/slapd.conf,
BRI slapd Ji5 v 20408 e ORAFIC &, PR AF H 5% /ust/local/etc/openldap/slapd.d/.

DA i 20 T-f5L SSL R Ui 2 A 24, Br 1 TLS fr&4h, HEAEMRS
RU2s SSL AT H — w1, — MR U A& 636 Ui I 44 /etc/sysconfig/slapd LA,
IS I0 1daps:///FFFH . $85E SLAPD_URLS 774 URLs.

olcTLSCACertificateFile

olcTLSCACertificateFile fiy 4457 J Privacy-Enhanced Mail (PEM)Zwfi (1) 3L
, BERER CAUED. HWT

olcTLSCACertificateFile: path

path N CA TEF SO, B3 0243 H Mozilla NSS B, A LUZIE+
ZFR
olcTLSCACertificatePath
olcTLSCACertificatePath iy 441 & 7EAN [ SO HR AL 2 B CA HIEBAFUN B
Ko 1% HF A OpenSSLc_rehash HEATE B, A2 B [n) SE Rk 5 SO R4 42,
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— WM S, %14 olcTLSCACertificateFile 1E A1,

Bt Mozilla NSS #18 F, olcTLSCACertificatePath % Mozilla NSS (¥ P&
R GRETBIFTSD. EXMIEOLT, o _rehash & ATREN.

T

olcTLSCACertificatePath: path

G tn: A4 olecTLSCACCertificatePath Mozilla NSS
J# T MozillaNSS, olcTLSCACertificatePath 15 5€ H 8815, 1% H 3405 NSS
R R 2 SO

olcTLSCACertificatePath: sql:’home/nssdb/sharednssdb

certutil f74 F K25 NSS Fdi 22 SC I CA R+

certutil -d sql:/home/nssdb/sharednssdb -A -n "CA_certificate" -t CT,, -a

-1 certificate.pem

DL 2dm T —A CA iE1S, LL PEM-formatted #%:UIR17, #FN
certificate.pem. -d WEIHEEHARFE B, ZHFEE NSS ik B FE S,
- ETE BIEB AR, tCT,, BERIEBEEEN, 76 TLS %7 i Ak %5 2%
U . -A WSINCARLE PRIE R 2UEBEE FE, -a RVEEH ASCIL A AE i
N, -1 4 certificate.pem ¥ AL IH L5742

olcTLSCertificateFile
olcTLSCertificateFile 7y &5 L7 slapd Ik 55 a5 UE T i) A4

olcTLSCertificateFile: path

path 5 slapd AR 55 SEF ISP, UAR1EM Mozilla NSS, BUNIEFS 44
PR
Bltn. i#id Mozilla NSS {# [ olcTLSCertificateFile
411 Mozilla NSS FHIE+5 G S 4 22 S0 0lc TLSCA CertificatePath i 4,
olcTLSCACertificatePath HIKF5 E UE 44 FR . H 56, 1 NSS Eodfs ]
FRIAE S
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certutil -d sql:/home/nssdb/sharednssdb -L

HEHE—MET, B2 HALI#ES olcTLSCertificateFile

olcTLSCertificateFile slapd cert

olcTLSCertificateKeyFile

olcTLSCertificateKeyFile 72 F8 & XM, & CHEERH, RARNLEBAE
olcTLSCertificateFile FJiEF5 /2 ULEC I o 4T A KRN I FAEH, BRIz SO 4 40
WA R ORI

olcTLSCertificateKeyFile: path

M8 A PEM IE 1520, path B AR SO 545 . 2418 F Mozilla NSS Ff,
path B — NS AFR, 1Z B olcTLSCertificateFile 44 % [IE TS
205 (2% FHI{EH olcTLSCertificateKeyFile 1 Mozilla NSS)

#ltn:  f#H olcTLSCertificateKeyFile 1 Mozilla NSS
A Mozilla NSS I, Zdn @48 € — DX B IR, ZXHEE
olcTLSCertificateFile fi5 %€ FIUE Fi 1) key H) 50 o

olcTLSCertificateKeyFile: slapd cert key

modutil 4> HEMS F K A2 A PRI B AE NSS Hiedfs o S 5

modutil -dbdir sql:/home/nssdb/sharednssdb -changepw

2P i E

Bt B SC A4 Jetc/openldap/ldap.conf 7RG H & /A, WA B H P
~/.1dapre FL B AT E R E -

AR A B84 7T LLAEE — A SSL i%E$#:. 1E OpenLDAP iy 4 Lb 41 1dapsearch
ldaps://F4F tf W ATEA Idap://o X Ly 218 F ik 55 45 i B UL ) SSL ¥ 11 636

TLS_CACERT

TLS_CACERT #4552 — 3, W& % uminl BT a FE . Z%2IRE
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22 [E)F AR 45 8% 19 olcTLSCACertificateFile iy 4. TLS CACERT [ i% £ 34+
/etc/openldap/ldap.conf H' TLS CACERTDIR &I # Fi5 E o

TLS_CACERT path

path: CA iEH 3 fFig1%

TLS_CACERTDIR

TLS_CACERTDIR 448 € fEA R SO AL & il CA R AFTHU H 5% 1R
olcTLSCACertificatePath #r 221k, % H 3L OpenSSL ¢_rehash #1TE 2,
$252 Mozilla NSS #8845, TEXFIMENL T, ¢ rehash S A 75 211,

TLS CACERTDIR directory

directory: 7 CA IEHH H B AT. 1 MozillaNSS I}, AiE 5o H# %L
P S A B8 AR

TLS CERT

TLS CERT #85E3CfF, &% P Uil Za4 R G R~/ 1dapre X1+
Be48E . 1E MozillaNSS ', Z#n A48 & K2 UEH 47, H TLS_CACERTDIR

T THE -

TLS CERT path

path: 2/ Uil B R AR, B & NSS ¥ PRk i 44 F5

TLS KEY

TLS_KEY f& &6 & FA A B S, FAEH 2 IERC A7 //E TLS_CERT #85E HIE T
ZIRERIAR S 28 olcTLSCertificateFile 2L, N B ST A SRR, BT PAiZ T
PR BN R, LI BEE P )~/ Idapre SCPFASE .

{8 A Mozilla NSS i, TLS KEY 82—/, SERAHARNSEM, HK
{#9" TLS_CERT $5EMIET . ThEER olcTLSCertificateKeyFile 5161, & m] LL#
H modutil Ay & B2 o

TLS KEY fi W~

TLS KEY path

path: & P uniE SO S AR, B 2 NSS B0 B A i 20 SO 4 K o
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6.2.35. WEHZH

e — A I R, A—/> LDAP JiIk%5#% (provider) &—/Ei%
MNHE IR S5 2580 P i (consumer) » — 1 provider #4473 H 3¢ 5 1 & consumers,
RSB B SR BE 4 consumer %4 2 I 55 &0, BRIH—A consumers 7]
PABE 45— provider. —™ consumers A PAANE—~ LDAP AR 55284t , & A LA
XA — AN 3 o ££ OpenLDAP, A 2 F & B, 5 W14 mirror Al sync.

NI EFEEN &S HE X, T EAE provider M consumers [
Jetc/openldap/slapd.d/iE 5 LA T Heo A —Fhf =

olcMirrorMode

olcMirrorMode 1 Fi] mirror £ 1345 5,

olcMirrorMode on

Hr serverID #4215 syncrepl — AL # 15 %E -
olcSyncrepl
olcSyncrepl f# ] sync £

olcSyncrepl on

6.2.3.6. MNEAEELAN 5 vty

& 0] DS FH 3 S it R 14 98 slapd AR55. 7ERCHE slapd (IR, 7] LA
{§ Fj--enable-modules % WK AC B AL AT DA ST FF AR . B CRAFAE 1a 25 113
e,

module name.la

Je S A7 AN B R R N LDAP 83K o 5 i it ) 2 196 22 slapd B 24 AR
FEMSCRE, RS nE. X T)a#E, N AmALE

back backend name.la

N T INEAEERAN f5 5,  7E/etc/openldap/slapd.d/iE £
olcModuleLoad

olcModuleLoad 8 5& 325 N #k B
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olcModuleLoad: module

module: — NI EREEREE I, R BN

6.2.4. fEF LDAP RZF I SELinux K&

SELinux #&—M7E linux A% SR — N s ) o 3 dipLa . BRI,
SELinux 2x#HZN Vi OpenLDAP k%5 4%, N 1 RVFN L LDAP JEiiE,
SELinux ¥ allow ypbind @4 Z0 #% & R~ v 09 . FE &N At 7 =
authlogin_nsswitch_use Idap /& FLVFHT. LU TR 2BuE 4

~]# setsebool -P allow_ypbind=1

~]# setsebool -P authlogin_nsswitch use ldap=1

-P TR R IR EAE R G E R — EARREA R

6.2.5. 14T OpenLDAP fik%

ZER T EMAES). Fik A 4 HT LDAP IREIPIRE .
6.2.5.1. JAzhR%S

i/ root ALFR, )3 slapd Jik 5%

~]# systemctl start slapd.service

f8H root BLFR, BeEITHLEZN slapd 55

[root@ft4 slapd.d]# systemctl enable slapd.service
Created symlink from /etc/systemd/system/multi-user.target.wants/slapd.service to

/usr/lib/systemd/system/slapd.service.

6.2.5.2. {5 IEHRSS
= 1R RS

~]# systemctl stop slapd.service

BEE YA R B R 55

% 119 ® / #£301 %/



FoEN R RLRE = U 55 s R AE RSEVI0 R GUE B 0L T

[root@ft4 slapd.d]# systemctl disable slapd.service

Removed symlink /etc/systemd/system/multi-user.target.wants/slapd.service

6.2.5.3. HERS
E=)iE

~]# systemctl restart slapd.service

Zn e Rl IE RS, B EEERRS. %S EHnEACE .

K slapd fR 551217 IR%S

~]$ systemctl is-active slapd.service

active

6.2.6. BCERSGEMH OpenLDAP 1EARE

N THCE RS % OpenLDAP {EANKAE, HifRFTHE %35 LDAP IR%
PR PN EOg N A RREIESH B 6.2.2 4% OpenLDAP 4 EA!
6.2.3 BLE OpenLDAP R %5#5. 1E%& /i b, AW R

~]# dnf install openldap openldap-clients nss-pam-ldapd

6.2.6.1. IR IHMIEIFE B2 LDAP #% 2\
TR T HARRM T2 shell 1 perl A, 7] CAHEBHIEFE IH I IRIE(S B
LDAP #3. 23X, i T

~]# dnf install migrationtools

7 3 5E . W OAR 17 i H 3 : /usr/share/migrationtools/ . 4n
/usr/share/migrationtools/migrate_common.ph {4, &2 LA 47 2 F R ML 24 |1
1.

# Default DNS domain
$DEFAULT MAIL DOMAIN = "example.com";
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# Default base
$DEFAULT BASE = "dc=example,dc=com";

W, [FHmGTIE R &, 41, 1217 migrate_all_online.sh JHIA, fif
FERNFISEHE, % B dc=example,dc=com

~]# export DEFAULT BASE="dc=example,dc=com" \

/usr/share/migrationtools/migrate all online.sh

GUE (RN IIARIZATIE RS P Bl i, 53K 6-10 H 1) LDAP i
BIIA o

FH 6-10 ¥ K LDAP T4

SFERKRS  LDAP REEIT i I LA
/etc flat files yes migrate_all online.sh
/etc flat files no migrate_all offline.sh
NetInfo yes migrate_all netinfo online.sh
Netlnfo no migrate all netinfo_offline.sh
NIS (YP) yes migrate_all nis_online.sh
NIS (YP) no migrate all nis_offline.sh

BEAM XA, % README Al migration-tools.txt A, A7 H{E
/ust/share/doc/migrationtools-47/H 3% T »

6.3. SCHRITEIRS2R

IXANFT FEEA 4 Samba L 2EMACE, — Server Message Block (SMB)
A1 common Internet file system (CIFS) WM FFIRSEIL, vsftpd, 7R HEE = 2 ik
FAE RGN FTP RS54, Mboh, ENAE T EAMHITH RS & TAERE
FTENRL.

6.3.1. Samba

Samba FEFRE linux JTi windows BEFIIH . ‘&SI 1 SMB A1 CIFS Hpilo
B REASE ) R S 4E Microsoft Windows®, Linux, UNIX 2%, i) 3T windows
RIS FIFTERALAL =2 . Samba 1) SMB 8 2540l windows Ik %54 5 windows % F
i — A o
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samba ¢ %%
~]# dnf install samba

6.3.1.1. Samba /44

Samba & —/MREZEHAM, 1EATHEENK Linux IREZHAEME Active
Directory (AD)5i. B A DMEN— M gds il a%, B 2 5 A IR 52

Samba BEEAMAT 4 -

> k5 HFEM A Linux, Unix #1 windows 2% 7 i 4T EFHL

> B2 B

»  Windows 31T S Bk 5 5%

> $24t Windows Internet Name Service (WINS)4 i iR &5 il vk 7 &
» Windows NT®-style Primary Domain Controller (PDC)

» Backup Domain Controller (BDC) for a Samba-based PDC

> ARG A R

> S Windows NT/2000/2003/2008 PDC/Windows Server 2012
Samba A EEMA 4 :

> 1E3 BDC #AX windows PDC

> AR A RS AR A
6.3.1.2. Samba LA K AH <R 55

Samba & H =N SFiP R4 R (smbd, nmbd FT winbindd) . =/MiR%% (smb,
nmb H1 winbind) i35 PR B3, A2 IERER RIS DIRE . X LRSS
YERNAFEE init A . CUR A A9 bR

smbd

JIk 2% #% 31 smbd 747 1E 245 windows %)ﬂﬁ#ﬁ%—%{ SO RIAT IR S - 53 91

BRI SRR, RIESUE, BRIt SMB . BRART, RS A

2 SMB 1463 1104 TCP % 171 139 Al 445, smbd SF 37 HERE S 4% smb AR 55421 .

nmbd

nmbd 5FHIEFEXT T NetBIOS ##5 IR 55 1115 K (SMB/CIFS in Windows-based
systems) BEATHLAFEAI N . XU RS HE Windows 95/98/ME, Windows NT,
Windows 2000, Windows XP, 1 LanManager 5 F' %o BRIAR 55 2% Wi 72 NMB £
it 1 & UDP 3 1 137,

winbindd

winbind Jii %5 fi# v 7 A P AT AE B 12 1T £ Windows NT, 2000, 2003,

Windows Server 2008, or Windows Server 2012 ARk 45 #5 F Ry A ., X fF 15
% 122 W / #£301|



FoEN R R IR 5 2R E R V0 RGUE B 5 T

windows H P AIZH(E B EEW 4 UNIX “F&iHA). IX2Z# Microsoft RPC calls,
Pluggable Authentication Modules (PAM)#ll the Name Service Switch (NSS)FTZIH .
X Fu¥F Windows NT 31 Active Directory F ' #% 2t UNIX H P {7 #E. &
SRAN Samba AT 7 H#HZE, 1H/Z winbind A5 2 A smb 4334T 48 1 .

%A% Samba JL

AT LA F Nautilus 20447 28 7] FH 1) Samba $L=.

HHIL=E
AR, F5EXT Samba HLEFATHEIRAE, FEALH root HFER, w4
R

mount -t cifs //servername/sharename /mnt/point/ -o

usernamezusername,password=pas sword

1247444 sharename 4% 2 A< #/mnt/point/ H =

6.3.1.3. P& Samba k% #%

BRI & ST A /ete/samba/smb.conf S0V 7 U7 [ 'EAT T home H3xAEN
samba FL 5. B A DAL PrA G B 4 4T ERHLAE Y samba JLZATEOHL. &7 AZE
AP — AT BN Bl it windows HL#sFT ENZR 74

KERCE
il 'E Samba {# F EIEH:, A PAZ% http://www.samba.org/samba/GUI/ .
WmAITHCE

Samba i Ff /etc/samba/smb.conf 1E NEC & A . BECX AN E G, FE
i 5 Samba A4 BEWE AL

~]# systemctl restart smb.service

5 3€ windows TAEZHH1 Samba Ak 55 &5 (& FL AR,  JwfE/etc/samba/smb.conf
A
workgroup = WORKGROUPNAME
server string = BRIEF COMMENT ABOUT SERVER
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1 linux 24t FA)EE Samba 3L= H 3%, 7E/etc/samba/smb.conf A0 LA

T
filn: Samba ik 55 %% I &

[sharename]
comment = Insert a comment here
path = /nhome/share/

valid users = tfox carole
writable = yes
create mask = 0765

T WA 7 tfox M1 carole i@ if Samba % F7 i Xf Samba iR 55 #%
/home/share/ B 5 #E 17152 5 A

0% 5

I v A A 1, BRI b 2 B 22 4 o B — M % %
AP, w2

smbpasswd -a username

6.3.1.4. Jo B¢ Samba
Ja s

~]# systemctl start smb.service

KM

~]# systemctl stop smb.service

HA

~]# systemctl restart smb.service

condrestart (FFEKM FTEB) EYFTIELEBITHEN T4 283 smb. X
AT A R AR B K, St kg s mne, BASEs).
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~]# systemctl try-restart smb.service

H Hr 4k N /etc/samba/smb.conf BC & A, AfFEHITRESMER, m2WF

~]# systemctl reload smb.service

JFHLE R 3)

~]# systemctl enable smb.service

6.3.1.5. Samba % 4=#55{

Samba A i 22 4453, share-level £ user-level. share-level &4 7 1,
User-level F] LUA =MAN A Y S2 3077 70, X 2807 SUBPRAE 22 A =

User-Level %42

User-level security /& Samba BRINTEFFIIECE . RIfE security = user %A 1E
fetc/samba/smb.conf B E A FIH, ERFESHAEH . RS AFEN T % i
P P A RS, % P i R FEEIL IR B RE 18 A 75 2298 2 %19 . Samba thRE
SRR BIE T P A AVE RS G KR . 25 7 il A — N B UID ZEF e
UERPIRAS o

/etc/samba/smb.conf SCAH1, security = user B¢ & user-level security

[GLOBAL]

security = user

Samba Guest FL =

&R 21, share-level security 3 C A BTN TTE . [EARLE Samba guest
=, AEH security = share 3. S LT L 1E.

5f5]. ECE Samba Guest 3LFE
1) BIEH P RLE SCH,  fin/etc/samba/smbusers, ESIITEL AT

nobody = guest

% 125 ® / #£301 ]\



FoEN B BB R IR 55 SRR RGEVI0 RGUE BT

2) f&f/etc/samba/smb.conf, AEFH valid users

[GLOBAL]

security = user
map to guest = Bad User

username map = /etc/samba/smbusers

username map: 1 FIRTEE

3) f&f/ect/samba/smb.conf, AEAffiH valid users

[SHARE]

guest ok = yes

TP 2 HEE user-level security SEHL T o

Domain Security Mode (User-Level Security)
EXMTTAT, Samba k55 #HA —MHLEEMK S (domain security {54FHIK
5, PrE KRR R AT i iG] AS . Samba RS FREAE IR, FHE
Bic B /etc/samba/smb.conf.

[GLOBAL]

security = domain
workgroup = MARKETING

Active Directory Security Mode (User-Level Security)

RWEH — Active Directory 38555, MIAIAE N — AR 722 AT REI
R 22 4= SR WS PR 1) /81 NT-compatible J8UEBHIL, Samba AR 5578 nl PLiE i f# H
Kerberos fIlI\ ADS. Samba 7t Active Directory member #3{  7] LA 52 Kerberos
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tickets.
&4 /etc/samba/smb.conf

[GLOBAL]

security = ADS
realm = EXAMPLE.COM

password server = kerberos.example.com

Share-Level %4

LT, S5 as NE 2 o IR — AN A WA A - A B S . iS5 4s
W —NEEA LGS A L=, MROBH P 4. 2 E4Et, Microsoft
Windows %% i #E 2% share-level security R 55 %% . %A 20 L4 4% Samba 55 . AL
B I security = share WA Z20# F+ 2 Y user-level security. #RAEFH, 15575 User-
Level Z&H )]+ ELE Samba Guest JL=.,

6.3.1.6. Samba [ 4%

W 2% 1 B3 £ Windows 1 Samba iz %5 #% i BL7E Windows Network
Neighborhood #', 7E Network Neighborhood H [fI, k45256 H B bR, 7K
b, MRSSE8 AT FH B L = AT ERHL AT DL 3]

[ £ 351 %0 75 2 NetBIOS @i TCP/IP. NetBIOS-based 441 Ff UDP &%

SERCN R H . B NetBIOS Al WINS 14 TCP/IP EHLA FRff v )y 25
2'—‘[3"375‘{2, HEMFInERS X (Jetc/hosts) BY, DNS & WAZ0EfF R 1 .

AN 320 50 IR 55 s T I A T 30 T 55 s AR AZ R BT Y
WYEFER, PR AR 2R ) ) AT DAAH B0

C RN

BIAHT, — A Windows g 55 %8 PDC 15—, 2 123800 32 0 5 IR 554
Samba I 55 &% A RLZAAE Iy — A>3 Rk 55 4%

FHZ M, AME Windows RS2 PDC, [Fit, Samba k%528 A] IE
N AAH N SR 55 8 . T B /etc/samba/smb.conf SCAFAE A — AN b 3 3 W AR 55
& (BAMEDY), RESEMAREREL (B 6.3.1.3 BLE Samba 5545 .)

WINS (Windows Internet Name Server)
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Samba 1 Windows NT file 55 AT A AE 9 — 1> WINS 95 #% . 24 WINS fil5%
#51 NetBIOS — i I, UDP &3R4 % & LE WX 28 v 5o V4 B 44 PR 4t
B WINS 55450, UDP A% 3% R Be A8 411 WAL A B0 i R B e 1IN,
A BRUFEE WINS &0 Dige, ANETH Samba 1E TR WINS k%5 %
K24 Samba A~ SCHF WINS &47

7E—~ NT/2000/2003/2008 fiz %5 25 Al Samba B & PR35 o, #7748 A Microsoft
WINS. fE— A Samba M55, #EE{H A Samba /E2N WINS.

N2 —ME A Samba 7EJy WINS k45 #1611

filtn: FoE WINS k554
[global]

wins support = yes

6.3.1.7. Samba Distribution Programs

net

net <protocol> <function> <misc_options> <target options>

net 14 ()4 F AIZE Windows 1 MS-DOS R FFHML. H—ANSHHsE
AAEH B, protocol ETI ] LLJE ads, rap B rpc. Active Directory ffiH ads,
Win9x/NT3 1 i rap, Windows NT4/2000/2003/2008 1 Ff] rpc. B 41 protocol i% I
BAEE, net ¥ HENZ i E B
NIRRT ENLA N wakko )R] H IR
~]$ net -l share -S wakko
Password:

N F B8 T wakko FALRT AT Samba H 13K

~]$ net -l user -S wakko

root password:

nmblookup
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nmblookup <options> <netbios name>

nmblookup FJ LU R NetBIOS 4 FR4%#: 0 IP Hikik. 1ZI0H £ TR b ) 1%
AW E A B EALE N
NI/ 7R NetBIOS 4 7H4 trek ) IP Hihik:

~]$ nmblookup trek
querying trek on 10.1.59.255
10.1.56.45 trek<00>

pdbedit

pdbedit <options>

pdbedit 11 H & H# SAM E4E ZE A7 6t 10K 7 o BT A 1Y )5 i .45 SCFF smbpasswd,
LDAP F1 tdb $3E e
N EIB A, AR AN H A P

~]$ pdbedit -a kristin

new password:

retype new password:

~]$ pdbedit -x joe

~]$ pdbedit -L

andriush:505: lisa:504: kristin:506:

rpeclient

rpcclient <server> <options>

rpeclient 11 H v @ # iy 2T Microsoft RPCs, iX/NM&Z5 511 Microsoft
RPCs & A FH A Y

smbcacls

smbcacls <//server/share> <filename> <options>
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smbcacls T H /&% Windows ACLs 441 Samba 3L 2= 1] H & B{E =& Windows
5575
smbclient

smbclient <//server/share> <password> <options>

smbclient & UNIX R Gt H 1% 7 o, THREF! fip 1L,

smbcontrol

smbcontrol -1 <options>

smbcontrol <options> <destination> <messagetype> <parameters>

smbcontrol Wi H & &% HWH EKiZ1T smbd, nmbd B winbindd 57§ FE .
smbcontrol —i X2 B.Riz17T, BEBHMTATEE @A

smbpasswd

smbpasswd <options> <username> <password>

smbpasswd I H & BN %05 . 1200 H Gei8 #E 290H FAZ LA I H P D
A e E S Samba .

smbspool
smbspool <job> <user> <title> <copies> <options> <filename>

smbspool i H /& Samba —~> CUPS FARIFTEIE . BEAH IR E N CUPS
FTEINL, smbspool A LAFIE CUPS T EINL— & H -

smbstatus

smbstatus <options>
smbstatus W1 H 7R 1 Samba EH2RE

smbtar

smbtar <options>
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smbtar P17 T Windows SE52 50 1A H S0 63 S . AR tar fin
AR, PiE R A

testparm

testparm <options> <filename> <hostname IP_address>

testparm 25 ¥ /etc/samba/smb.conf SCAFHIEE, BT smb.conf 171
EERINL B (Jetc/samba/smb.conf), MIAFEEIEE . fHE FHALM P Hhlkgy
testparm F£/7 1 2% hosts.allow 1 host.deny (/& ECE IE1 . testparm F2 /7 7] LA
7R smb.conf SCAFAIIRSS S FUNAEM RS o AEIKRIHR AT LLES 3-8 K 1)
HARMEEHMER. Fla

~]$ testparm

Load smb config files from /etc/samba/smb.conf

Processing section "[homes]"

Processing section "[printers]"

Processing section "[tmp]"

Processing section "[html]"

Loaded services file OK.

Server role: ROLE_STANDALONE

Press enter to see a dump of your service definitions

<enter>

# Global parameters

[global]

workgroup = MYGROUP

server string = Samba Server

security = SHARE

log file = /var/log/samba/%m.log

max log size =50

socket options = TCP_NODELAY SO_RCVBUF=8192
SO_SNDBUF=8192

dns proxy = no

[homes]

comment = Home Directories
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read only = no
browseable = no
[printers]

comment = All Printers
path = /var/spool/samba
printable = yes
browseable = no

[tmp]

comment = Wakko tmp
path = /tmp

guest only = yes

[html]

comment = Wakko www
path = /var/www/html
force user = andriusb
force group = users
read only = no

guest only = yes

wbinfo

wbinfo <options>

whinfo 27 &7 winbindd <7 " #EFE {5 2 . winbindd BERE A AREIZ AT

6.3.1.8. LAt BE Ik
T
/usr/share/doc/samba-<version-number>/
A LLEE man Tt
» smb.conf(5)
» samba(7)
» smbd(8)
» nmbd(8)
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>  winbindd(8)
A ) 1A 3

> http://www.samba.org/

> https://wiki.samba.org/index.php/User Documentation

> http://samba.org/samba/archives.html

6.3.2. FTP

ZE A 241 FTP P P A% vsftpd (Linux 5%t FTP IR452%)

FTP i B 2 7 - Al 55 i 4R A 8 kAR i ST A4, A6 TCP 8 0. Ry FTP
e AN, AR SR P RS AT IO . ST IXANRIE, FTP 2
WANAAZ AR BRAEFFRIE O T ARBEH . BN FTP £/ &
EFWATH, BEREPH R Z 04 Fk, (ERN— AT, 7FEHE S
REREE o

AT IR T EARE vsftpd SRE ZAERENL TLS ME @D
SELinux K AN5E FTP 2241t . FTP B)—/NSE4F U HUR i 2 sftp, 72 B OpenSSH
A T R R AL BAESREE 2 OpenSSH B & LA K& SSH #0315 2% 5.20penSSH.

AFETHED, FTP FEZ AU A GIER TAE. 2 FTP &/ iz —
B FTP MRS 280 IR, & 3T FFun 11 21 7EAR S5 2 il —— 3= il 11 o XA oy
I3 FH R A A 2 B IR S5 25 o FIT A MR S5 45 i 381 5 72 iy FA) 0080 15 oK % T ) 4k
vty AR 0 o B e He o 1, DA RSB 2 W) e A A T2 7 o 1 SR a7 =X
active ¥, passive fEz .

active mode

Active mode & FTP ¥riSUAE 5 £ 45 b A 21 1) 5 SR 26 A 20 25— active-
mode HHRAE W FTP 2 im 4 a64k, RS54 im 24T T —> 20 S 145 1P Hidik,
F— NIRRT CRT 1024) o X FEZHE SR E & bl s L 204k 1t
VFREZARAT RIS 1024 B HIER:. BEE A2 ML g, (8RBT KB R R
& P i LA IAE A 7 30 1Y) o R Ry 3X 8 P i 87 K885 i 15 0 A\ SR AR N ()
$2, PP passive mode #7 ¥ it H K.

passive mode

4 active mode —#¥, Passive mode &% FTP & FimdJda L) . 4IRS 2%
TR FTP % P i B 'E A8 7E Passive mode 7 M 5dE, RS2SRSS %% L
SRS TP HuhE A — AN FENL. TR R T 1024). 2R )5 %5 7 i 2 2
Z R R 552 B R EaE RIS 2.
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IR Passive mode A SR RN %5 7 B B77 K8 T HEBICHR T 42 1n) L, AT DUfSE A
T 55 A i 77 2K 3 o S5 RT DAAE — AN iR 55 A b 3a ek PR 1] (47 9 BB DG e A | g 1 £ FTP
55 2% B9 T A e . XTI TR SS #R B BT K B R )i AR
6.3.2.1. vsftpd IR 55 %%
vsfipd BT NTR. FRE ML 4, vsfipd J& 4RI BLBE = IR 55 2R R E R G H T
FTP fiR554% . &Ry RENS Ab 3K B X E RO 2
vsftpd BT fdi F 1) 22 B AT = AN 2071 -
> ORI AUR AR R 2y B8 1 R —— S i 3 A Ak BEAS [R] 4 5%, B — A
HRRIEAT BAE 55 R 77 E b /MR
> TR TR AT 55 AT DUSE Y d5e /NS PR B AT AL BE—F F libeap FEAfEZ
PERIRAE, 72 root KPR PR AT 55 AT LLHAR INREBL R 3E R ST
> REZHGHFRIZITLE chroot T WRERTRE, MR AT DASOR AR P AT I 2
PR BB N YT E M % XA B RN chroot H3x . 15
un, Ran/va/tp/ B & ILE H S, vsfipd 8 58 /va/ftp/ NHTHT root H g, 1E
Nl X BRI
fi X e 22 i it o 0 vstipd WAT b FRIE SK = A2 50, TR
> S RRIBAT I TR de D R A —— S R R BN A 1) TR B INRFR A
W RS e /M o TR A B B 2 5 7% P i A8 ELANUR AT el FH B AU SR 1247 .
A 1) 7 EER AR — /N S AR b BE——mi A8 Apache HTTP Server
—Ff, vsftpd 73 K ICHFRLH)F RERE R AL BAE NSRS . X FRVFRRAL SCHF R R
A RE /N ERAT S5
> T IARRFB T ERE R 115 SR A 2 SRR M e —— AN - AR AT R 1
seilid socket, AFRARH TG B S
> KHES A FTP %5 i A8 B2\ /2 78 chroot P88 F——PK N T HERE 2 3E
FEALH, EMRAEAELZEEFZTITAEARIR, R vyt #Gess iy 3t
ZHX.
Ja sh A IE vsftpd
L root FH 7 5 5%
53]

~]# systemctl start vsftpd.service
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~]# systemctl stop vsftpd.service

H A

~]# systemctl restart vsftpd.service

ARMER, HEOLABITINE, 4R IT

~]# systemctl try-restart vsftpd.service

BEITHLE R 3

~]# systemctl enable vsftpd.service
In -s "/usr/lib/systemd/system/vsftpd.service' /etc/systemd/system/multi-

user.target.wants/vsftpd.service'

¥ vsftpd £ ##% I

BIHE, — & THENLSW HRIE N Z 2% FTP 38, IXMERI 2 & - vsftpd
2 3 & I AL R Is AT 2 DR I, B3I B O R i B

B, ST MRS o BLE IP.

X, FTP ()31 DNS 5525 D Zi06) B Ef AL 2% o

2 vsftpd WA ANE] TP FRTE KIS, BERE ) 2 8585 DU R TH . N T 70K
vsftpd FEFER) 2 52, —ANRFIR R IR %% systemd service unit (vsftpd@.service) /&
# vsftpd ELER LAY .

N TERERS, — AN vsftpd FLE S (A FTP RS 43 522 75
LY, RAFAE fete/vstipd/ H 5% o 3X S80SO D I A ML B & BRI
fete/vsftpd/vsfipd-site-2.conf), FfHIHA root ISR

R MEE, EZEWTSEAE R 1Py %%

listen_address=N.N.N.N

N.N.N.N &y FTP 3ifi 50 IP Hiadik o Ranfs FH B2 1Pv6, MI{EH listen_address6
WA B S QA7 I fete/vstipd/ H 3%, B vsfipd #EFE, ATCAH LA
LR =E2]
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~]# systemctl start vsftpd@configuration-file-name.service

7ELL B ar A, 1B configuration-file-name 475 B (L B SCE 2R . 510
vsftpd-site-2, J¥&, .conf J5&E N EHMIERT .
R AR — kM B 8 2 A vsftpd #EFE

~]# systemctl start vsftpd.target
~]# systemctl enable vsftpd.target
In -s "/usr/lib/systemd/system/vsftpd.target' /etc/systemd/system/multi-

user.target.wants/vsftpd.target'

fi H TLS n%s vsftpd &4

TR FTP (B ARt (B SCESD . vsftpd #ERE AT U] TLS
KA EF LT INE . FTP & F i 2052 FF TLS.

TERC B U vsftpd.conf % & ssl_enable A YES 1 F TLS B2 FF.

. ECE vsftpd /8 H TLS

vsftpd.conf Ft & 14

ssl_enable=YES
ssl_tlsvl=YES
ssl_sslv2=NO
ssl_sslv3=NO

# J3 vsftpd service 43¢

~]# systemctl restart vsftpd.service

Al LA vsftpd.conf(5)H man F T T 2 A5 2

vsftpd 1] SELinux 7 fi%

SELinux RIS E L vsfipd 574732 (PA S HoAth fipd ?fﬁﬁ), B ST ol
], 9T SOV FTP SPARRERR U7 R RE e SCIFEH 5%, 75 250 Bl e AT o 24 1)
PR2E o

Blan, N T REMSEE % L0, public_content t FREZF A ZI B s HE 1 SO
MH. AL cheon fiT 4
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~]# chcon -R -t public_content_t /path/to/directory

/path/to/directory f&MEAR M BOARAE 1) H R4S, WREARE 7 —A BAL STt
1) H 3, 8205 it — AN HF A 0 45 25 public_content tw t. BRI 2 Ab,
allow_ftpd_anon_write UL TR E N 1, i setsebool A& W E

~]# setsebool -P allow_ftpd_anon_write=1

fRUEAE LA P FTP 150 home H 3%, 7883 70] BEBE =1 20 IR 55 78 1A
RAP XN EEE R E, ftp home dir IETULAIRE N 1. U vsftpd LA
ML R IE AT, ERFEE &SRR SHRIERGEP I ZRE WA,
ftpd is_daemon L AlXE N 1.

6.3.3. ITEIRE

ITEN B E T RRDRATEINLEC S, 4E973T VNG B30, STENHRIA H 3L
ITEN S AT ENHLE PR

Z L HAEHE T8 Unix BRI RSL(CUPS). A1 SRARFH I 5 G2 S il iR
WU PR 55 SR AE R gL A, (ERZ CUPS, fETHIUERER & RAFFTEINL

R
JaSHATERHLEC & T A
M 2AT JE ST ERHLEC E T H, %A system-config-printer, JEALECE T H
fEall. HE T R->FAERF->ITHRE, TR E TRBEsm~E.
$TEDIH -- localhost E3
iRS5#E(s) fTEDHL(P) ZER(V) #HEh(H)

Cc
TERRS AR B, ERaHBIREHERSHNEERIS—
TR
BHERS EiE

RiER

& 6-1 FTETRE
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6.4. £ chrony Z4HEE NTP

FEAT AT, CREFFGHIN A2 4R F EER, XAMRZER. Flun, fERs
b B RO H B TR BRI I R BT . 7E linux R, NTP BRS¢t
RIS ATAE P 2 (B S

F P 23 [ sy 3 R B RE AT WA T RN RGN B RN Bhae i 2
P Bh B2 IR R R (] HERf . 8% )48 A Time Stamp Counter (TSC). TSC &—4
CPU Zif7-as FRTHSL I BA%L . e R TR, ma He R 3 A .

BHWASFHEFERE RS, ntpd A1 chrony, >KE ntpd Al chrony . ATiffiid
A chrony A ()48 F 1 52 FHAZ 7 SR B8 37 R G o R 50 AP AL B K A 2844

6.4.1. chrony Z4/+H
Chrony SZIZATEH P 2 [P R M a2 ATTE T, R WRE H ML,

SACHAR Z W TR E I ntpd KX R GLH ]

6.4.1.1. ntpd A1 chronyd )2 5
B & B = 5 TN BB 535 . chronyd G898 L ntpd 407 58

Ut o

> AL ) KBRS [A] B B U7 B chronyd BE8% TAERIIRLF . ntpd 752
ARSI (A) S HE A RERE ARG

> chronyd BENETE X 25 438 IR TAE 14T

chronyd 38 & AT LA [F] A5 B e B R A 5 4 14D N (DR 52

> chronyd BEELE I 4 1 B 5 SR AR Ak By X0V T S 47 2, ER T i AR AR 3 2 iR
F& 1254k, ntpd BT B8 75 ZLAR K 8] 4 BE F & BT K.

> TEERNBCE T, 7E RS A shE N R B4 RS, chronyd WA ERE, N T A
FIELHARIZATFE T - ntpd W A] LG & AN FIP I 1A], (H B D6 25048 F AN [R]85
OB IX 25 — SE R

> 1 linux #ER %8 1, chronyd B8 7E—ME R HITE RIS [AE % . 1X o
BAE— MR B R E LA A TEAE . B, fE— LB L.
chronyd REWL— L% ntpd AN RE L1

> chronyd SCRFANST 28 I RS IE R ME— 7 V5 & Fhi AN o 0, 18 & 2 01 &
. chronyd REREAEANF B EFrhie & HE R E S, IR 2 8%
SRS R 2R

> chronyd $2t SR T A BRI 2 BICAR 2% ) B2 SIZIS I A B AP It 4 47 11 SR ATL
FE R P58 ] DU X SO0 7E 2R 40 8 B I U B R e i [R) 4 FH R fm
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(1) S B B R R A AE . B AERT A ATLE Linux.
ntpd 7] LA chronyd ASBEM) 3515

> ntpd 8 NTP iieA< 4 (RFC 5905), 4% #k, 4%, manycast 27 I AR
55 2o A LA o B3 SCHRPBILA M) B 13 B 1iE 7 28 5 T A FH N5 (RFC 5906) 6
chronyd f#i f§ NTP fliA< 3 (RFC 1305), FRZRA 4.

> ntpd WHEFEZ S H B IRENIMT chronyd ## T HAL I H 140 gpsd, Vi i 4
=R

6.4.1.2. NTP P4 dhfEpyik+

> Chrony 1] DA FETEIX L8 R 40 s F , dX 6 38 40 o 40 0 0 45 B ) kb 3 2
AEHEREM 2%, s sh AR LR S

> NTP P ifE (ntpd) POZFERELE RREAENRA L. R HEEH
IR B 1P, BRARAT 5 17 ek 2 s B 1Y) Autokey PSR 75 &S ntpd..
chrony fAX SCHERTFR B EH & A 3k, f#H MD5 V8 5 & 47 B iE RS (MAC),
SHAL 3 5 5 G A5 Bk 1 ntpd 38 SZRF Autokey VUEFRL, iZ AT LA
FIFH PKI £2%t. Autokey 7 RFC5906 H 45 fifiik .

6.4.2. ¥ CHRONY RHE
6.4.2.1. #f# chronyd

chronyd #& chrony H5F 3 32, EAT/EH P 2S00, HEIEITENZT RGN
o eI AR AN AR, A NTP W SCRIEAT A% . o851 FHIEATTH,
chronyd #4181 F f Jo 4% v SR AR AE SO . e W] A chronye FahiE47 12
M
6.4.2.2. Hf# chronyc

chronyd 7& chrony HIsFERE, AT LARE ar 247 414 chronye 54 XA T.H
AT — M SRR N — ey 20 LA chronyd #EAT S . ERIAAC B
chronyd fAX A HIY chronye #74-, chronyc AJ LABCE Y chronyd ] LA Ak
T4zl . chronyc 1 AZFEIEAT )G 8 —MECE chronyd #2352 fEiEH:. TP #ilik 7t
VFiERE S| chronyd N ™ k%424 o

HEf# chrony A & a4

chronyd BRI\ HIHC & ST /etc/chrony.conf, -f %I AT PL$E 7€ —ANHC B SCHE %
1%,

Comments
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Comments should be preceded by #, %, ; or !

allow

R, fRE DTN, TMEE MR IEZ — G UEN NTP k55 a5
PLEs. BRAEA SLVFIER.

Bilhn:

allow serverl.example.com

W FEHLA, FEE DL, IBATIER

allow 192.0.2.0/24

T8 — IR SV IERE

allow 2001:db8::/32

fg & — IPv6 ik

cmdallow

Zan 2 A allow dr 2 AHL, B 1B SRVFREE B M EEALR RSN QA
& NTP & P imdE N ). (F#liN, B2 chronye REWISITEH & FH 3t Hik
it AR TFE MR E] chronyd) fth B 7L Z —FE) . cmddeny all @y & Al

cmdallow all 7 22K40 .

dumpdir

TRAF: chronyd 5% 55 A & 77 52 H s 4

dumponexit

Nz a4 ZI1a 47 #, ‘B R chronyd 20y A - A TR] Y5 DR A7 0 5 F) DD 52
local

local JCBESF2 fUVF chronyd I8 & b e I8 Han N b AT I 8] [F)28, BPAf e f
[FUR o 1ZIETEE WA FH R AE master ML EAEH, fE—PMROSLIMNEEF, 21T
HHLFTREFD, master FHLTE i@ T Shi N OREFHER I H .

Bian:

local stratum 10
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log

log i 42 B FE L85 FOR g0 5 HAd . B BT e Tl
measurements

ZIETNES T IE LA R E S, A measurements.log SCAF
statistics

ZIEWhL T T R OGE R, AR statistics.log ST
tracking

ZIRIHE S T ARG R SR R Il A2 tracking.log SCF
rtc

RANETUL R T RS SE I 15 2

refclocks
EAEIEL S R JESH I e &, 4 A refelocks.log.
tempcomp

A RIS A R G AMEE R, 4K tempcomp.log S
log H BT FAFIAE logdir $5 7€ B H %

log measurements statistics tracking
logdir
i€ H ST H 3%

logdir /var/log/chrony

makestep

HH, chronyd HHRAE 75 K JR AR SO B, 15 R G0E P A LA I

Al ZE . FEFERFETEOL N, RGN M RESER TR, FEOZ BN AR
KIS TR 2 TE R B o %482 5| chronyd £ Ui 8 K T AN 1R B N 22 3
BRI, (HRAGLERDY chronyd 5 i Al 15 € R (Al {3 A S B R &5
BRI, AT 58 2 I b SR I A AR Ak

makestep 1000 10

maxchange
AR SCRIRE R NEIEWIEE, MR R TIREIRME, chronyd RF2TK
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FF HIBH, B ERIEZ syslog

maxchange 1000 1 2

FH MBS, chronyd # oA AR — AN B WAL E R ERT, Ko Rug
2 KT RE B m A 2B 1E

maxupdateskew

chronyd fIE55 2 — #it A2 BEAX T HIR 1 5 THEN LRI Bz AT f PR e L
% . maxupdateskew ZEUE M E LTI T 2GRN BE, REHBLT, BIEZ
1000ppm, &AW

maxupdateskew skew-in-ppm

noclientlog
RN BRAESH, &P Adsk log H&E
reselectdist

4 chronyd B[R] A5 P I RUA, E0R BE B Xl N R P R RS . SRT, 9 T
T G AT P BT R AT SRURAR A ) B B B, — A [ S O BE B A . BRIMIE LR,
PE B2 100 TRD .

(SN

reselectdist dist-in-seconds

stratumweight

stratumweight 5 2 W & 24 chronyd MR IR SR FIZBIRN, BN ZENIZTR
iz bR RIED . BRUASH T, CentOS 1 E A 0, il chronyd fEIEFIE
I 2GR JZ 2

A r

stratumweight dist-in-seconds

BRNTEDL R, dist-in-seconds A 1 72
rtcfile
rtcfile 84 € L T — AR BAFR, %304, chronyd 7] DARAFERER 5 4011 5K
I B T HERRPE(RTC) S 8. 1EVE RIS U2
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rtcfile /var/lib/chrony/rtc

rtesync

rtesyne f82 4 5 F — WA, AR, RGN EEE 11 0 8h =P D
FISLI P (RTC).

chronyc )% 4=

F1 Network Time Protocol (NTP)fHEt, PTP fx 3 Z ML 2 A 32 e, &
$51F 2 1Y) network interface controllers (NIC)F1 network switches. M KFIHE R 1 )
() [ 25 (R A 1

6.4.3. ¥ chrony
6.4.3.1. %% chrony
5 H root F 7 & 5%

~]# dnf install chrony

BRINI chrony 3EFEAL B /usr/sbin/chronyd . fiy 217 2 14 42 25 1 /usr/bin/chronyc .

6.4.3.2. fa & chronyd K7

~]$ systemctl status chronyd

6.4.3.3. J5 3 chronyd
Ja 5l

~]# systemctl start chronyd

BEITHLE 3l

~]# systemctl enable chronyd

6.4.3.4. XM chronyd
K H]
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~]# systemctl stop chronyd

BOHITHLE 5 3

~]# systemctl disable chronyd

6.4.3.5. ¥ chrony & 75 A5

N T K2 chrony 52 %5 [F20, f# A tracking, sources Al sourcestats 4.

f 7% chrony Tracking
s 1NN

~]$ chronyc tracking

TR

Reference ID

R 252 R0kl o Ban2 127.127.1.1, Rzt ENLE A BRAMTIE AT [F]
&, TRIEAEAEH local B3R

Stratum

A =

Ref time

B — KA R UTC I [a]

System time

RS [H]

Last offset

B Ja — U ) A%

RMS offset

18 A% E

Frequency

WHR chronyd %A AT, RGN HBEREZE, Fla: 1ppm BEER
i) 1 FD, T AESBRI AL 1.000001 5,

Residual freq

S 24 Ik R A R AR AR
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Skew

frequency Al TR 2%

Root delay

XA X 4% B 4 SR B I & RGN (1 stratum-1 THEALAG @A, 7E L
WIm G OL T, AR R BLA .

¥ 2 chrony K
s/ 1NN

~]$ chronyc sources

M

TP AR — N IRSTEE, =R A peer, #ERIRAMIELNIZH
IS 4

S

FOREHPRAE . *RoRIEEFRD, R CER, RN O, ? RoREE
CE R “X°RIA— I8P chronyd W\ A2 falseticker(15 oK 22 25 H A St Y ) B 8] /2
A=), <~ —NIREYI AU -E K2 AR .

Name/IP address

J5 ) 1P Hb kB A4 FR

Stratum

BRIE, B 1 RYTEENN T ARSEN S, 52 1 F2RHEHTEE 2,
H5E2 R ENAERE 3, LA,

Poll
SERVEME polled YRR, FIUIME N 6 FIBHE, #iF~EE 64s #H4T—IRIE .
Reach

BoniR e — MBIIREII T . —BORAE UM R 2 TH] . FEE mhd By B
IrEP NI LR B LA . 10 B R B ICEX A

LastRx

BoREJa— MREIRIERIN A . —BORAE LB 2. S8 mhd By BoR
grt N JURE L. 10 SERME R R A WX N .

Last sample

WA 3. 735 A LI b 5 5 T A 0 0 Y T ) (i 2

K2 chrony RSt
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sourcestats 74 {715 =4 B B AGL A FA R R A% T R A A S 2. v S8
g gdaE, BERITKN. EXMEIT, BIMNAT R A HREEES]

~]$ chronyc sourcestats

Name/IP address

NTP fik 55 % 1 Lk

NP

EAEAS R BB AT R 5% 2 TR B o A% T R P I AR B A T o X 6
BEATEAE RS

NR

X RIZAT I residuals FA A A [H A5 (& .

Span

X B A BRI B R AR A 2 T R [a] [ B o G SR A s B HME, SR
iy eaac it I v 1 R T P o

Frequency

T RIRIRIAR, ERXMIELT, RN 17107 M Tk 55 &
K

Freq Skew

fliTh iR 22 5 IR

Offset

it A A% &=

Std Dev

KRG FEA bR EZE

6.4.3.6. T-3hii%E RGN B
i/t
~]J# chronyc
chrony> password commandkey-password
200 OK

chrony> makestep
200 OK
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6.4.4. ANFEFIFHRIRE chrony
6.4.4.1. —MRDIEEZK RS A chrony

XA T2 T £ 4018 dial-on-demand 3E4% . 1EF BORC B N i 2 52 5 A0 R
U B IR T 2 452 . 15 5, B e AlAf A Jete/chrony. BRI\ ¥ & B0 B 220 F DA R JU A

driftfile /var/lib/chrony/drift
commandkey 1

keyfile /etc/chrony.keys

command key ID & £ ¢ FE I % A2 B, N AF & commandkey {H , /etc/chrony.keys .
VNN NTP A% #s

server 0.pool.ntp.org offline
server 1.pool.ntp.org offline
server 2.pool.ntp.org offline
server 3.pool.ntp.org offline

6.4.4.2. N—/ NI ML RS E chrony
FE— A NRASFIGMAS X 28 BEAT 32 (RN B X 28 v, o] DA — & THEEHLAE
NIFTAI N, ENUE N AR b
7t master FHL F, Zi4E/etc/chrony.conf
driftfile /var/lib/chrony/drift
commandkey 1
keyfile /etc/chrony.keys
initstepslew 10 clientl client3 client6
local stratum 8
manual
allow 192.0.2.0

192.0.2.0 & AT LA S ¥R 42 ) 1~ I s
=P ubles b, Wi /ete/chrony.conf

server master
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driftfile /var/lib/chrony/drift

logdir /var/log/chrony

log measurements statistics tracking
keyfile /etc/chrony.keys
commandkey 24

local stratum 10

initstepslew 20 master

allow 192.0.2.123

192.0.2.123 52 master EHLIKIHIL .

6.4.5. ¥ chronyc
6.4.5.1. ¥ chronyc f%i chronyd
HEN chronyc 138 H 5L 1

~]J# chronyc -a

chronyc 25 LA root A $0AT . -a iE TR A H ACHY keys H 38 5%
chronyc iy 447 Jt i

chronyc>

&R LME A help BoR AT 4
] DA AR AL B S 34T AN

chronyc command

6.4.5.2. 1#iF chronyc k47T f e 5
B & chrony R chronyd, #30F:

~]$ chronyc -h hostname

$5 3 i 1
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~]$ chronyc -h hostname -p port

port A& F K32 il A1 5 $52 F2 chronyd
5k 2 AU N D

chronyc> password password

200 OK

BIR AV 2 4
B AR MDS WA, 1075 B 05 403 authhash & 7E4

chronyc> authhash SHA1

chronyc> password
HEX:A6CFC50C9C93AB6ES5A19754C246242FC5471BCDF

200 OK

6.5. BCE NTP{#H NTPD

6.5.1. NTP /+H

NTP 2 % 2& i 7] B (Network Time Protocol), ‘&2 H Sk a5 W 2% & AN it
SEEATL R IST 1) ER) B0 L o

6.5.2. NTP 42

NTP 7 )z~

Stratum 0:

JEFEh A5 ) s 6 A GPS
» GPS (Global Positioning System)

Y

Mobile Phone Systems
» Low Frequency Radio Broadcasts WWVB (Colorado, USA.), JJY-40 and JJY-60
(Japan), DCF77 (Germany), and MSF (United Kingdom)
XEAE 5] DL B I 5, JFARH i RS-232 BB ARG E N — 14
2 Bt 1UYE A RIS 1) R 55 %

Stratum 1:
HLA B N T JC 2681 GPS B8 a5+
Stratum 2:
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M Stratum 1 BEHL, AR 9 R JZ IR 55 4%

Stratum 3:

M Stratum 2 BEHL, AF 9 R JZ IR 55 45

Stratum n+1:

M Stratum n BEHL, AR 9 R JZ IR 55 45

Stratum 15:

M Stratum 14 BHC, AR ERZE R RS &

6.5.3. M NTP

4T S 0T S5 SR AF R GE I NTP 5, 76 RFC 1305 Network Time
Protocol (Version 3) Specification, Implementation and Analysis 1 RFC 5905
Network Time Protocol Version 4: Protocol #1 Algorithms Specification A F 4 1A

6.5.4. E# drift X1

drift SCAFICSRRAFE RGN AR 5 UTC I S 2 11 w7 5 o

6.5.5. UTC, TIMEZONES A1 DST

NTP 5€4:7E UTC (Universal Time, Coordinated) ' , Timezones 1 DST (Daylight
Saving Time)# A RGN . /etc/localtime J&/usr/share/zoneinfo 115 Ul 844 4%
RTC A] RefEA R ] 8# UTC H, fE/etc/adjtime 2 —ATHa . XA ] LA
18 RTC B4t E . HP v LUMRITER)f ] System Clock Uses UTC f£ Date and
Time P HC & 547 e B K2 2.

6.5.6. NTP S 4R {FEEIH

TEMATN S, T v] DLE G &% NTP @ik T Xl . 7248 F A L) NTP I
I, 79D, fE/ete/ntp.conf SXAEH, A 3 N aFtE. RIAA A4
U5, ntpd K2 2SR o AR S 1 XU 75 22, AT LA BT 8 BN T S B SenE

ERONI AR T 2 75 BRI o R a0 8 ohoE R W & Bk, ] RLASE A
disable auth 7E ntp.conf X 4F 7.

6.5.7. FEREIHLH B HRT ]

REFUNLASBE A F B SE 1 hardware clock J H B FUNLE B SRR E . 72 ER T M
B m RS AR EER G, kvm BRI kvm-clock.

6.5.8. HEBFED

AP, s&da A ORRFE A S B T A I 2], HE PR E RS — e
FERRECEH (AT REAEZEARD XA A 3G ki 1 AP . BTk E
AN SRS 1 (G Z R BEEE SRR, 2t s (R
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G-I 2 [A)AH 22 5 31)40.9 AP, st Ak sk 1 80 (=, &Ja—0r
oy 59 ) B etk 1A CIEEP, &E—08 611D E—RINEA T
ERECA IS AR

6.5.9. Hf# ntpd ELE L

SEPRERE ntpd 7E RSS2 ECE S I EUEC B SO fete/ntp.conf, B8 AT DU
T A B E S .

~]$ less /etc/ntp.conf

NI A ER A A C B35
The driftfile entry
drift SCHF A

driftfile /var/lib/ntp/drift

The access control entries

L AT B¢ BRIV i) 2] BR 1)

restrict default nomodify notrap nopeer noquery

nomodify EIT: BH IEA& PG B S

notrap i&M: [ 1E ntpde 251 B WM A

nopeer i%&3i: B 1k peer Bk BT,

noquery iEi: [y 1k ntpq F1 ntpde ), (55 A B (8] &1

B A S AP FE AN 75 2 127.0.0.0/8 HuhkEL. BRI restrict 4T FHIEATA AE
VRN

# the administrative functions.
restrict 127.0.0.1
restrict ::1

UG T B — NN R, T AR s it
FNEAR KR A RV, ONERIA restrict. SN T A TEE, Flan, ft
Y 192.0.2.0/24 /X 2% 3347 I 18] fr 2 1
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restrict 192.0.2.0 mask 255.255.255.0 nomodify notrap nopeer

WmRRZERFRE—6ENL, #a 192.0.2.250/32

restrict 192.0.2.250

R B A HEE mask, 255.255.255.255 ¥ plifE e
The public servers entr

FRINET, ntp.conf it & A& U A LIRS 2%

server 0.rhel.pool.ntp.org iburst
server 1.rhel.pool.ntp.org iburst
server 2.rhel.pool.ntp.org iburst

server 3.rhel.pool.ntp.org iburst

The broadcast multicast servers entry

ERIA, ntp.conf W& TR ZBAER MG T, LR KREE B2 H

6.5.10. ZA# ntpd K sysconfig (44
XA SRR 2 AE ntpd J3 3RS WAL EIA I e B . BRI N AT

# Command line options for ntpd
OPTIONS="-g"

-g JEIAT LAE ntpd 20 1000s HfRAS EFR A, Sl [R5 ) a] RS A% Bk
T 1000s, {HAMNAAERGRAAII AR BT IX A LTI %, ntpd £EWH2 &
KT 1000s Fm i 5 R H

6.5.11. 251k chrony

mAW R

~]# systemctl stop chronyd
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HUYH chrony FFHL)E sl

~]# systemctl disable chronyd

BEIRE

~]$ systemctl status chronyd

6.5.12. K # NTP SFHFHBER T2

mAWE

~J# dnf install ntp

6.5.13. ntpd K&

~J# dnf install ntp

E ntpd JTHHLE SN

~]# systemctl enable ntpd

6.5.14. B2 ntp KPIRZ
2 ntpd J2& 15847

~]$ systemctl status ntpd

AREL ntpd KRR

~]$ ntpstat

6.5.15. AL B B k8% R 1F ntp BHEAN

ntp f#F] UDP £, %1 123 . WAZ0EEAES fo Vil B ki .

for 25 517 K B ISz Fo 1 ntp A& 4, 155 EJE 51 Firewall Configuration T.H. .

Ja 3l firewall-config, st Super f8iE N, i firewall 3 HiZ [ 28, Bk
WG E & DT AP 2,
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L ATHEN
~]# firewall-config

SHedER AL N . XE firewall-config T H RS /7 4% (] s 4
HEFE firewalld.

6.5.15.1. &4 firewall it &

NT R ILECE AR, TPk FH 2K H Configuration +&1%#E N Runtime. Y
TS IC B S N —IRB AR, 16 N R %4 Permanent
6.5.15.2. 9T s <K $ik i 11

FTFF firewall-config T. B, e#Em2s, o AR%, i Wi t4l. Port
and Protocol & T, H A1 123, Fh @ik udp

6.5.16. it B ntpdate ik 552%
ntpdate ik 5542 A 7 B BN A AE R 48 3h A% .

1 ¥ ntpdate 55 A& 51847
~]$ systemctl status ntpdate
WEITHLE )
~]# systemctl enable ntpdate

TEBR VAT RELR 1=y R 55 A R AE R AL R B, BRN Jete/ntp/step-tickers SCAFEL &
0.rhel.pool.ntp.org. #INAN/ME ntpdate Ik 55 2%, Jmfi/etc/ntp/step-tickers. k55 #%
HIECRE R AEER, KON ntpdate F2 A0 HIXASFREC— XN (a5 B . R —
AR RIS TR IR 55 2%, 7R 28— AT N IZ RSS2 bk o 7E 58 —ATR & IR 55
o

6.5.17. BEL & ntp

BEERIAE ntp IR FSECE, il /ete/ntp.conf SCAF. Z 3 &A ntpd — ik
6.5.17.1. Fic B NTP AR5 Vs inl 4%

Ym%E ntp.conf, fdH restrict A7 4>

# Hosts on local network are less restricted.
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# restrict 192.168.1.0 mask 255.255.255.0 nomodify notrap

restrict {5 F
restrict option

option: FJLLZ—AMFIZAS

> ignore Fr B I G5 1 2% L4 ntpq A1 ntpde 73]

>  kod———"M“Kiss-o'-death™ 0 512 LAY/ D AN 06 L 1) 25 9]

> limited—— AR HHR W35 R TR, A0 SARS R . ntpg Al ntpde A
W AN SZ 5

> lowpriotrap IRAR e G UL IC = L5 e 1 P B

> nomodify—BH IE &ML &

> noquery——FH IE ntpq Al ntpde B #Y, ANELFEHT 6] &

> nopeer——H 1= peer I & T L

> noserve——[% | ntpq 1 ntpde T, HLFTA I

> notrap K7 1E ntpde $5 63 B PSR B

> notrust——E 48 A AL B 4y 6k A £

> ntpport—— B, KR ULEL NTP UDP portl23

> version FELEANULEE 4 HT NTP hRA £

NI A A&, BE#EZRS], restrict 7] LLF A limited £,
ul ntpd AU B KoD ##i €, restrict 24254# H limited A1 kod i1l
ntpg A1 ntpde ) AT H T EUK B, ANEF R noquery 1ET

6.5.17.2. It B & NTP AR 5% %% 1 3 2 R 1]
25 restrict NI limited &I, WNREAMEEFHEGARGERSE, v UAEH
discard 7% »

(i S/
discard [average value] [minimum value] [monitor value]
18 7€ VR HI BN B ARRE, E 2 — NS4 log2 1.
BRIMEAE 3 (2 =7, 4T 8
i € VI BRI BEL7E log2 e — N34 BRME

» average

>  minimum
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1R —IRT, AT 28
fEEBIE AN EFMER, —HRdFRROSHERES . Rl
fE5 3000 #b . IXANIEDUE T RS 2R B0 345 1000 BE 295 3K

discard &%+

> monitor

discard average 4

discard average 4 minimum 2

6.5.17.3. %11 peer Hidik
£ ntp.conf Pt & LA N peer #r 4

peer address

address 72—~ ip Hili-5 DNS FliRAIFI A K. address DR LE A — ZH R
o Peers WAUHA /D —"DASF FIBS A1

6.5.17.4. IS IR 55 23 ik
WIN— MRS g, ZRSS 8 21847 NTP R4S HAE S 5 )2 . 7F ntp.conf
A, fFH server fn 4

server address

address A& R H) 1P HihkEE DNS 51544 F5
6.5.17.5. i IN—AN) B B 2 #E i 55 A bk

IIN—A) R 2 R Ak bk, R U, IR HE NTP A 35 1 ik
7E ntp.conf A, {# ] broadcast

I

broadcast address

6.5.17.6. s i1—> Manycast %/ Hidik
NN manycast 25 Sk, 7E ntp.conf XAFH, ¥S I manycastclient #74.
AT

manycastclient address
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Za S E RGN NTP %) b Z48 I LARIIN 9% 7 S A1 55 4% 3 o

6.5.17.7. %N Broadcast 7/ i ik
NIN broadcast & Fumiihl, 7E ntp.conf X, #¥HN broadcastclient f74 o
R

broadcastclient

Za S E RGN NTP %) b Z48 I LARIIN 9% 7 S A1 55 4% 3 o

6.5.17.8. %% in—> Manycast % 5% 2% ki
75N manycast R 55 ay ik, 7E ntp.conf SCAEH, S manycastserver fiy 4
& r

manycastserver address

A TR RGN NTP RS AS . REEAT LA A% P AR S B

6.5.17.9. 7/ — 4 Multicast A 55 2% ik
N0 multicast IR 55 #8331, 7E ntp.conf XA, ¥S I multicastclient iy 4>
T~

multicastclient address

A ST RGN NTP B 58 . 50T WAL o 5 R 25 3

6.5.17.10. fic & Burst £

AEFAIE NTP RSS2 — e FHZE T, 1ZIE0UE 776 3 42U
FFEFP .

TE R 55 2% iy 4 45 RN N4

burst
6.5.17.11. B & iburst &I

TE IR 55 2% i 2 G5 R IZ A% 19

iburst
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6.5.17.12. i F key Bt & Symmetric Authentication
TEMR S 438 peer 72 Ja, USINZIE T

key number

number & —~ 1 3| 65534 B4, Zk WA DLAE 20 P8 B A 4 message
authentication code (MAC). 1%L peer,server,broadcast, 1 manycastclient 742>

8.
Jetc/ntp.conf, A& :

server 192.168.1.1 key 10
broadcast 192.168.1.255 key 20
manycastclient 239.255.254.254 key 30

6.5.17.13. B & Poll Interval
BEERIN poll interval, TEHRSS 250K peer 72 J5, WS INZI%E I

minpoll value and maxpoll value

6.5.17.14. & R4 2 e
FaE — RS RIS %%, 1E server T peer iy 4 G A %1% T

prefer

6.5.17.15. N NTP £z & Time-to-Live
1E server BY, peer i 2> J5 Us 1% 126 i

ttl value

6.5.17.16. [FCE NTP {4 F A
1E server BY, peer iy 2> & s 11345

version value

% 158 W / #3017\



FoEN R RLRE = U 55 s R AE RSEVI0 R GUE B 0L T

6.5.18. FL BT 4P EHT
Tt B AR SR (8] SE T i A8 (RTC), fE/etc/sysconfig/ntpdate #s 11 PA T £ T

SYNC_HWCLOCK=yes

LRI

~]# hwclock --systohc

6.5.19. it B 8hIR
TE RSG5 H AT FH g

~]$ cd /sys/devices/system/clocksource/clocksource0/
$ cat available_clocksource

$ cat current_clocksource

7 o BB ER, ENAZE) GRUB BL I clocksource, 151 21

~]# grubby --args=clocksource=tsc --update-kernel=DEFAULT

6.6. ¥ ptp4l BicE PTP

6.6.1. PTP A+&H

Precision Time Protocol (PTP) #& F /X 2% A i 8 [R] 20 i Wil o A5 FH B &5 A
SRR, ZEHE@EP) NTP k. PTP B SCHRrp R4 AW A P 23 1] B i
W= IR 55 2 5 R G linux WAZSCRF PTP I8P linuxptp #21% BRI 23

XA linuxptp ELEL & ptp4l A1 phe2sys B 2HFEIZPITH o ptpdl #2758 T PTP
T G RN SN e o AR VR, & T PTP REARI 0 5 e RS, 5K
PRI, BT RGNS L8 EIE . phe2sys FEFp A 7R SHEAE R,
ZR G [F] 25 2] PTP A4 B X 2% 452 11 R (NIC).6

6.6.1.1. PTP HIff &1

1 Network Time Protocol (NTP)AHEL, PTP f 3= ZIAIAG AR B (1 30 HF, A
F51F 2 1) network interface controllers (NIC)F network switches. K FIHE & 1 i
[F) [ 232 R 12k
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6.6.2. f£MH PTP
TR PTP, PRI 45 SRl 0 SR SR L

6.6.2.1. KX IR B AT S Fr
1 F ethtool iy &5 1)

~]# ethtool -T eth3

eth3 JE AR K A 182 1

W SCRFRRIN AR, 20 2 DL 24K

> SOF TIMESTAMPING SOFTWARE

> SOF TIMESTAMPING TX SOFTWARE

> SOF TIMESTAMPING RX SOFTWARE
R SCRERE LRI TR, it & LR 224K

» SOF_TIMESTAMPING_RAW_HARDWARE

SOF_TIMESTAMPING_TX_HARDWARE

> SOF_TIMESTAMPING_RX_HARDWARE

Y

6.6.2.2. %% PTP
~J# dnf install linuxptp

X ¥ 42235 ptpdl A1 phe2sys.

6.6.2.3. Ji 3l ptp4l

ptp4l AT LU IS ay AT ECEAE MRS B 8. 4 ptpdl fEN— ARSI, AT LAFE
Jetc/sysconfig/ptpdl 48 & 1L W . A E ZAE AIRS B 7 24T A3, W AfE
Jetc/ptp4l.conf $8 B IE T . /etc/sysconfig/ptpdl SCAH£L 55 -flete/ptp4l.conf 17, iX4xik
ptp4l B2H/etc/ptpdl.conf LA

YE MRS J5 81 ptpal

~]# systemctl start ptp4l
fS FH e 2 ATI81T ptp4l
~1# ptp4l -i eth3 -m

EHEE R
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ptp41[81921.804]: selected /dev/ptp0 as PTP clock

ptp41[81921.805]: driver changed our HWTSTAMP options

ptp41[81921.806]: tx_type 1notl

ptp41[81921.806]: rx_filter 1 not 12

ptp41[81921.806]: port 1: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81921.806]: port 0: INITIALIZING to LISTENING on
INIT_COMPLETE

ptp41[81929.604]: port 1: LISTENING to MASTER on
ANNOUNCE_RECEIPT_TIMEOUT_EXPIRES

103% ptpdl H &

BN, HESUHZ Ki% 3]/ var/log/messages. -m &I H & B bR
i, BERS N debugging FEL(E B .

FIF AR AR, -s BT, AT

~]# ptp4l -i eth3 -m -S

B AR T 2 AL

A 2 MAFRRER T E LG, Be AN Bk AT e

-P

-P 1% 4% peer-to-peer(P2P) FEIE Ml EALH]

P2P L& E G, BIAEXT S PR AL TR, AT HE bE I ARATL i) 58 v )
AR .

-E

-E %% end-to-end(E2E)ZER I EALH . 1% 52 BRI 13 T

E2E A A& request-response ZEIR ALl

-A

-A FTIFZEIRALHI ) H Bk %

H BILETIT T 12 ptp4l 1) E2E 30, U1 752, W LSO P2P AR5

6.6.3. MEMEOMA PTP

FEAS RN 25 1 22 452 LT PTP, A5 b 22008 I I AR e RS O P B 20

sysctl ZHA4FF R WA AT IS o X IEFEIZ T RS, W] DME Ay 247 8%
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B M ete/sysctl.conf CAF
BN loose #3, &R

~]J# sysctl -w net.ipv4.conf.default.rp_filter=2

sysctl -w net.ipv4.conf.all.rp_filter=2

N TR LB MU ) B8 AR 3 KA 3, 8 net.ipv4.interface.rp_filter i
AT, i, eml MZEHEEN

~]# sysctl -w net.ipv4.conf.eml.rp_filter=2

N T B SUIEL B K AE 2L, 1B iete/sysctl.conf U Fl: A TAESTA
HIPIR IR, B Mete/sysctl.conf, U1K s

net.ipv4.conf.all.rp_filter=2
WR B — B AR, 407 Pk

net.ipv4.conf.interface.rp_filter=2

6.6.4. #EE—NEEH
BAAABONIECE S, e 2RI AT I R T R, A -f BT

~]# ptp4l -f /etc/ptp4dl.conf
—AACE NS, AT ethd -m —S IET, 41 F R

~]# cat /etc/ptp4l.conf

6.6.5. fF PTP &HE i
PTP I HER P, pme 7] DL SRIKELAA ptpdl 15 B .

~]# pmc -u -b 0 'GET CURRENT_DATA_SET'

~J# pmc -u -b 0 'GET TIME_STATUS_NFP'

A pme EHam4

~]# pmc --help
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6.6.6. [FIET4P
phc2sys 2 7 Kok & Gik [a] [ 25 #) PTP ) hardware clock (PHC). phc2sys
AR 55 0 B A /ete/sysconfig/phe2sys. BRIAAC & 41T

OPTIONS="-a -r"

-a LI TS phe2sys RERL[RIZD R H ptpdl N A FIR 8. EXGEREE PTP iy IR
AIARAL, AH N R B REE TR [F) R I B, RGN B A R 8, BRAE
-1 IR E o WERIEARLE RGBSy — N, F8E -r I K.

& /etc/sysconfig/phe2sys &, o phe2sys k55

~]# systemctl restart phc2sys

IEFEEOLR, fFH systemetl a5 2K 5 38h, 15 IEAME S phe2sys Ik .
RIS AAEAE F IR 55 )5 Bl phe2sys, #ER] PLE Ay 247K 8 31

~J# phc2sys -a -r
-a JETUE 1 phe2sys Befi® [0k H ptpdl A B S, an SRR LE R Gem gh
FN— AN, HRRE -r I X
s -5 e TR 25 SR Geif Sh 22 0 7 1) PTP BEAR I &b, {54
~]# phc2sys -s eth3 -w

-W BT RFIZ AT (1 ptpdl B A5 PTP WP, K5 TAI & UTC fmfe =
IEHRENF, PTP #{E4E nternational Atomic Time(TAI), Gl A/ (¥R
Coordinated Universal Time(UTC). 4 TAI A1 UTC HR#% &2 35s. IEFP I
NEM BRI fige, RS B T o0, EANBE RS K E IR H-w 1T
BRI, AT RS -0 1B WOR BT e A2 & 1 15
~]# phc2sys -s eth3 -O -35

Y phe2sys servo b THURASKE, PP ASE, BRIE-S EBREEH A .
X EWRE phe2sys FEFF L JIAE ptpdl F257 LASHT PTP B4 In 8h R 28 J5 5 8. A
-w JET0, phc2sys AHTE ptpdl JG B3, FINE SR, HE ptpdl &R .
phe2sys AJ LME 9k JE 3

~]# systemctl start phc2sys
MPARS BT R B, AT DU IE AE /ete/sysconfig/phe2sys U448 € o
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6.6.7. HUERT B][F]
2 PTP Inf[a][A)20 TAE IR B, 8 B8R % 2 DL AR B8 R T B
ptp4l A1 phe2sys. iXLe{E B A] LUFE /var/log/messages A& F o
ptp4l[352.359]: selected /dev/ptp0 as PTP clock

ptp4l[352.361]: port 1: INITIALIZING to LISTENING on INITIALIZE
ptp4I[352.361]: port 0: INITIALIZING to LISTENING on INITIALIZE

phc2sys % i 16 7

phc2sys[526.527]: Waiting for ptp4l...
phc2sys[527.528]: Waiting for ptp4l...
phc2sys[528.528]: phc offset 55341 s0 freq +0 delay
2729
phc2sys[529.528]: phc offset 54658 s1 freq -37690 delay 2725

ptpdl A —/Nr4 summary_interval, °]CLJ/ZDHIH, BOAEL T, e
FTED—25A8 2. AT LB OB 1024 FT EI— 1K, 1E/ete/ptp4l.conf SCAFE LA T 47

summary_interval 10
—A~ ptpdl i #F-, #H summary interval 6

ptp4l: [615.253] selected /dev/ptp0 as PTP clock
ptp4l: [615.255] port 1: INITIALIZING to LISTENING on INITIALIZE

/0 I phe2sys g, o DU -u 13
~]# phc2sys -u summary-updates
summary-updates *& P85 H L, Bl

~]# phc2sys -s eth3 -w -m -u 60

6.6.8. i NTP k% PTP BH]
ntpd SFHHERE AT DARC B R ol 18] 5 A& B 18], RGEHS A]2 B ptp4]l F1 phe2sys
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fEH LOCAL I 18] Xzt AT AP . O 7B IE ntpd % RGES 8, ntp.conf ST
IRANRENSFR TEARAT NTP 5545 LAl 1

~]# cat /etc/ntp.conf
server  127.127.1.0
fudge 127.127.1.0 stratum O

6.6.9. {#/H PTP RS NTP B [d]
NTP £ PTP [FZ 2 AT REMT . 24 ntpd & H K [EE RGEN TR, ptpdl 7 LLfE
priorityl JEIIAC BN grandmaster BF8f, #id PTP RS £k 70 K I .

~]# cat /etc/ptp4l.conf
[global]

priorityl 127

[eth3]

# ptp4l -f /etc/ptp4l.conf

fs AR RIS TR BK, 7% 2248 phe2sys SR [FI2D PTP BRI B 2 R 8h . (R0
phc2sys & —ANR55, Ymi/etc/sysconfig/phe2sys 34, ERINFIECE a1 F

OPTIONS="-a -r"
i root FH 7, i

~]# vi letc/sysconfig/phc2sys
OPTIONS="-a -r -r"

FEIX L, -r TS E 2 R, fOiF PTP MR AR 4 A 2R Ge i b i3k AT [R) 25
#H J5 phc2sys

~]# systemctl restart phc2sys

B 1k PTP WA g 19484k, n] DL % B 5 /N P (proportional) A1 1
(integral)

~]# phc2sys -a -r -r -P 0.01 -1 0.0001

6.6.10. 8/ timemaster [E]2F PTP 8¢ NTP B /a
A LUE H timemaster F2 571k 2 Ge A () 2R 0T B B ()95 3047 R 20 . PTP B[] /&
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i phc2sys A ptpdl #&4it, i#idf# A shared memory driver. NTP s¢# it FEREWS LL
BTA BRI AR AT A 2D

JA BN, timemaster i —MECE UM, ZBCE U1 E NTP A1 PTP
I TR, A AW (X 2% 42 1A 3 B =1 PTP I8 4, A2 A ptp4l #1 chronyd
oY ntpd fic & SCPF, 530 ptpdl, phc2sys £ phc2sys B ntpd.

6.6.10.1. 1/ N—"MR %% )8 35 timemaster
% F root FH F

~]# systemctl start timemaster

JE B, 25zl /etc/timemaster.conf it B S

6.6.10.2. FiLfi# timemaster fiC & SC1F
BRI\ BOEC B SR AT

~]$ less /etc/timemaster.conf

# Configuration file for timemaster
#[ntp_server ntp-server.local]
#minpoll 4

#maxpoll 4

#[ptp_domain 0]
#interfaces eth0

[timemaster]

ntp_program chronyd

[chrony.conf]

include /etc/chrony.conf

[ntp.conf]
includefile /etc/ntp.conf
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[ptp4l.conf]

[chronyd]
path /usr/sbin/chronyd

options -u chrony

[ntpd]
path /usr/sbin/ntpd
options -u ntp:ntp -g

[phc2sys]
path /usr/sbin/phc2sys

[ptp4l]
path /usr/sbin/ptp4l
ERRERar 44T

[ntp_server address]

XA~ NTP RS #% X K517, ntp-server.local & — P AH LAN ff] NTP
k5525 o
ER B4R

[ptp_domain number]

PTP domain /&40 PTP W%, BATREEHH B[R . EATTAT LAEGE AN ] LA
Hoe b 47 [0 « S A R 7 4 e — M8 IX B 45— PTP 1) grandmaster
I B

e TR N

[timemaster]

BRIAH timemaster FCE SCAFELE T ntpd A1 chrony EEE (/etc/ntp conf B
fetc/chronyd.conf), N [ BEMEEL 27 n) BR ) 1) e B AN AR 2 X EWE AR
JE I NTP Ik 55 2= BE 8 Al timemaster — 4 A H]
6.6.10.3.Fic & timemaster %5

S 4RiE timemaster BB SO
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1) FTHF/etc/timemaster.conf it B S
2) XFFRE—A NTP k5528, EAEIESI{E A timemaster, )% [ntp_server address]
TB.
3) UNINEAEI S IR, gwiE#[ptp_domain O] B s in -, B+ T -
[ptp_domain Q]

interfaces ethO

[ptp_domain 1]
interfaces ethl

4) BN EAEA ntpd /4 NTP sp# R, 7E[timemaster] 7 BUE SCER A entry,
chronyd &4 ntpd.

5) i chronyd {28 NTP k%545, 7E[chrony.conf]== Btis ISk )ik 1,
ZEERIN K include /etc/chrony.confentry .

6) BRuifEH ntpd FJ9 NTP k55 4%, fE[chrony.conf] B INERSMIIE T, (EER
PANH include /etc/ntp.confentry .

7) fE[ptpdl.conflFBt, INHIIATATHE ZE4% D12 ptpdl A= s BT B SO T

8) fE[chronyd] B, WHIIALA[Ay 24T, 244 timemaster U Ml B %y & 5 ZA% 14

2 chronyd.
9) {fE[ntpd] 7B, WHUEATAT AT, 4% timemaster 7 in] i i% iy & 75 EAL &
ntpd.

10) fE[phc2sys]FB, WIATATar 44T, 44k timemaster 15 1al i 1%y & 75 224408
% phc2sys.

11) 7E[ptpal|FB, IIMEM 44T, 4% timemaster 15 [ 1%y 4 7 BfEH 2
ptp4l.

12) fRAFHCE SO, HJF timemaster.

~]# systemctl restart timemaster

6.6.11. IR

ptpdl A1 phc2sys i FH Ge 8 IC & % ¥ () adaptive servo. *f T PI servo 3K
v, BERNHBETATELE P UWECE . 7£ ptpdl HAEH, 7FEA
fete/ptp4l.conf AL B A ML AT
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clock_servo linreg

3 ptp4l k5
~]# systemctl restart ptp4l

7 phe2sys A F, 75 B AE /etc/sysconfig/phe2sys fit B SCAFAR N LA R 47
-E linreg

# J3 phc2sys IR%%

~]# systemctl restart phc2sys
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B-LE W E3ME

71, RghiETHR

HERERR I, ERWERRN RS E BN EREE, 2, BN%
B QTR H 2 N N AE e TR S A], ARy X7 %, DL ROEAEIs {7
RS BAEEE AT K Ut B fer 4 B LA fi B RS ok A FR BT JEBLIEE ik 25 2 45
RATRREZXEGEE.

71.1. BERGHE
7.1.1.1. M ps &

Ps i 2 R RS ATIHRR G B« BERAEM— S YIER, 7R BRiiE e
HIEEPAT A I RGUSAT R I — AR R a0 R AR R 2 BB SC N AR 81 R
TR EAH top i M RGN

R A F RGP PTA#E, 7] LLE shell AT 4

ps ax

XTI AR, psax i@ 2 Won 3R PID, SEREAKHE A% b, it
PR, BERR ST CPU I IH], AT AT TR 44 5 il

~18 ps ax

AR SRR AL, TS

ps aux

% 7 ps ax fr R HEHME AL, ps aux I& WORBFRA E 4T, G
CPU MWAHI A b, LA 9 AL R 7R RE AU N AF R/ INRAS e B N A R
N, BERETFARIEAT IR Ta] o

T LI ps dr&A1 grep e @ AH &R EE KL R S EIs T, B, =
HIE Emacs 7& SAEIEAT, (MR IHX A2

~]$ ps ax | grep emacs

A XA A TR 56 8 53, £ ps(1) man T
7.1.1.2. M top dr %

Top fir 2 7R Rt Ia AT PRSI 5138 . ek 2 s s B afERa®E
BIFIE], 4HT CPU MINAERIE A ZR, 1247 MR e . IR AT LI iR i 5
B R, ] DAgs BERE HR P R AL — AR
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1ZAT top V%, 7F shell I T4

top

XTI RIEERE, top i W #ERE ) PID,BERE PN H 42 7, HEREIL e
2%, #FENICE {5, HEREMEHNEMAL, HREMEH AR HRMEA LS, B
L AL, BRERPIRES, R NAF AT CPU I E 2 b, 3R 5 CPU
[ IR BT RTAAT SO 427

N AT DA top — S I A EL B A 4 -

R 8-1 ZZH top e

e 5%
[Space] ARV RN
[h] BN B
" AICHFE . IR R MNEFE ID DARE IR TG
=l
[n] R ORI RS . BRI RN B
[u] e H P AR
[M] N EHF
[P] ¥ CPU i FH ZHF 7
[q] B top

7.1.13. HH ARG RET A
F PRl DUE R Gl f T B A E &S B M EHRHERE, SRR s 2%
PLERIEIERE . FFER->Fi B R ->RG RS i, .
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RGNS [ x |

LiREM) KEE FE(V) BEHEH)
e AE  XHRY%

Fi—o%h. EO#. +TRSHNTHREHE: 011, 003, 001

#Hi2R v RE % CPU  Nice ID RE  FRAE L] {7k
[#]accounts-daemon ETH 0 0 1378 9.8 M do_sys_poll accounts-daemon.se F¥ °
B acpi_thermal_pm ETH 0 -20 110 FaJf rescuer_thread ES
[Elactivation-daemon ETH 0 0 3984 17.2 P do_sys_poll dbus.service 2
[Elagent BT 0 0 3496 6.9 M do_sys_poll session-5.scope g
[Elagent EFH 0 0 2686 6.9 M do_sys_poll session-4.scope %
[Elagetty =Tt 0 0 2188 1.1 M do_select serial-getty@ttyAMA [F&
0

Bata_sff =7t -20 43 A oJf rescuer_thread E[3-1=1
4 »

& 7-1 #FE

XA ERE, Raihixr TRESERERENLTE, W&, #HE NICE 14,
HEFEAE FH N AFAN CPU B E 43 b, ERR G PID, SRR 545 (il A bR S8 i
Y. I TR A AT DO HERR B R B B HEAT T U R RS

BINR G s THS BR (g H P i REsR, B g a5 28 T
ANRBEI, ] DA S

> BRI

> BRI

> BE UG R

> EE R

> Ak, AR A TR
> BB RE SR

> 3k HERE G RS HERE

7.12. BENFEHBR
7.1.2.1. ffiH free %

1] free M2 T LAEH RS WA C LA I NAE, £ shell THIALIT 6y

B

free

Free iy 4 1] AR (LY BE W AZ AIAZ ¥ S (A OAE B . BRI LB R AR &E, i
FINAE RN, ZFIRNAE RN, FEERF RN, buff KN cache HIR/INCA K&
B H. BlFuF:

~1$ free
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BRI free A5 oo/, an SRAB LA A B AT PUIN-m B350, 40F

~]$ free -m

7122 HARGHETH
ARG TR SRR 28 UURT LA 2R G 25 R A A7 RN LA H 114
Ko, Rl BHIRAR 2 WA RGN A IS DL

RALNE Ex
BMEM) KE(E) JFAHV) BHEH)
#E AR XARK
CPU
g . —_— N
Il cPur 1.0% Il cPu2 10 Il cPus 123 I cPus 10%
RENZRAHE
¥ Y Sl
EM24GB (64.8%), SE273.8GB B/ 12.7MB (0.8%), 22X 1.6GB
REHE
4; EEER 11.4 KB/# ‘ FELRZ 490.0 KB/#
SHEEK 5.3 MB SiERE 387.8 MB
& 72 BE

TENAFNE ey X BT, R Geias T B 7R N A7 IS8 343 DX 1 s A FH 136
FOPER A7 ANAE 4 53 XA RN DL R A 2

7.1.3. BF CPUfEH
7131 fHARGHRETHR

M TR B R RSN CPU TSN, £ CPU T, RGhiE THE
v CPU 7 524 RN CPU 4 Al H 2 (1) B R B R/ B & NS R
7.1.3.2. ffiH] Isblk A7 4>

Isblk i 7] LLE IR R G0 0] DU A B 2% . B L blkid iy 3R B 2 115 B
A A% Az H . BN udev EEHUE B, P ILIE root P ER AT DAE A . IRk
%5 R T EAE shell HAUW T4

Isblk

R — B B &, Isblk ERE R & A, FIRRSS, W& EE A LUH
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R, WS RAN, iR R, waRM, B, Bl

~1$ 1sblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

|-vdal 252:1 0 500M O part /boot

*-vda2 252:2 0 19.5G 0 part

|-vg kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /

*-vg kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

BRI Isblk fir< AR S Mt Beist &, W SRAESRIBCE 22 18L& 45 24 -1
24, Biln:

~1$ Isblk -1

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sr0 11:0 1 1024M 0 rom

vda 252:0 0 20G 0 rom

vdal 252:1 0 500M 0 part /boot

vda2 252:2 0 19.5G 0 part

vg _kvm-lv_root (dm-0) 253:0 0 18G 0 lvm /
vg_kvm-lv_swap (dm-1) 253:1 0 1.5G 0 lvm [SWAP]

A RA HAr TR 56 8 51 3%, AF 1sblk(8) man Fift.

7.1.3.3. {# blkid fy4
blkid 52 7] LB R TR SR EE E. B2 root LR, K ItIE root H
PR Gefd F 1sblk £, DL root S5 1E shell HIA U T 4:

blkid

B DI AIRBIE, blkid B BRI HEE, #lin UUID, i 240K
B, BiR%. BT

~1]# blkid

/dev/vdal: UUID="7fa9¢c421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"
/dev/vda2: UUID="71vY zk-TnnK-oPjf-ipdD-cofz-DXaJ-gPdgBW"
TYPE="LVM2 member"

/dev/mapper/vg_kvm-lv_root: UUID="a07b967¢c-71a0-4925-ab02-
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aebcad2ae824"

TYPE="ext4"

/dev/mapper/vg kvm-lv_swap: UUID="d7ef54ca-9c41-4de4-aclb-
4193b0c1ddb6"

TYPE="swap"

BRI blkid fir = Ron A Al HAOER L o IR R —BRe %, HEAE
e N 7 44«

blkid device name

B, MEREE/devivdal BIME S, LLroot F F BUBR S A\ fin

~]# blkid /dev/vdal
/dev/vdal: UUID="7fa9¢421-0054-4555-b0ca-b470a97a3d84" TYPE="ext4"

£ _ET (2 A -p All-o BT R PAIREUE 2 401515 5, An 2[RI 7 2L root
BLUIR o

blkid -po udev /dev/vdal

B4

~]# bl kid -poud ev /d ev/vd al

ID_FS UUID=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS UUID ENC=7fa9c421-0054-4555-b0ca-b470a97a3d84
ID_FS_VERSION=1.0

ID_FS TYPE=ext4

ID_FS USAGE=filesystem

B R Ha TR 52 ¥ 53%, £ blkid(8) man T/t
7.1.3.4. f# ] findmnt £ 4
findmnt iy 2 8 R U AT U RS, 1E shell BEIALI T4

findmnt

BAIIHECE RS, findmnt 67 BoR R A, RS, RS
IESPNIEES- S
Bilan.

% 175 W / #3017\



KYLIN

FEAIBIR BRI LS R B FARIRE RAVI0O RAEH L TFM

-]% findmnt
TARGET SOURCE FSTYPE
OPTIONS
/ fdev/mapper/rhel-root

xTs
rw,relatime, seclabel,attr2,inode64, noquota
}=#/proc proc proc
rw,nosuid, nodev, noexec, relatime
| F/proc/sys/fs/binfmt_misc systemd-1 autofs
rw, relatime, fd=32, pgrp=1, timeout=300, minproto=5, maxproto=5,direct
| “/proc/fs/nfsd sunrpc nfsd
rw, relatime
b=+sys sysfs sysfs
rw, nosuid, nodev, noexec, relatime, seclabel
| }—fsys!kernelfsecurity securityfs securityfs
rw, nosuld, nodev, noexec, relatime
| |-#sys/fs/cgroup tmpfs tmpfs

rw, nosuid, nodev, noexec, seclabel, mode=755
[output truncated]

BRI findmnt DUR AL EE M5 H SO RS, a0 RABSRIE 2 &5 2 m-1
24, filn:

findmnt -1

(ZLUE

~]$ findmnt -1

T 0] Dk B R SRR R S R G, (8-t 1R TR, 5T B S R G,
(LU

findmnt —t type

Bln, SaRPra R xfs RS

~]$ find mnt -t xfs

A RA HAr SATIERI 56 8 513, A% findmnt(8) man FHf.

7.1.35. fiiH df w4
df iy &% R G HEEL S ) A RS, 7E shell AW R4

df

H— MV CH RS, df e BR XRG4 T, K (BLK F
FIONEAL), G A S (A4S M F RS, R A8 2 TR) el s /NSO 3 - 45
TR
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~]$ df

Filesystem 1K-blocks Used Available Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18618236 4357360 13315112 25% /

tmpfs 380376 288 380088 1% /dev/shm

/dev/vdal 495844 77029 393215 17% /boot
BRI df fr 2 om0 ORIy CBA K S5 N A0, WA= Tal s S i, d A o)
AR B A R CBL K AT B o AR DL M 15 G 7719 o 7 248 A -h 6 101,
2R ITA] LLLL 55 3205 AR 2R AR BE A 2 18] R0
Bl .

~]$ df -h

Filesystem Size Used Avail Use% Mounted on

/dev/mapper/vg_kvm-lv_root 18G 4.2G 13G 25% /

tmpfs 372M 288K 372M 1% /dev/shm

/dev/vdal 485M 76M 384M 17% /boot
AR ATERIIR) 56 ¥ 83%, EF df(1) man Tt
7.1.36. M/ du v

du &7 LLEF SRR/ du a & AINSE0T DL R BEAS1 H s 3e

IR/ N Hn .
~1$ du
14972 ./Downloads

4 ./.mozilla/extensions
4 ./.mozilla/plugins
12 ./mozilla
15004 .
UGN T, du dr AT N A SR B RO S O . anSRAE DL 5 i3k
JiA (MB M GB) s ko, ATLLIRINZH-h. Bilin;
~1$ du -h
15M ./Downloads

4.0K ./.mozilla/extensions
4.0K ./.mozilla/plugins
12K ./.mozilla

15M .

FEPIRARSE du frS2 o 200 H A SRR, dn 2R AR oR H sk
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Eoame BT LI = IR 5 AR REVI0 RGE B T
HSCAR R RN AT LA I 2 4-s, 151 40 -

~]$ du -sh

I5M..
HRATH - ATERI) SR, AF du(l) man Fit.

7137 (ARG EETA
ERG W T RS RG2S 7] LA RR 7 N EE SO RS AL

2[R RAE FA O

RS x|
SiaE(v) BWE(E) #HR(V) BBMH
#HE #AE XARE
- BR v XE OBm R QL ER
,‘:Idev!mawer{klas-rvut ! xfs 13.2GB 14GB 14GB 11.8GB
I /dev/sda2 /boot xfs 1.16GB 689.6 MB 689.6 MB 373.7 M ([l 35%
I /dev/sdal /boot/efi viat 209.5 MB 203.5 MB 203.5MB 6.0 MB| 2%
D,’dewsro /run/media/root/Kylin-Server-10 iso9660 3.9 GB 0FH 0FH 3.9 GB

& 7-3 XHRSG%

MK R S, RS TR SR es, HbsEdEs, X
RGERAUMNURNN, il 2 1) A5 FH R /NAR AR K/

714, BEEAEE
7.1.4.1. {EH Ispci AT %

Ispei a2 A LA IR PCL A4k ERIZ&E R, B/RITE 1) PCl & TE shell B
AN Ay 4

~1$ Ispci
T ] DU -v e 0% 8 25 VEARAE 2., R -vv 1 T & 25 SR TEA IS B

~18 Ispci -v

AR HAr TR e 8 513, £ 1spci(8) man FHf .
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7.1.4.2. ffH] Isusb iy %

Isusb 7% 7] LN usb 4415 B o EFTA B usb W45 BAE shell B A
N
~]$ Isusb

AT ATS In-v Z 8B R B VRN E B .

~]$ Isusb -v

AR ar SATIEDU E R SR, BF Isusb(8) man F .

7.1.4.3. M Iscpu i &

Iscpu a2 IR 4T RGN cpu 58, 5503 cpu #H,

%, A, cpu RIHEAFESE, 1E shell Fi A4 :

Ry, M, K

~1$ Iscpu

BRI g SATIEDI e 8B K, &F Iscpu(l) man FH.

7.15. MEBAHHER

LT = IR S5 A4 E R GG IN 1B OB S A S LA o SX AL 2
DIMMs W8 A7 R iR FIAR R A 2 A 2 LR 05 BB %, JF HARRS R M 2 2
(B2 . FH P 25 A B 5737 BERE rasdaemon 23 38 A1 A0 BRIX 26 b P AZ AL BREZ A
APSEMETT PRI M R A, e BT, XANThRELARTH edac-utils 32

fit, BUZE dH SF YRR rasdaemon F2 4L

4% rasdaemon 75 5 root AR

~]# dnf install rasdaemon

JABN RS AT

~]# systemctl start rasdaemon

BN THI B A 2 2 i 2 12 Pt T

~1]$ rasdaemon --help

2 1E rasdaemon(8) man Ffit B 0T 1A Hifid

£ 179 W / #3017\




FoEN R R IR 5 2R E R V0 RGUE B 5 T

ras-mc-ctl [ B2t 7 —Fn] IfEH EDAC BXsh i /7%, R AUl fy4n] LA
A LT .

~]$ ras-mc-ctl --help

A 1L ras-me-ctl (8) man FMt B T A ik

7.1.6. fEF Net-SNMP M#k: 66

SRR AL 2R 55 28R R GG Net-SNMP #AE &4, Hh s —A Ri%
(AT 4™ F2 B4 7 BA X 28 A B B0 (SNIMIP) AR, 4R K FL Sk () SRR 2 /T LA
PR TINKRENRG RS EIES — RV T A, XL T HASCH SNMP
Wo

AFTHRAL T X TR E Net-SNMP ARHME I 9 245 22 4 M S bk RE A dE
SNMP iUk ZE A B SNMP ACHE DU 5 52 UM REFE 45 -
7.1.6.1. %% Net-SNMP

Net-SNMP FAFEAF AT VR BT BUBE & IR S5 S 3 E R Gt V10 KAT IR —
41 RPM B4 . 4% 8-2 A ] Net-SNMP  # A MER 7 BN A TH N2

=% 8-2 TTH Net-SNMP HR{G-H

BHe RUE
net-snmp SNMP AR 7 3Pt FEAISCRY o Hi 1 B B 7 XA
net-snmp-libs | netsnmp FEMHZEHE FAEEPE (MIBs). it 1t e s if5 2
XA

net-snmp-utils | SNMP % /7 55 41 snmpget A1 snmpwalk. 75 ZZ 4L LA
2 if) SNMP £ ¢ 1 RE XL

net-snmp-perl | mib2c F2/FF1 NetSNMP Perl bk . A0 & HH wl i 1@ iE HE AL 1

net-snmp-python | Python ] SNMP % /= Ui 2 . A0 2 H AT el i S 1 1

LA AR 7 A dnf A%

dnf install package...

B, ZeEELEARTT B AR o H A8 Y SNMP ARER 747 i FE AT SNMP 2%
Ui, LA root SARLE shell SN T A4 :

~]# dnf install net-snmp net-snmp-libs net-snmp-utils
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7.1.6.2. 15T Net-SNMP =74 g fe

net-snmp P SNMP ARRELSFHIEFE snmpd. AT & HEA W] J5
3, fFEIEMEFEE) snmpd MRS HIME R . A RTEERIT LIS = 2 IR 55 2 4 R R
V10 RS HE BIRS ITEANE B2 0 5.1 fH systemd & B R Gk 55 .

=k &5

1247 snmpd k%5 LA root S {7 7E shell BEA U1 T 54

systemctl start snmpd.service

e B 5 L AE R GUR 3 e B 2 IRIs AT an T a4

systemctl enable snmpd.service

(AN E
{51k snmpd AR 45 LA root S 43 7E shell AU N4

systemctl stop snmpd.service

Fic Bk 55 (6 AR R GLR B e I AT UaisAT, AW~ a2

systemctl disable snmpd.service

HJH RS
# J3 snmpd Ik 55 LA root H37E shell FEA U 74

systemctl restart snmpd.service

A 7 LIRS FE B T IR . BRI R, TR LR %, 2
(LU fir s

systemctl reload snmpd.service

X 2=124T snmp RS L FEFINEELE -
7.1.6.3. FHCE Net-SNMP

FUE L Net-SNMP AP IBCE, JwiH/etc/snmp/snmpd.conf Bt E S
4o BRTAT LIS 2 IR 55 2R BAE R G V10 5 BIERIA T snmpd.conf SR K @1+
B, AT DME A — AR I AR T B SR A

AT EEANAHBAE WHMES: RERSE BHBEWNIE. FXTHRE
B MIEAE S, 1525 snmpd.conf(5)FM . BbAb, 7E net-snmp HAFE A
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—AN4 0y snmpd.conf HJSEFHARR, AT BLAISR AZZ B.5 A SACEEAC & .
7 EE BN 2 net-snmp-util 31F AL 06 A 22 A% 8 e AT B AR TS BT R 1Y
snmpwalk SZH 2T .

systemctl reload snmpd.service

WERGME L
Net-SNMP J8Id R IR AL 1 — LA R G5 2. i, T snmpwalk
Frdi & wos B BOACEAC B RS

~]# snmpwalk -v2c¢ -c public localhost system

FRATEOLT, sysName X Rk E Y FHL4 . sysLocation Al sysContact Xf 5
A AfE /ete/snmp/snmpd.conf S Id 248 syslocation Al syscontact HM{E#E AL E -
Bl an:

syslocation Datacenter, Row 4, Rack 3

syscontact UNIX ~Admin <admin@ example.com>

EBCE A, BRI E, IR EXIZE1T snmpwalk Ay H
Hie B 5 AR AL

~]# systemctl reload snmp.service

~]# snmpwalk -v2c -c public localhost system

B B AR

Net-SNMP CHE 7 72 5 SCREATE =N A SNMP B, RTPIANRRAS (1
FT2¢) 8IS FH A S S AL 1T B 00 B A BOrIE o 12 AT ER R AR R ) 50 P i 3
R 2 LRI R . LT R AR 4 BB SCAL 3, XN R4,
SNMP W5 3 WS HEAEH 2 Rl i A P AAIEFIAS EN%% . Net-SNMP fERIE
CFE SSH jdiE, # A X.509 UEH TLS WAUEFT Kerberos AIIE

i B SNMP A 2¢

ERCE SNMP A 2¢ HI#EIX, 7E/etc/snmp/snmpd.conf Fit & SC4 4 H RO
X RW # X 54 F54 kg2 R

directive community [source [OID]]

A, community EFHLXZRFE, source & IP HuhkE 7™, OID %
SNMP W EEAEYT i) J@ P . i, N Fe 40 P et RS REM Ui iH, %
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e A A T BB AR DA H “kylin

rocommunity kylin 127.0.0.1 .1.3.6.1.2.1.1

] snmpwalk 7y 2 H A I0-v Fl-c ZHnT LA &

~]# snmpwalk -v2c¢ -c kylin localhost system

EZ & SNMP it 3

FHCE SNMP A 3, f#iH] net-snmp-create-v3-user iy . a4 a4 insk H
#l/var/lib/net-snmp/snmpd.conf Fl/etc/snmp/snmpd.conf A4, XA A AT PAEY
B P IERAI A {E =, net-snmp-create-v3-user 72 R A RBEB A IEITHN 4 5
B17. FHPIRBIEIEE T “admin”H 7, Z<kylinsnmp”:

~]# systemctl stop snmpd.service

~]# net-snmp-create-v3-user

net-snmp-create-v3-user i 2 ¥s Il rwuser 84 (BCUHE ML) -ro Ay 24T LT
H rouser) #l/etc/snmp/snmpd.conf HFIF AN rwcommunity F1 rocommunity % =X
EIEE

directive user [no auth|auth|priv] [OID]

HH, user 2H /44, OID /& SNMP ##fitiim . ERINELL R, Net-SNMP
RN AVF EIETIRBUAIER (auth JETD . noauth I AT LA f0VF R LA 1E
3K, priv % T A FH 0% authpriv 2608 52 B1E 3K 06 200368 1o 352 ASURA B 52 43 I

Bilhn, NH—ATRRRTHS “admin”i5 15 1] A -

rwuser admin authpriv .1

NTMABCE, EEKHFHEX TR snmp Hx, fEZHXTOIE
snmp.conf 34 (~/.snmp/snmp.conf), U T4

defVersion 3
defSecurityLevel authPriv
defSecurityName admin

defPassphrase kylinsnmp

snmpwalk iy 475 7 AT I 2 FH X LU A B A

~]$ snmpwalk -v3 localhost system
SNMPv2-MIB::sysDescr.0 = STRING: Linux localhost.localdomain 3.10.0-
123.el7.x86_64 #1 SMP Mon May 5 11:16:57 EDT 2014 x86_64
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[output truncated]

7.1.6.4. WRHIEER

BT LR 1o IR 55 B A RS0 Net-SNMP AFEAE SNMP Wil Bt T £
FREREAE S BbAh, mr L@ A RE 23 RPM WIFIER, RE4HTIZ
TR SR A RS R T E

AL 75T OIDs 7£ SNMP b1 BEREIA « & (B & R4t £ %2 net-snmp-
utils BAEAL, - HH % T15 8 SNMP B, 21 8.1.7.3 it B AR FR R 11

TP &

£, $5 Net-SNMP ] Host Resources MIB $& 43t | EALR 7 v A2 e B4 R 344
BLE . K% 8-3 AT OIDs &45 1 1£ MIB T A] LISRELIAN[E ) OID

R 8-3 WK OIDs

OID

ik

HOST-RESOURCES-MIB::hrSystem

ﬁl/\__ﬂX;%éﬁ{; Ty ﬁﬂ #/QHTHE Fﬂ
FIEH, s iR .

HOST-RESOURCES-MIB::hrStorage

B AR R G A LU

HOST-RESOURCES-MIB::hrDevices

BEPTH AL S, ML e Mt
RGINE

HOST-RESOURCES-MIB::hrSWRun

WGP IEAEIEAT R B3R

HOST-RESOURCES-MIB::

BEHRERTPNAM CPU il

MIB::hrSWlnstalled

hrSWRunPerf B, # ® % kK B T HOST-
RESOURCES-MIB::hrSWRun.
HOST-RESOURCES- 5 RPM 3 FE I F13R .

1F Host Resources MIB H, iF —Lu] H 4 Z K0 & B2 H SNMP %£.
T B0 F %1 7 HOST-RESOURCES-MIB:: hrFSTable:

~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrFSTable

SNMP table: HOST-RESOURCES-MIB:

Index MountPoint RemoteMountPoint

‘hrFSTable

Type

Access Bootable StoragelIndex LastFullBackupDate LastPartialBackupDate

1 s

readWrite true 31
5 "/dev/shm"

readWrite false 35
6 "/boot"

readWrite false 36

" HOST-RESOURCES-TYPES: :hrFSLinuxExt2

0-1-1,0:0:0.0 0-1-1,0:0:0.0
HOST-RESOURCES-TYPES: :hrFSOther
0-1-1,0:0:0.0 0-1-1,0:0:0.0

" HOST-RESOURCES-TYPES: :hrFSLinuxExt2

0-1-1,0:0:0.0 0-1-1,0:0:0.0
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KT HOST -RESOURCES-MIB [ £ {5 K., 7] LA# % /usr/share/snmp/mi
bs/HOST-RESOURCES-MIB. txt 3 {4

CPU N fEEE

UCD-SNMP-MIB K 2 £ 5 4e 1 Re i /& il . systemStats OID $2 it 1
LB b T SR A T A

~]$ snmpwalk localhost UCD -SNMP -MIB: : systemStats

¥inlse, ssCpuRawUser, ssCpuRawSystem, ssCpuRawWait Al ssCpuRawldle
OIDs &AL THEAS LM E R G0 5 ZAE T 1 K& I AL BRI 8] 76 A A% 2 8] 20
FA[E)EY /O I 4E R A . ssRawSwapln A1 ssRawSwapOut 1] # € R 4t N A7 & 15
FERITHEH A .

UCD-SNMP-MIB:: memory OID 1R % A H () W75 B AN free A 22540

~|$ snmpwalk localhost UCD -SNMP -MIB: : memory

UCD-SNMP-MIB ) 471 % 42) 17 /& 7] F #] . SNMP ) UCD-SNMP-MIB:: laTable
2B 1 8t 5 2080 AT 15 2% i B 4 35 T .

~]% snmptable localhost UCD-SNMP-MIB: :1laTable
SNMP table: UCD-SNMP-MIB::laTable

laIndex laNames laload laConfig lalLoadInt laloadFloat laErrorFlag

laErrMessage
1 Load-1 0.00 12.00 o] 0.0RBOBO noError
2 Load-5 0.00 12 .00 0] 0.000000 noError
3 Load-15 0.00 12.00 c] 0.000000 noError
A RGBS S

Host Resources MIB 24t S R R/ NEHE R . BN RS (LK
B WA 7E HO ST-RESOURCES-MIB: : hrStorageTable & HH —4~ A\ 11:
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~]% snmptable -Cb localhost HOST-RESOURCES-MIB: : hrStorageTable
SNMP table: HOST-RESOURCES-MIB::hrStorageTable

Index Type Descr
AllocationUnits Size Used AllocationFailures
1 HOST -RESOURCES-TYPES: :hrStorageRam Physical memory
1024 Bytes 1021588 388064 ?
3 HOST-RESOURCES-TYPES::hrStorageVirtualMemory Virtual memory
1024 Bytes 2045580 388064 ?
6 HOST-RESOURCES-TYPES: : hrStorageOther Memory buffers
1024 Bytes 1021588 31048 ?
7 HOST-RESOURCES-TYPES: : hrStorageOther Cached memory
1024 Bytes 216604 216604 ?
10 HOST-RESOURCES-TYPES: :hrStorageVirtualMemory Swap space
1024 Bytes 1023992 0] ?
31 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /
4096 Bytes 2277614 250391 ?
35 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /dev/shm
4096 Bytes 127698 0] ?
36 HOST-RESOURCES-TYPES: :hrStorageFixedDisk /boot
1024 Bytes 198337 26694 ?

HOST-RESOURCES-MIB: : hrStorageSize 1 HOST-RESOURCESMIB::
hrStorageUsed H* ] ODI # F K i+ B RA I RIR D & .

1/0 ¥ #57E UCD-SNMP-MIB::systemStats 1 UCD-DISKIO-MIB::diskIOT able
K HGE AT JEE R T EIEA R EE, 5 H OID f1 diskIONReadX Al
diskIO NWrittenX HAZ 14028, H T8 R0 )8 S0 R UM 5 A Bk & 1) 5
T

~]% snmptable -Cb localhost UCD-DISKIO-MIB: :diskIOTable

SNMP table: UCD-DISKIO-MIB::diskIOTable

Index Device NRead MNWritten Reads Writes LAl LAS LA1S NReadX
NWrittenx

25 sda 216886272 139109376 16409 4894 7 ? ? 216886272

139109376
26 sdal 2455552 5120 613 2 ? ? ? 2455552
5120
27 sda2 1486848 c] 332 o] ? ? ? 1486848
]
28 sda3 212321280 139104256 15312 4871 7 ? ? 212321280
139104256
S EPS)

Interfaces MIB $2 LN 2% % 215 B . IF-MIB::ifTable &t 7 —/ SNMP %,
g AN O K L E NS R A B X N R A — AN H . A
F oK ifTabel ER43 %1, CERT KRG LA PIH 48 .

~]$ snmptable -Cb localhost IF-MIB: : ifTable

WX 2% B MR HE IF-MIB: : ifOutOctets 1 IF-MIB: : ifInOctets H2fit, T
SNMP BT BRI RS FE— DO MK R E.

~]$ snmpwalk localhost IF-MIB: : ifDescr
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¥ J& 1) Net-SNMP

Net-SNMP REEA] DAY R BISE fpR i A RA RN & . X{EFAER
RIFAVERE R R R SR HR R . i, AR RE R RS 15 080 5 et
FE RIS ERAS A T B, H ST A2 R0 i RS AE R AL FE 8000 ANVH
BN 15 7B s R 2 . N IR A i BB R A R A
RGN EE, X ARVFEASF I 57 #5000 X RatkRe nT AL (i,
1400 10,000 2515 B2 H N1 5134 2 100,000

L FEER T LIS = IR S5 AR E R R V10 — LN HFRFIEIE SNMP
Net-SNMP AP USSR I & A LR 5 2ok AR 2 i N AR 7 o A9
IS shell JIATIRTILR) Perl flfFRY BACH . R RS net-snmp-utils Al
net-snmp-perl £ L& %2k, [AINFH A AR AL TT 7] SNMP

f8 FH shell A4S & Net-SNMP

7E Net-SNMP AR fE T —/N"J& MIB (NET-SNMP-EXTEND-MIB), A LA
IOk & WAEE K shell A . 245 %€ I shell Bl AKIiz1T, W M1
fetc/snmp/snmpd.conf LA extend $54 . — HiE X, REHSEALR B 1E
SNMP E g & WAEAT4 o T BRI AL, A H E 72 R &
httpd BEFEFIELE .

ER:

Net-SNMP AAHESEfE 7 — AN RIPLHIET proc i St SRR EZH1E
AT LA FE snmpd.conf (5)F 11 .

N shell B HOIR HAD & A2 45 7€ I 18] /) R 88 112 4T ) httpd FEREEL

#1/bin/sh
NUMPIDS="pgrep httpd | wc -1’
exit SNUMPIDS

N TAEEA AL SNMP ERTH, #HIIAS S 2] KRGkt BRI E,
BB TTHATAL, FEEAIN extend #5421/ etc/snmp/snmp.cof A4 . AN extend $54
iR S IR

extend name prog args

name fEARIR extend HFFH, prog & ZIEITHFET, args REANTETHIZ
B Blan, Wi L shell JA & i 2] /usr/local/bin/check _apache.sh, T IHI 44
LU INAIA 2] SNMP ## .
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extend httpd_pids /bin/sh /usr/local/bin/check apache.sh

A AT LAZE NET -SNMP -EXT END -MIB: : nsExtend Objects H1 251 5,

~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd _pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs. "httpd pids" = STRING:
/usr/local/bin/check_apache.sh

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

read(1)

NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-

EXTEND-

permanent(4)

NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -
NET - SNMP -

EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-
EXTEND-

MIB
MIB
MIB
MIB

MIB

MIB
MIB
MIB
MIB
MIB
MIB

s:nsExtendInput."httpd_pids" = STRING:

i :nsExtendCacheTime."httpd_pids" = INTEGER: &
i :nsExtendExecType."httpd_pids" = INTEGER: exec(1)
i :nsExtendRunType. "httpd_pids" = INTEGER: run-on-

rinsExtendStorage. "httpd_pids" = INTEGER:

rinsExtendStatus. "httpd_pids" = INTEGER: active(1)
:insExtendOutputiline. "httpd_pids" = STRING:
rinsExtendOutputFull."httpd_pids" = STRING:
(insExtendOutNumLines."httpd_pids" = INTEGER: 1
iinsExtendResult."httpd_pids" = INTEGER: 8
rinsExtendOutLine. "httpd_pids".1 = STRING:

TR, BB E AR OREIFR S 8), FHe Lt 77858
Mo AT ERBERNZ EEE, extend FEL5EM T AFKIZSH. Hln, H K
AT DA 8 52 UL AR 2 745 R AR 2, JF HARR Y — A SOR 4 R R R

NIEREEL

#!/bin/sh
PATTERN=$1
NUMPIDS="pgrep SPATTERN | wc -I'

echo "There are SNUMPIDS $PATTERN processes."
exit SNUMPIDS

2 b TR B AR B # DL 3 /usr/local/bin/check proc.sh T, 4T T I
fete/snmp/snmpd.conf LA IHE 42 7R H httpd F1 snmpd FEFEEL

extend httpd pids /bin/sh /ust/local/bin/check proc.sh httpd
extend snmpd_pids /bin/sh /usr/local/bin/check proc.sh snmpd

NTH BB F B8 snmpwalk #ir4 %F nsExtend Objects OID ) #i i -
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~]% snmpwalk localhost NET-SNMP-EXTEND-MIB: :nsExtendObjects
NET-SNMP-EXTEND-MIB: :nsExtendNumEntries.® = INTEGER: 2
NET-SNMP-EXTEND-MIB: :nsExtendCommand. "httpd_pids" = STRING: /bin/sh

NET-SNMP-EXTEND-MIB: :nsExtendCommand. "snmpd_pids" = STRING: /bin/sh
NET-SNMP-EXTEND-MIB: :nsExtendArgs."httpd_pids" = STRING:
fusr/local/bin/check_proc.sh httpd

NET-SNMP-EXTEND-MIB: :nsExtendArgs."snmpd_pids" = STRING:
fusr/local/bin/check_proc.sh snmpd

NET-SNMP-EXTEND-MIB: :nsExtendInput."httpd_pids" = STRING:

NET-SNMP-EXTEND-MIB: :nsExtendInput."snmpd_pids" = STRING:
NET-SNMP-EXTEND-MIB: :nsExtendResult."httpd_pids" = INTEGER: 8
NET-SNMP-EXTEND-MIB: :nsExtendResult."snmpd_pids" = INTEGER: 1
NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "httpd_pids".1 = STRING: There are 8
httpd processes.

NET-SNMP-EXTEND-MIB: :nsExtendOutLine. "snmpd_pids".1 = STRING: There are 1
snmpd processes

®5:
BHOR A IR L 0-255 RYYEFE . )T 256 AOfE, Bnl DA A BAS i)
Pt (BN TR D By AR AR T

72. BEMEEHEXMHF

HEXF2EE RGE B, RN, ks Bisfr N T .
ANEE HE S ARBE S, Flan, F—FE0A RS HESF, —F R 2H
TAeE RN I, AT E S HE X

i B O 2 4 1) ) i, ik B RN N AZ SR B A B - R R A &
R, HEXRIEEAHHE . AT RENRE AT DR 3| H E 301, ﬁﬂ@ﬁﬁ
HESCHE, UURAEHEHFREET 4

— e H E SN 4N 1syslogd [ SE R BERERE . 1% rsyslogd SFHPHERE 2
H A sysklogd H‘J*ﬁiﬁﬂiﬁﬁ, IR ft Ty RIS eSS, W EE RS, S
ic B 3R T0, A N\ s A5, i TCP 5 UDP WS T 41 o 75 BEE K 2 rsyslogd
5 sysklogd & HEA

H E AR LU journald sE4 iR AT B B, Z5r 9 i RE A2 systemd HIZH
. journald ~FH#FEMIR RAHEHE, NWZHEHE, Y146 RAM AL
WA s BN B hR s BT B, DL IRSS AR A R Y, XLl B
BATER G, RGP . A H B, B R AN R 5] k) 5
i, ool TR, FERALTECRIERAE, T H e AR TR EEH 1D o
15 5. M journald A4 s H E SRR UNEOL R AR — BEAAER, HEXFR
PRAFAE W A7 B/ run/log/journal/ H 5% R HIFAE M IX . il k&R £ 50R T H AW
17, UEIERNEEWRE, RFEFICTFBHEMER. B2, RETURNE - ES
% 7.5.5 fERERFLLAAAE . AT EAE R, WH2 W 7.5 FHBE.
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BIANEH T, XWMEx LEIFFAEEM RS journald SFH TR & fF o ]
A FETH, Bt 7 LEOH T @ g4 B EE B s . @
journald 3B [ BE#% % K& 3| /run/systemd/journal/syslog E4%7, 7] LLH rsyslogd
BE— DAL PR . SR, rsyslogd BRINEIT imjournal i ABEER, M4 1 _BIR
MERT . BIERLMEA omjournal HELM rsyslogd 2| journald 7EAH & 77 M) 4%
iR . 2 W, 7.2.7 Syslogd MR55 A H EWIAS B . BERUAE LT SOA I H & S8
— B 7 AR ZEY, DA OR AT BE 1 R AR e B8 T rsyslogd A2
o F4b, &R LA S5 — B % R 4Ed rsyslogd HE . (S 7.3Syslogd H
B

721 HEXHRIMLE

VF 2 rsyslogd 4E3 1) H & SCHETE /ete/rsyslog.conf BC B S AF Hidsk . KL
(1) H B var/log/ H3x T o — 28N AR P41 40 httpd #1 samba 7£/var/log/ H 5%
THHBACKHBEX.

TR RE T BB E var/log H s M 24 H E XA F R A (1
41, cron-20100906), IXEEHCFARKA INFE B H GO F RIS a8k, H &S0/ F4
2%, L KN AS KK, Logrotate 145 T — Mg G115, B LR
fete/logrotate.conf Bt B K H 2040 B H ESCHF, XHC B U 7E ete/logrotate.d/ H % R .

7.2.2. Rsyslog FIEARE

Rsyslog ft) = it B SO 72 fete/rsyslog.conf. 7EIX L, &0 LAHE & 4 /TE 4,
RN JEA R AN SRR 53 eAh, R T] LU PR i N R (UL
#5IF%0.
7.22.1. g

RN s i) —i 5, BiEFERGHEH BN — T8, ULATEhH—&8
g5, "E R R I B BT 4 EAERE F /ete/rsyslog.conf FY L B A& SCRLI,
FE—AT RIS & SO IERR AR, FH— AN B A8 Bl R 55 73K

IRAE ik @, rsyslog BUAETRME T AFER T IR G HEWE . TR
WETTVE, WA R TR, BT YRR, AT IR N FRak R I A

WE/ETRERFITLIES

B FH IR ox i & a1 77 ORI i R H BT B R A R T B /AR e
R e, FIdIE syslog T B EET WA KM HASBREENILER. o)
AR, HMEH LRI

FACILITY.PRIORITY

% 190 ® / #3017\



FoEN R R IR 5 2R E R V0 RGUE B 5 T

> FACILITY #55%E —/MFE N 7 RIURE RN H SIS B, difhr Rauit
T SRR DS R G H B3 B . FACILITY ] LH LA R oGt 72 — (Bt
FARIL) kFIR: kern (0), user (1), mail (2), daemon (3), auth (4), syslog (5), Ipr (6),
news (7), uucp (8), cron (9), authpriv (10), ftp (11), A1 local0 through local7 (16 - 23).

> PRIORITY #5%E £ 4t HEHEHIPLE4. PRIORITY AT LAH LT S8 5
Z— (B EFARIE) kRFIR: debug (7), info (6), notice (5), warning (4), err (3),
crit (2), alert (1), 1 emerg (0).

EREERYE E NECE SR FERGHEHE .. B HRSES (=) W
AILSed, 38 E MR R4 H W SRty pra HAb R 58 2or 4 2
W o AR, R SE R BT — (1), R T iZIERTE R4 HEH L.

R Bk oS, AT DM 2T () Sk X e B st e gk (1%
Bk T AR R CE 25, 125 ZTeZ Ja). A% M e & it fadida
& HORHE TN none. W B ALK RAX S KNG,

TENZNMREMRES, Hi2S () Beflait. BE—The e
wHE, Has G) oRedl. R, ERFaa Ly But 8 o al m ik,
B PAHRER R AR SR e IR

. WEAETRAERRSIESR

PLR 2 A fE /ete/rsyslog.conf H 48 & ¥ B /3 T Se G i S8 28 11 J LA 17 B A5
T BERFETAIRHKEI A ARG HEWEE, @0 S 28 E S

kern.*

BRI RS H SR, RN crit 80w, AR

mail.crit

BRI cron HEHEER 756400 info AT debug . 1 W1~ 4% 3K

cron.!info,!debug

HTRERIIER

FT @R g2 vk i YR R g H B B TR 4, 40 timegenerated BY,
syslogtag. &0 LR R € J@ AV b, X SefE i 3RA% 8-4 T BRItk
WEAE SR ECEERE . A LR R R X 2 K/NE Y

ET R iESRUE S G R, € Gz igds, THITEE:

:PROPERTY, [!]COMPARE OPERATION, "STRING"
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> PROPERTY & X 75 E L I 1@ 1

> AEREILS (D) Jmf it EEGRE . BT R RIS RS H AT A SCREHR
AR /R IE AT

» COMPARE_OPERATION J& 1€ X T LUl 5Kk 8-4 HTEMt
(1) P B AR I T T 1 1 BB A

> PR BT E BAE, HBEERN SRRt ZE DG
FEALR . N T L E R R R R (B — A5 ¢, ARFHTZRF (D,

Ri% 8-4 BT RMERLEERIE

Compare-operation description
Contains R AR AL 0 7 17 £ 2 10 A7 A AR 38 20 A i S 4t 1) SO

PEF AR AL AC . BT R/ S BUR I s, (8 H
contains_1i.

isequal FLBHR (I 1 715 R SCA SR AL B0 & PR 74+ £ o I
2L o

startswith R AR AL AT B R SO (0 Ja8 1k 5 45 H3 PSR DL IE 223
ITAX I KANE LR, A startswith_i.

regex PR LR POSIX BRE (JEAIEMIZRIAERD FISCAHT
AR B TR

ereregex ELE e i ) POSIX ERE (§7 i IR R IA T MSCAS P i
AL JB P AT R

isempty REZBEMERENT . B EFF . A — i %R

I, FE—LLE BT REACIE AR, XA R AE R A A
£ BT REERTIES
PAF 22 W] #E/ete/rsyslog.conf 45 %€ £ T J& PRI I S 2R 1K ) LAM9 o 23 B O0A
HEEFAE error FRHEMHE, 10T FiR:

:msg, contains, "error"

B BEAR R4 D host] SRR H ETH R .

:hostname, isequal, "host1"

EEEH H EME BAEE fatal A error ©L2H 2 (8] B SCA .,

:msg, !regex, "fatal .* error"

% 192 ® / #£301 ]\



FoEN R R IR 5 2R E R V0 RGUE B 5 T

HETFREAR IS g8
ST RIS PRSI & LEAR, M/RBF AR EEFERGEHEHE.
FHFRIA AT HEZSE H rsyslog B 2 IATE 5 18 H RainerScript A, 7] DA 2
AR JE RS o
RN AT RIS L IER L H T

if EXPRESSION then ACTION else ACTION

> EXPRESSION J&PE&s Bt SMRIEN . Flan: NHfRERX
$msg startswi th' DEVNAME' or $syslogfacility-text = ="local0"& 7] LA E X £
Ak, M and B0E or BAIEFT.
> ACTION J& AR AR R IA R By HEPAT RSN X r] B —AN
—IEE, SRS KRR R R,
> FEHEATHOTG, T ERIA TGS JE RS oS Y if fEaR . SSHY then 7
JF EXPRESSION Al ACTION. 2i#, tAILLHSCHE T else R AH 2 MRLE A2 1
RFAFAFASEN 2 E AT
BT RIEAXIRL ISR, AT DU RS 5 s 2 ARt B - 2k 1Rk 5
M yEds . AT DL A Rk s A P B /2 T it g ds .
[, BT @PErdieds, ANEIAEX B . RainerScript SCRHAFE BRI %L re_match O
F re_extract () FJIENIFRIEZL,
5. BT RIEXKT B
THPRIERECETHAMRERKIE. progl F2FBIEE M H B SCH 5 S T
B “test AT R B AN SO
if Sprogramname == 'progl' then {
action(type="omfile" file="/var/log/progl.log")
if $msg contains 'test' then
action(type="omfile" file="/var/log/progltest.log")

else
action(type="omfile" file="/var/log/proginotest.log")

}

BZHKT T REARIL JELR S H AL R . RainerSeript JIAZ rsyslog
Hrlc B AR, 152 7.2.3 AT B A .
7.2.2.2. 1TH

1T 4R ER T JE T B4 o T A — 28 T] DAAE S B R0 e SR
E:

FE4% syslog Y8 B2 H FH 304

FEAT NI syslog W BRI H B X2 BT & 12 5
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=

FILTER PATH

FILTER U35 H POk 5 B AR SO AT . Bilan, T TR ik Bl
() corn syslog TH 298 J5 44 A7 2 /var/log/cron SCAFH

cron.* /var/log/cron

PROAIEOLR, HESCHFERRAE RN A 2 G0 H S HE B e [F 2 . RS
bric C - ) AENSCIFERAR AR 256 RE B W [R5 -

FILTER -PATH

HEE, BURSAEER, MRRFGLIEREETZRT. HZ, ZXiRE
R REPERE, FRal 2 RGBT P 27 AR AR E PN H B E 2

145 5E B B AR ] DL RS EE A o 5 SO B —AN e SCfh kA, Ik
BRG] RN o ShAS ST AR P BRI T S AR« B SCfF
RS (2 MRTSRRER:

FILTER ?DynamicFile

DynamicFile & — M4k, 25T W€ B T e sda g e, &)

DA R A ST SR ¢ - O SREER R, T LA — A8 50 BR i 2 M 5EAR
(o

BIEMA A HZ X Window HRGHII i, A0 RIS FE 8 B SCA SR A7 18 1Y 28 S B
/dev/console B, F 4t H SV B AL R bRt iR A 2 A 3D B4 il
& (i FHEFPR 1)/dev/console [F]-AbEE)

T % A syslogiH B

Rsyslog FRVFETAT LLd I P 2% RE AR R G H EH S . MIhEe R vr g —
EHEREHZ A FHN RS HEH L. ZH K syslog 1 BB THENL, E1EH
DL iB:

@ [(zNUMBER)]HOST:[PORT]

> at 715 (@) FRox syslog V1B K EUEA UDP PRl 0. ZAEH
TCP ¥, WA at 75 5T FEA T (@@)-

> AL ZNUMBER % B X 24t H & S zlib 48 . % NUMBER J& 14
FaE M EAESN (N1 - BAKE 9- F&KD. R4 a5 330 H rsyslogd f 2, W
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AT AR 250 B 4, W RIE SN T 60 T A2 R4 .

> HOST J& & LA EALIEFE syslog 1H 5 -

> PORT J& M e L EN L

> MENLE X IPVe Mk, FFRESEHAE ([

SEf: @I 4R IE syslog TH B

AT izl pe% GEER, Ira@EaarmaGa — M isseds, Higse e
ARG RIFTAEHE) Rk #Z% HEE BNERERN—5%4 7. 28 UDP i,
W B 5 31 192.168.0.1.

** @ 192.168.0.1

{5 6514 ¥ 1A TCP PrisCRs i B % /% £ example.com:

** (@ (@ example.com:6514

NHEZE(E B BA z1ib (9 ZE4SH), HWgHFE /x 25[2001:db8:: 1], f£ % UDP
i

* % @ (29)[2001:db8::1]

@

i R EE L TR € H B SO AT DA B ) KR/ o 36 H 3 S
EEEHHN CAXFEHER, ESI 7224 HERE), fiHi@EEA LEXT
WHEENEEMES . i # E #H Soutchannel 1§ 2 & X o EE X
fete/rsyslog.conf fii HiIEE, 150 H LT iEE:

$outchannel NAME, FILE NAME, MAX_ SIZE, ACTION

> NAME JE1H485E 1 fi i i 4 K .

> FILE_ NAME J@H485E 1 o4 . fthisiE R ge 5 A2k, &
AEE, %, BUHABSERIHIH .

» MAX_SIZE [P E 7 30l IS KB R R/, A5 g pi .

> ACTION J& M 5E S U B R R INIAT M

> AP s AR AR B —NMT R, R

FILTER :omfile:$NAME

Ef: FWHEER SRE
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N A A EE R T AR H SR . M EiE S

$outchannel 54 E X :

$outchannel log_rotation, /var/log/test log.log, 104857600,

/home/joe/log rotation script
8 F RN L R BT A L Se I BT syslog T8 2., SREUH B AT TS SIvifn

*.* ;omfile:$log_rotation

— B[R] (ZEABIF 100 MB) #%iA£%], /home/joe/ log_rotation_script 23 #
PAT o ZINASTET LA S AT WS R S B A ST R N2, g BRI N 2E, B
HFMEMIBRE

Ri% syslog \H RSP

rsyslog 145 EH P 44 syslog B RKIEBIFEEMH P (InAZESLE]: 45
EZIT . BIRREZ/MH, HiES () RN 4. BiHERIES 4H
FRWMAER P, HES (5.

PAT—NEFP

rsyslog P LUAE E () R 48 H B H B HATREF, HAEH system O T TE shell
HHAT IR . RS —MEFRPUT, H () FRATSZm L. Bk, fhE
— AR )V B S 2, R AR 3 B 45 T8 1R AT S E A — MT S

FILTER "EXECUTABLE; TEMPLATE

X BT ZIRAS 1% H @i B EXECUTABLE 48 & AR 7 AT A0 B . IXANFE
7] DURAT AR A R AT AT SCAF . S AR (1) 44 #R 5 it TEMPLATE .

Bl PATEFF

FE T B, BRI e R R T R HEH S, Hikad s
template FAR VLG HFAE NS AL L test-program 727 .

* * “est-program;template

B
MATART ML B LR AT shell $ATERAE, AR 2B FEAN. W
7 AT LA A SN BIRTR € AT N EEHAT BIRE Y o 9 1 38 S AT Ao ] BE ) 22
R, 7875 EEAT Y shell $UAT4T .
i syslog 14 BRI EHEE
T R E S AE, WEBRM RS HEH BT U EES AR EER.
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B S5 N IR R I R

:PLUGIN:DB_HOST,DB NAME,DB USER,DB PASSWORD;[ TEMPLATE]

» PLUGIN i F %5 7E B 1, X Ledd o T DL B e 5 44k . (#ian,
ommysql ).

> DB_HOST J& 45 & s i FH14
DB _NAME J& %458 & #df FE 4 -

DB_USER J& "4 & 2t % 11 -
DB _PASSWORD J& %45 7€ £ ds 2 FH 7 (R %65
TEMPLATE J& 45 € — MEk syslog 13 5 IR -

Eg:

H AT, rsyslog R 3Z#F MySQL 1 PostgreSQL ## 7. v 1 ] MySQL Al
PostgreSQL #4725 N IhfE, %% rsyslog-mysql A rsyslog-pgsql .. t4b, &
PRAEAELS B Jete/rsyslog.conf BT B SCAEINEAR N AR B .
$ModLoad ommysql # Output module for MySQL support

YV V V VY

$ModLoad ompgsql # Output module for PostgreSQL support

HZ KT rsyslog WS B 275 7.2.6 i H Rsyslog ik,

Fhh, AT UE A B omlibdb AR B4R £ 8 FH I B B D (SCHE
Firebird/Interbase, MS SQL, Sybase, SQLLite, Ingres, Oracle,mSQL).

E3F syslog HE

T EFERELT B BB (—) .

FILTER ~

FIAT N EE R AR AT — B b B 2 1T, DARIE HATE S . iR
AR S E L RS, X2 dEE AR, S WES I B HE . £
FrERAE I 45 SR T P 72 I 0 B ST R4 8 L B A B, A 31 S i R 45 SR
X ECAT NIRRT NSRRI 157, — B B 5716 )5 I i i & SR i
AT WA INERKE R E

Bian, RN E S T AR cron [ syslog 1§ &

cron.* ~
EXZAITH
WFR—NER, B RTFREZ MT N M MR FRER 2 MEE,

—MTABERM—IT, FHFZSERNN (&) F5/F:
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FILTER ACTION
& ACTION
& ACTION

T MRS 1 A BA R I RARYERE, AL 3% 2 7 2 BRI Al

7.22.3. &JRHEL

2RI EIE T rsyslogd ~FAPHEAR BOTC B 1L T, AhA) 138 2248 8 5 e TilE
B RIE, 1ZE R rsyslogd SFHHERE AT ABGENE N . BTG 2 RiE4
WALLE TS (8. RA—NMELSRETRE. FHE—N2RTESIHT,
HAa 7w 25 HEH B RK KA

$MainMsgQueueSize 50000

EANFELERIN KRN 10000 NVE S, & 0] PAgE b T 89651+ 28 AS [R50
&) LULE /ete/rsyslog.conf L B S E X ZAMEL - — B 5200 1M BT A i
BIRTUAT N, BRE—NE2 00 —F R . 454827 DL R EAT
9, BRI FrA AT BIECB AR 2 e B R AT LS AL . B, —
FheEr G B A% AT & H AT DL ASEE A 1E v (7.2.3 fEHHT R E R 20O
SR, AL A R 4a 2T IR N IR S ) SR .
7.224. HERE

I TH & — M) B H /ete/logrotate.conf it B S5 -
# rotate log files weekly

weekly
# keep 4 weeks worth of backlogs
rotate 4

# uncomment this if you want your log files compressed

compress
A C B SR A AT R A g, Hod TR H B a3k
MR+, HESCHEEERE, 80 HESCHRE A2, Fraries HE
A gzip 4RI .gz BIRE . D5 Sk BAEATAT 23R, Ao piabs,
REmT LU E 1 B B30 e LG E IR, FR HOR E AR 2 Ras W) S . 8
M, U7 {E/etc/logrotate.d/directory H 3% F NHRF R B H & S4B 2 5t i e B
SO, FEAERC B G B R T
N & — M E /ete/logrotate.d/ H 3% T i & SCH R £
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/var/log/messages {
rotate 5
weekly
postrotate
/usr/bin/killall -HUP syslogd
endscript
j
2 G B I N /var/log/messages H & SCHACE - 7ERTBERIE LT,
R EN R ERE G RIEE. Bk, &M /var/log/messages H & AR LR
B, AN 4 Rk TUE SCE SCHRIDY S o
IR AR A AR, AT DR ) A B E S B
> weekly- 7€ HER B WOV, KPR St T
daily

monthly
yearly
> compress-fi BEFE B ARG Thae, AR ar L BAE AT -
nocompress
compressemd — 55 F T 46 1 2
uncompresscmd
compressext — 15 & H T 45 M9 f&2 .
compressopttions — 8 E F T 45 F2 7 (1) 4 16 il
delaycompress — 1B th K46 B2 T — /M08 A .
> rotate INTEGER -457€ | — N HE X B R RKEH, BEBHKH
BB I BR B S 27 21— MR f il . anRFE R 0, IHIH S ST R,
mAzRE.
> mail ADDRESS -IViR T, 4% 2 0 H E SO R ARk . SR
R
nomail
maifirst-i5 & R 2505 1) H B SOl ar, BUHE H ESCHEA R -
Maillast- 8 & B H ESCHEBIBE, 08 0 HESXEAMIE . HBEF
DIREFT I, e T2 BRI 10
KT E LI 8 848 2 511K 2% logrotata(5) T L
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7.2.3. EAFHRERXRR

IR TR JEL IR 2 2B IR 55 2R A R B 22 2511 rsyslog ALERIN 1 /JEH: T 8, M4
FOBHIBC BB . XPHT R EAS U H AR B sk, R, i A vrihLt
TeR MBI 1L WL AR . TE LS am ) B8 /20 1T RainerScript JAIA D & Ab 2
A ei. B IANIRIT RISCRE, B BN /ete/rsyslog.conf FE B A S .

RainerScript & —MHAET, B7EH T OB 2% H A B FAF 0B,
%140 rsyslog. RainerScript £z 572 2K € TRk A pid ygds, W 7.2.2.1 ik
A T RR AT JE A% 1 B 1Y - RainerScript 7E rsyslog7 R A H SEIL T input

() Fl ruleset (), HAVFATiR/etc/rsyslog.conf Bt & A4 B NGHT B . HiHiE

EAR A FEAET, R BN, SEE NS EULESER), WA, 1T
N, KR, RREINEL. ﬁIﬁE‘J‘/EI A PR ] o X IGsmAT e, FRRRACT I B A
RACE MR IR A — N B RIERR R A A LT R R IRV AR T LA,
B RAEREE T LA

5 1R RS [ 2 2 B L3
$InputFileName /tmp/inputfile

$InputFileTag tagl:
$InputFileStateFile inputfile-state

$InputRunFileMonitor
[ ) T B BT R B B TR A IR
input(type="imfile" file="/tmp/inputfile" tag="tagl:"

statefile="inputfile-state")

X SRR B PSRN E , R TR, IF BRIt 7
HIZ4TIEE . A 9% RainerScript IG RIS M FHME R, ES WAEL IR
7.23.1. HULE

FRRFIRTE 2 28k, rsyslog ALER T S H RN E Lo RO e ik i S A A an 2R 2%
R BB HAT I EEE A . 7E/etc/rsyslog.conf SCAFHAGTHARIN, BTA BR8] DLAE
AN B H S R PEAS o SRR G TR — RN, FE4RSE, BRI PTA R
DR 2045 A Pl L 8109 S A HL B — R 5 5

SR, BRI AT 7 AN 5] 7 BURR R B o AE RN B v, 85T AR i) B e
MIEgszme,  RagBem A SOl IS € L —H 90 28 € BT VIR T rsyslog 1Y
VERE . HA)TE U, FELLISRY I BN I8E G B VAR B, AL () I 2%
HRT DALk . 7 /ete/rsyslog.conf HF TH N 4E 5 A0 R BT :
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$RuleSet rulesetname
rule

rule2

25— M RMBE S BN ER 1, B0E BN SEGER AL, anh -

$RuleSet RSYSLOG DefaultRuleset

rsyslog 8 T HIBC EAS N, input (O Fl ruleset OO WHEAJPATHLREE . Hrig =
HI R 27 /ete/rsyslog.conf HH 58 X, R Fizs:

ruleset(name="rulesetname") {

rule
rule2

call rulesetname?

}
RN AL PR IR FT B 4t rulesetname. ZFNIEE A FRARELL RSYSLOG
4G, RONIXA AR 2R E 1, 4t rsyslog i . RSYSLOG DefaultRuleset &
NXRAE B RRUNAE, 05 B E o B AR SR e AT . AE RIS 20
rule A1 rule2 &, %&ATLLE SO BE-#RAE A M. T TR S48, BT URE
FIN) £ 1 A 350 0 ) £ e AT T
SIS, BREREEEH TH2mA:

input(type="input_type" port="port num" ruleset="rulesetname");

XHE A LLETE input_type WRAHIAE S, X2 EEERE R, BiFEd
port_num - ¥ij 5. HARMZSE, 40 file 8 tag AT LLAH T-45 7€ input O FHRUIIIAE
(1) PR E 4 rulesetname. 7 — AN B AR BIBRAE RN Fhdi e, BRUAREIN £
Ed LY

7.2.3.2. Sysklogd AR %5 ) Fe 25t

rsyslog 2 5 fiE it -c P i dE @ A A, (HAE SR 8 IR SCHF, [FIFE, Sysklogd
XK Ay 2 AT IR 0 LI B, 0 4l I X L Ay T IR AL & rsyslog. {HAE, &H]
DL 2 MR A 2 BC & rsyslogd SRR 14 sysklogd fAIAT Ao

% TR R rsyslogd HEIHIE B 2% rsyslogd (8) FMTT.

7.2.4. f¥£H Rsyslog BA%

BABIHH T-7E rsyslog I 2 (A 4L E NAS, LR FENRERGHEHE
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FEBNFUBLE T, rsyslog BEWS [N ALFE 2 AN, IFn] L 247 %S BANH 257
ZI P rsyslog FIEHE UL T -

E % - c
Action Processor output
Parser

: & Action G,
Fllt;r Processor output
Engine ou

&l 7-4 Rsyslog H1{H B

Tk rsyslog A ABHRICEREE, BEHX M BE TR, REkHME
FFEVH SBT3 S SR At A FEAL 8 2R AL B35

FUU AL EE 28 2 — M@ AL JE 51 2. (R, 7E/etc/rsyslog.conf & SCHTHL
FEFH o FETIXEERIN, TZR A B SR VAL MR B AT . BT RERE EH O
PIPATBAF o 1 S I8 A S 356 BT N A B 88 B 2 P AE A N I i o VR, FEIX
— i b, JUMT AT LRI S —ANE B 81T N TREADNEHP, —NH SRR I
R EZE RS ST

RABMTN—ADBAFE AT RER) . MRIEECE AN, 1295 20T DLIE#R A% 2
1T RS AS BN AT BAS . X2 BRG] (RS0 BAT N . e R R
WS BL T, AT AL BRERIE FI AT AF, — B R] [RIRG Jo, AT A Ab BRES X 2 2L
R HE, HXRER.

25 ERTIA, rsyslog AFIA I E : TEib 2t 5B EEA— D EHE
A B FR) R 1T B AE 25 Fh R A 1 i AT VR B VR BB R AT TR o BAZIAA P> 32 20 A
BEHR 24 e v S AL FEPE e -

> BN AL, {E rsyslog 45 M HR 43 B AL P2 FH 2 3 .
> BNV IFATHATIH R .

Rtz 4, BAFITT LAR ) LARAS B 4 2 3 B B R N R Gt it R . X
SE 0 B IR IAE LR & 4

5.

W R s HAf A IGIEARIE — AN R, EW AR 7R T T T SRS . a0 SRAE RS

% 202 W / £301W



FoEN R R IR 5 2R E R V0 RGUE B 5 T

W, FINFHZE, BERIEA . R BH 3 B S AN FH ZE 1 S A . 7
WA BEHAT SRS OL T, X2 MmN e R, #lanfH IR SSH H &l %,
Xt >k PHAE SSH Ulal . PRl i IR L3 il ) 26 2 O 380 H5 i P () i L sl
& HEAT NI BAF .
7.24.1. 58 LBAFI

MR HE T S AEW A4, 23 A LR AL BA %1 direct, in-memory, disk F disk-
assisted, f) V2 fd I I BA 51 /& in-memory. & ] DLk X 2R A Hodh 2 —1F &
BUHEBAF, W DA RBATBAA . K R 1 S RIS N2 /ete/rsyslog.conf A

$objectQueueType queue type

EIXH, e LA EE BRI (H MainMsg &4t object) aHATIASI (H
action 8% object) HIIH B . M direct, linkedlist 5 fixedarray (in-memory BA
%), Y disk Bt queue type.

BRI E ETH B PAFI 2 FixedArray PA%I, 5 KA7AE 10000 N E . HUATBAS
BRI 1% BN Direct PAF1 .

Direct BAZ

XV 2 AR, i, S NSRS, FEHAT RN — N BAS
FATER] . N TR, AT

$objectQueueType Direct

i | MainMsg B # Action &4 object, X NI A] DL £E 3 T B BAF1) Bl &
AT BT X T direct BAFI, 1 B EALIE, B IRRMNA = F AL B 2 .

Disk BA%1

disk BAZIAE i S BE R KA 2%, XA EAT= E AT 520, (HM 2 Frfa vl ie
P N B8 1. BT TR ks E N H SR AR HE, K
ZHABIPAEWER disk BAFI. 2% E disk A%, fE/etc/rsyslog.conf HFEEAN
AT 2

$objectQueueType Disk

i F] MainMsg B3 Action &1 object, X ™% I AT LA 7E 2 9 5 A A B R
T RS . disk BAFIEH N7, BRAAK/NA 10 MB. BEERIAK/INAT LSS R T
HITC & 15 23T 1B 24

$objectQueueMaxFileSize size
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Hrr, size o disk BABII KRN o 78 TR /NR A 2 58 ) 14 1], rsyslog &
EHAN—NTEERGIKE, RIS RNR] . disk BAFI RN A Bk
I SCAFAHULIC . IR 1 o 44 T8 2 00 T P :

$objectQueueFilename name

XNEE BRI E T AT . HoUHE4 BL 7 AN eE LG, R in—
I EE RS RIS
In-memory BA%)
7t in-memory PAFIH, HEBAHITH B ORAFAE N AF TR, IXATAR XA I AR AR R R
o 5 A B R hn R B SC AL, I HEBA B Bl R k. HOR, AT BT H
$ActionQueueSaveOnShutdown 1% & AL T PR A7 ZHE A P AP L) in-memory A
iE
> FixedArray queue —ERIN I FEH B RS, £ K 10,000 NIGE . XA
SR R BRI ) A8 FH (8] 5E T30 BC I B DR A7 BA B T R 4R BT . I T IR B8 4R 4T,
RIS A Z 1 A 7S o W AR — € B AEE % . 21T, FixedArray #2 it 7 i1z
AT RS, AR IHEEHE AW ARG D RIS It e, R BA B S A
> LinkedList queue —iX B, —MER BT A 45 MR =2 sha& 4B i, R,
TP A I AE TR E 0 Bic . LinkedList [ BAZ AL EEAE 7K I RV B AR 3 17
E—MEOLT, 248 A LinkedList FAZAH LT FixedArray BA%1, EHFEE D
HINAE, JFERAR T AL BT .
Bic & in-memory RAZIAE FH T THI 1) 8%

$objectQueueType LinkedList
$objectQueueType FixedArray

i F MainMsg 553 Action &1 object, X ™% T AT DA 75 29 5 A A1 B R
1T B BAF .

disk-assisted in-memory FA %1

disk 1 in-memory BAFERA 2% H WL A rsyslog BRI LUK A IR disk-
assisted in-memory PA%]. NIt, FCE —IEWH B in-memory BA 4R J5 ¥ I
$bjectQueueFileName 154 1] & XCNWERL PR B X 44 o XA BAAIBAZ B disk-
assisted, X WLFE in-memory PAF 5 disk A1 13 pE

W in-memory PAFI CFELE T E XN EHEAEZR disk BAFIBEEGE. £
disk-assisted BAF1 A, 0] DA 1% & disk-specific 8% in-memory specific At & 241
ARSI (R BAB T A2 d i I, BN AT RE I AL AT AN AT SE I A E R Il
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o
{8 5€ disk-assisted in-memory BAFIfF H so-called 7K E:

$objectQueueHighWatermark number

$objectQueueLowWatermark number

1§ F MainMsg 5% Action &1 object,iXNM%EI A] DA £E 5 4 S A A1 5 & h,
ITHE B AF R e vF NBAR B OKTH B 203 X number. 24 in-memory BA %11k ]
T EKALE B, B ERE BB AR, B LR in-memory BAFIK
N REEISARKEE X EE . IR BKENR E9 DAL B S #E, [
R T 7 BN E], NS NEESUHE A 918 1. BRI, KA a2
L B AN BA B 25 1 B SobjectQueueSize K. 1=K AL FIEE A PAF1 R /N 2 T8] 1) 22 2 &
BV SR KM & AR SR Rt X o 765 —J7 T, W€ m7K AL R AN b 1) 45
LT AR B .

7.24.2. EHAI

Fr A S8 1 BAB AT LL3E— 0 e L DA A2 X 22K o S8 mT LA F LR AN [ 4
L ARAB AT AT T BT . H AT, H 20 Z2NAFISEATH, WAEL S
Hrp iy — e B L), HAlE i TAELARE B, A ATIAT N 2 s,
PREA @B PEH . fEEmgigES, et rsyslog FITERE, 17 EEHERA,
BB R G R A ST N

B fi1l BA B K 70

T DARR i BB AT DAL 59 B e, (TN iR E

$objectQueueHighWatermark number

i Fl MainMsg B # Action %1 object, XM 1 AT DA LE 3 W S A A B & 1
AT RS FHAZIRT LLEL & i3 S8 H B4R number. 7] LB E BABI IR/,
A AR EATLBR A7 #5 BRKAN o JEEEH 2 BB RS2 BA B BRI A ZI K /N Ky
10000, AT BAFIERIN KR/ 1000,

Disk assisted BAFIZEBRIATEOL A2 TG RGIE), AR TE 2 Kimbl R/, HA]
PACL=Z5 R BB O B AT T I P B A S 1), DL R IR E

$objectQueueMaxDiscSpace number

ffiH MainMsg B{# Action &1 object. 4BAFIMIEIGIT, HriH B4 £ 57,
H RGBT T 2B 7 a]
ZHHB
YAFNE EIA R —E R E, AT TE N, AT LE RS R RS K
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152, TRE 4 e = H 2 . R Bh Z AL B B (H n] € discard mark::

$objectQueueDiscardMark number

{6 MainMsg 5% Action #% object, /i 5T AT B H 72 915 £ DA B1l s 44
BB X, number FREEEEFOM BN AR . 5E UL
REWES, 0

$objectQueueDiscardSeverity priority

R 72 — (8—2%) #4X priority: debug (7), info (6), notice
(5), warning (4), err (3), crit (2), alert (1) Fl emerg (0). fFRILE,
BB EFHE G, HWE AR ZEBARTH R AT S AR S BAZ I Ex .

15 FA PR

Al LABC & rsyslog 7E— MR I ] BEARBEBA S . B T IX AL, 8] DL
Al oy TAERIHE SN B B C—MINAVE & DL 1R

$objectQueueDequeueTimeBegin hour

$objectQueueDequeueTimeEnd hour

AT LARE R M AHESE, DU/ N Az AR 24 ANk, ASCRricE

BB TARERE

TARRREPATIH BB FR € BA o Blan, ETHERAS, — A TARLREM
PRS- R ke a2 RN ) BB H S, IR HEBA R A SSHAT A . 247 2 3
B, —ATAELER AR SHENRELRR —EH8EN, 51— TIHL
e R ah. EfaE s, AT

$objectQueue WorkerThreadMinimumMessages number

F B3R B AR number Rl wb 78 TAEZAE . F1401, number & 100,
2100 ZANH BB, — MR LAEZARITAG . 2k 200 /M B BAR, 5
EATARLRE G 3h 4 AR, FFATI84T K2 B TAR SRR, Fr A AT LARR
e R KR, N Ps:

$objectQueueWorkerThreads number

number XK A FFATIZITI TAELIEM S REH . X T EHEES, ERIAR
N 1AL, — B NERET/ECEHG, B Hisir 5@ HE. Bk
BN, WTFR:
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$objectQueueWorkerTimeoutThreadShutdown time

FH RS (8] (L RPN AL ) B time. O0REH B E time, I SN
H, HeRAHEETUAH R, TARZLEZRIZ L. nREdRE MK EA-1, &
A BRERA IR

&= HBA%)

R T HRETERE, AT LARCE rsyslog [FIEF 2 BASI B B 4. e HBAFIE B
HHE LR, WA fr 2

$objectQueueDequeueBatchSize number

PRI R A BAB (898 B R i R3O H B e number. T8VERL,  HEBASIVE S 2L
H B B B AR 2 1) TAR R RN 18 1T 2 S BRI A TEAE =i

Z1ERAF
MBS AR EE S, SR PhS i 1 45 5 I [h) 1) R 4 T A A

KSERBASIALEE, DAY HE 2K -

$objectQueueTimeoutShutdown time

TREM time IZMONRAL, IR — BN E 5 8H — Sl A E R, TAF
LR TE AT B AL P, SR 2B A, R, RACHERE B E K. i
AN IS 1 T B8 AT LAALE A R 58 e i R Ak 2

$objectQueueTimeoutActionCompletion time

R BN time BN TSN, AR TAELREER R T £ESCALIN LRI EL
&, ATLMEH

$objectQueueTimeoutSaveOnShutdown time

wnEkdZ LAFERE T, BT A BAFI I EARLE rsyslogd 2 1k Hi #2317 i 21 ik
s

Il o

7.2.4.3. 1§ rsyslog BAFI T iE 1%
rsyslog 7 $&4E T#BETE, BB RAE action (O PHE X, RERAT LA
F 81 /etc/rsyslog.conf H— AT o AT BABI A& X T -

action(type="action_type" queue.size="queue_size"

ueue.type="queue type" queue.filename="file name"
q ype='q _type" q i

FHEEPAT BB (R H A BR B 4 action_type, FHYH S BABIAT LAZS 9N 5 K 4L
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HZAH queue size. X7 queue type, 7] LAIEFE disk BAFIEL M in-memory BAZ
Rk FE—A~: direct, LinkedList FJ8Y fixedarray. X file name {45 € — >34
%, AR, HER, WERAE N80 H sk RF HE S, SELinux
DRI E

7.25. FEHEMRSEE LBECE rsyslog

rsyslog R5$E At B 15 it T F A kiz AT H B RS54 AR B A R Gk ki H
BRI H GRS A 15 S Wl 5 R HEE B RIRSG 4, BF R I
rsyslog FL B 15 &

rsyslog MR%s UAULHAEEBITHAE NH ERS B[RS L, FHKBAR R
GiC B K HERIES HEMRS 3. BRI = RS BRE RS V10 BT
R &% 3% rsyslog, WIRTFE, UIHRARASHISLZEE T syslog, LA root 57
NS iR

~]# dnf install rsyslog

Syslog it & BRI B AT H 2 UDP A1 514, FL7E/ etc/services SCAFH I H .
SR, rsyslog ERINEH TCP 7E3m 1 514, (LR & S /etc/rsyslog.conf H1, TCP /&
H@@ 9.

e W e A I 2 2, 281 SELinux BERAED B A e v Rk Fn
WACHE I THI 51 HE R g 1 e

~]# semanage port -1 | grep syslog

semanage 3 #2 /7 H policycoreutils-Python £ ) —#B 43 H2 43k o 4 3R 75 B 1,
ZRAIT

~]# dnf install policycoreutils-python

Ak, FEERAE LT SELinux ) rsyslog 542 rsyslogd t, HARACE N
RILFNFUC ST rsh_port t I FE shell (RSH) ¥ 171, F TCP BRiAdn 42 514,
Rl, X 2%A LEAH semanage AR SLVF TCP 3 F1o4 514, filn, ZA
7t SELinux AUV AFEF a1 514 3815, FAfmLuF:

~]# semanag eport -1 | grep 514

HAERITEM A SRS HN RS L, EH TSR HP R, X d
HIFT A B BB ZEN oot B4 AT AT 2> 6
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7.2.5.1. 18 H ERS#s b AT AR
rsyslog 7 B Z AR B FE R . A7 R I 1B R . 257 B
A T T A AR, AR BT R

template(name="TmplAuthpriv" type="string"
string="/var/log/remote/auth/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

template(name="TmplMsg" type="string"
string="/var/log/remote/msg/%HOSTNAME%/%PROGRAMNAME:::secpathrepl
ace%.log")

XA AR AT LU R IR A 381

template(name="TmplAuthpriv" type="list") {
constant(value="/var/log/remote/auth/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")
constant(value=".log")

}

template(name="TmplMsg" type="list") {
constant(value="/var/log/remote/msg/")
property(name="hostname")

constant(value="/")

property(name="programname" SecurePath="replace")

constant(value=".log")

}

XFIXLE rsyslog BRI R UL, IXAMEIR SCAKE TR A 5 15z, PRtk n]
AR 2 5 N H

BB RO IEVE R B o, FRATTRR ZEEH A S N B 4, USIIEEE, ARG
R I, i O FNEI U £ AR <

module(load="imtcp")
ruleset(name="remotel"){
authpriv.* action(type="omfile" DynaFile="TmplAuthpriv")

* info;mail.none;authpriv.none;cron.none action(type="omfile"
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DynaFile="TmplMsg")

}

input(type="imtcp" port="10514" ruleset="remote1")
7.2.6. £ Rsyslog ik
M TR ERAL BETT S rsyslog St Fifiitl, IX SRR LAoM I ThRE . &
EE R AR ] DL S8 =05 TP K2 BB AU s A (IR SO A5
PO s (IR 3O AR . HA B B B AR SRR MR Ry € ThRE . N
WS, TR AT I & 1 4. EnEsis, 5 AE A DU

$ModLoad MODULE

H-rp$ModLoad & IN# 48 € AR 4 184 . MODULE =% 77 (A
Peo fian, SR EINE R ARSI Gimfile), F rsyslog BHATATTFRAET]
WA R G HEGF R, 7E Jetc/rsyslog.conf Bt & A $6 € LA AT

$ModLoad imfile

rsyslog it 7 VF 2B, XEEREHA: 73 LUT 2600

> A AR AR TSR B S MORIE RS . AR 2R 2
PLim T4 45, 40 imfile 1 imjournal .

> H R AT R AT R 45 &R H bR HVE B a4 K x,
FAEEEE Erh, BB &S E . BRI AR S 2Ll om BIZE, 0

omsnmp, omrel p 55,

> fRATRRER- IX SRR B S SO AT RN, B AR T R B
AHE. EH CHEFHPIEE, LI E CrH M ds. a5k
AR AE L pm BTZEIT 4G, W pmrfc5424, pmrfc3164, %%,

> HEBHEER - HEBEEREN ARG HEHEN NS, ek
HIPREL mm BRTSOT 4R . T S B SHIEEA] mmanon, mmnormalize, EY
mmjsonparse H:FH T & 44 50H B IE AL

> FRTHRAE R - BRI R THE AN RS, RS
rsyslog H& AR DI REAH B PpIE] o B A2 BB E i 2 AR 2 2 B sm TSR 46,
U smfile B, smtrad S5

> R - PEREHROy HAD RTINS LR B DI RE o X LERIRAE rsyslog
TN BN, AREH T BCE

BT A AT BB BB AT B VR A B R i 58 B 8 3R AT DL AR
http://www.rsyslog.com/doc/rsyslog_conf modules.html $& .
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GE
B E RN rsyslog INEGHIALR, X ALARATTAT LAU; 18] © O ek EONT 3
S RIS E R Z R Bl . N T e KPR BE /> 22 4 KUy, AN S FH AT (5
R R o
7.26.1. T text It
ARSI NAR R, fEFR imfile, 1# rsyslog BT B XA AL R G H &
TH B AT LA imfile M BIEE H CRISCASE H BN RS A HEH
o Zhn# imfile, 7F/etc/rsyslog.conf Zs LA T P 25
$ModLoad imfile

$InputFilePolllnterval int
B LAUINEL imfile —&X, R AZ AR A2 M. $InputFilePolllnterval 4=
JF R 2R E rsyslog far B 1 HE I SUA ST AR AL B AR - BRI IS [ TR] B 9 10 75,
B, RARD g B RIS [a] [ B 5 #2 int.
N T HESCA TSN, 1E Jete/rsyslog.conf SCHEHRAE FH AOTEVER AN T -

# File 1

$InputFileName path to file
$InputFileTag tag:
$InputFileStateFile state file name
$InputFileSeverity severity
$InputFileFacility facility
$InputRunFileMonitor

# File 2

$InputFileName path to file2

B 4 N CEREE — M A

> RS 42 4K path_to_file

> HIEER tag %5 tag

> FHME— PR SO 4 B 4K statefile_nameo IRZS SCHEBAEAETE rsyslog
) TAEE R, NBERSCERER R IL, Anid DB e m 7 X . an ik
EAT, AR ERE . ERRIETEE T — AR B R.

> ¥ n$InputRunFileMonitor 48 &1 RESCAF 4% . WA XAMEE, K
S 2
R T BT SR EITE %, AAAERT DA B LA B RE . Il &
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(1) 7 e O severity SR E T ANH BRI E M I OCH B facility >k
E S AERTH BT RS
7.2.6.2. MEHEE 3 HEE

FERAHRE EE R, A3 H AR LA B A S A AT DASE PR, BT BT A
(] DBMS P28, &FF&Fhfr BB, #0 ommysql, ompgsql, omoracle, BY
ommongodb. 1E YA, i FAK# T libdbi )38 F omlibdbi % HBEH . omlibdbi
Wi FF I BE EE 2 S0 Firebird/ Interbase, MS SQL, Sybase, SQLite, ingres,
19, mSQL, MySQL F1 PostgreSQL.

7.2.6.3. fEREINE L
[ 28 A2 A RO L 85 PR AT S8 48 T DA TLS B GSSAPI B #h SOk $R it .
fEfZ 2 M (TLS) & BESe il W28 (5 2 e mE il . 248
F TLS, rsyslog JH B# & IE 2 AT INEE, Rk A 2 18] 1) 75 40 EIE
WA %2R APL (GSSAPD & —FhONHE U5 A 22 4 il 55 10 N FH B 7 4 A2
. ATIEY rsyslog FIEEHEH, EA00H —ANIEH 1 Kerberos 315

7.2.7. Syslogd fR&AHEMARE

i _EFriR, rsyslog A journal, & RS LRI HENHET, A LA
FERL, MEATEH TRE A fERZEM T (A 7.3Syslogd HES D, &
T BEA1E, el iE 2, el i i — Ao EdE Ed .
7 EX A A B — AN A5 12 T A2 A RS HE BRI, IXSEABEEL H Rsyslog
A1 journal fJ3E{E socket ¥

BONIEOL T, rsyslogd f# FH imjournal BLEAE N H & ST BN R A A
il MRS, AN AT LA S, AT LA A H Journald 2 {1 1 45 44 10 2548
i 4, IH M % W o BLOAM journald & AN C K& OdE %2 B H
$ ImjournallgnorePreviousMessages 164 ). % 7.3.1 \HEH FAZIRH 75T
imjournal FHJEAHCL & .

ERNEA, BLE rsyslogd KRIZEUH journal $2 BB FAEN—AIET syslog
N B - B 7 B #5428 /run/systemd/journal/ syslog . 24 & AHZEY rsyslog ¥ 5.,
TE A L. FHEE imjournal, BRI AIRMLE 2 ) Thae, ke A4 sid
e, BEdERTSAHELYE, 1E/etc/rsyslog.conf Hf§ FH DL R E -

$ModLoad imuxsock

$OmitLocalLogging off
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I IRVEVE D% imuxsock AR I ¢ A $OmitLocalLogging 54, f#EEiHIT R4
BT I BEFIIEEIZ 7 BT fetc/rsyslog.d/listen.conf 45, WIF:

$SystemLogSocketName /run/systemd/journal/syslog

& m] LA Rsyslog i th V8 2 248 A omjournal i journal . fE
Jetc/rsyslog.conf Hc B 4 W01 R

$ModLoad omjournal

* * :omjournal:

fian, T AL B R BT A URCEN S S @ik TCP %511 10514 £ journal:

$ModLoad imtcp

$ModLoad omjournal

$RuleSet remote

* * :omjournal:
$InputTCPServerBindRuleset remote
$InputTCPServerRun 10514

7.3. Syslogd HEZ#

e AR E R H SRR R G L, — a2 H S B mT BUS {8 e
g, EEEER, RESERREER, ENGTHE B AL SR
AFIA—E, rsyslog f# § JSON (JavaScript X} %555 ) k& A$e it H EE B S5
o
HBC T T AR SS A AL ) H ST B

Oct 25 10:20:37 localhost anacron[1395]: Jobs will be executed

sequentially
RS A H S R
{"timestamp":"2020-2-7 T10:20:37", "host":"localhost",

n.n

"program":"anacron", "pid":"1395", "msg":"Jobs will be executed

sequentially"}

A58 FH B 0 45 2% 5 ) A B8R L A P T ) 3 0 A 3R S A S A P el T R
A o 25 AL TE T S0 T DALE S 2R P S A P A B A 8] B9 2 5341, JSON
SCAE AT DA A SCRS IS 2, I MongoDB, ' $2 At TSN REA S BT T AE
F—H, —ANERRNE BT B AR AL T R £ BRG]

£ rsyslog, ‘i A nE#E I H EH45 B AEH imjournal BLHRI] journal #EHH o
F mmjsonparse 5, T LAEHTR H journal FHAMKIE SN EHE, JFidE—F
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XPHHEAT AR, fitn, VEA— DRt . O T AR AT, mmjsonparse %
RETNTE SRR, 7 HAE lumberjack Wi H & X AFE

Lmberjack i H 1) H 152 LA J5 345 177 20N rsyslog S8 045 R4k H Bl sk
B E — N EMALIIE S, Lmberjack 18 €@ cee: F7H, HATE JSON 4.
714, Lmberjack %€ X | Wiz HAE JISON HbrifE 7 B A AR HI 5K « H % Lmberjack
MEZEE, 1HS WAL,

N 72 lumberjack #% =0 B A E] T

@ cee: {"pid":17055, "uid":1000, "gid":1000, "appname":"logger",

"msg":"Message text."}

BIIE Rsyslog X AR, — MERSHATH, 1E2 0 7.3.2 B4
T 8. N R FE AR S5 2% 7] LR A libumberlog FEKAE ik lumberjack FfEA TR
[1)7H S o A K libumberlog I HE 215 5., 1HZ WAEL K .

7.3.1. NBHEHIAHE

imjournal FEHI2 rsyslog M AT SR B H F 304 (I 7.2.7SSyslogd ik
ZAH B H o AENIER rsyslog H 2, HEH S LUK pkid sk . 2800,
BEEHE— B AL TR, HAEUS T journal $RAE A TCEE B R 4 A4k T

T M Journal S AEHEF] Rsyslog, fE/etc/rsyslog.confi SCAFH i A T AL
&

$ModLoad imjournal

$imjournalPersistStateInterval number of messages
$imjournalStateFile path
$imjournalRatelimitInterval seconds
$imjournalRatelimitBurst burst number

$ImjournallgnorePreviousMessages off/on

» f8i /] number_of messages, % 7] LUFEE IR A7 H BEIE FIA% . 5 2418
#| number_of messages T i€ FIVH SN, k2 il R B IR A7

> HIRE R E B A pathe BT ERER journal 183%, HZALEEH
e fa— MMl

> A3 F seconds, 1B 11 PR il 3 2 [0 B[] [A) [0 0bb ) o A ) Ak 288 7 9 A2
A E A REEE I AE burst_number 5 & [{E . BRINBE JEE 600 2 20000 F3H
B.. Rsyslog 2= &7 7EHLE I R A I B K burst_number {E 178 .

> f#[H1$ ImjournallgnorePreviousMessages 7] LA ZUB& 241 7E journal [
BATRSAHHIE R, XU B SR8 e RS g . BRI E R
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Mo WHER, WMARIZBE R RN, BAREXME, Frf journal H)7H B2

AbEE, BIEARATT CVZEAE rsyslog DART A2 if Al b PRI .

EE:

fm PAEII{E A imjournal A1 imuxsock b, imuxsock #EH A IHK R 48 H
RN, R, AN TEEHEEE, U IE imuxsock B2HL journal H RAE
7. BANIX— 5, fHH$O0mitLocalLogging 164 :
$ModLoad imuxsock

$ModLoad imjournal
$OmitLocalLogging on

$AddUnixListenSocket /run/systemd/journal/syslog

T ORI A2 7E journal PR AT E IR B PR S i AL B0 P i —
L8 SE N T AE A 5 5245 “journalcetl 1) verbose FitH” HHIH, AHIREL journal 35
SEHH| K, 1ES 1 systemd.journal-fields (7) FHFUL. Flan, =] LK E SSAEN
¥ jouranl FBL, ZIA N AZATA6 A T BAEH -

7.32. TIWEHNLHEE

BRI — rsyslog fENTRIER TR 22 lumberjack ¥ VHE, 15 H LI
B

template(name="CEETemplate" type="string"
string="%TIMESTAMP% %HOSTNAME%

%syslogtag¥ @ cee: %$!all-json%\n")

AR TS L& @cee: FT AR ) JSON 45 8, i1, 2482 { F omfile
RGPS SR . BT IR JSON B Ak, fEHs! gl #iln, #RTET
T PR IE 2R EROTE I, F80E TIH E N4 AT UID.

($'hostname == "hostname" & & $!UID=="UID")

7.3.3. f#HT JSON

mmjsonparse RELFH T AET S5 ML B . 1IX L5 BT LK H journal B A ¥
AN, F£ H 2420 B lumberjack T H A )77 St A7 46 204k X L3 B2 HH @cee:
TR RN K. R)E, mmjsonparse 246 2 JSON 45442 &5 &6 21,
SR G %A B AR -

N T M mmjsonparse & B fi# Hr lumberjack #% =X JSON 8 B, 7E
fete/rsyslog.conf ST T A3 FH T 1 AL & -
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$ModLoad mmjsonparse

* * :mmjsonparse:

FEIXAMITH, mmjsonparse BEERAE S —ATHINEL, A B B5 K458
HAT, #&A7HREEZEH T mmjsonparse.
7.3.4. [ MongoDB H7EAEE B
rsyslog S il 1S ommongodb it A HAE MongoDB 1) U R Hi 4l e o A7
JSON H &
gL H & W B B MongoDB A1, fF /etc/rsyslog.conf fdi F DL i 7%
(ommongodb Ft B 2% H & FH T8 e B A% = WL 7.2.3 8 B I BL E s 2O

$ModLoad ommongodb

* * action(type="ommongodb" server="DB_server" serverport="port"

db="DB_name" collection="collection_name" uid="UID" pwd="password")

> H MongoDB Iz 55 #% Kbk 8 # 44 7 B 4K DB_server. i & ¥ [ 75 2
M MongoDB 45 #5 1E F— AN AEbR e o o BRI FHE A 0, JF Hadw
B BELRIZS .

> {fH DB_NAME, #fi/€ A8 E 450t #] MongoDB k5545 F 1k
MR EE - XA R BE G I A PR B collection_name. £ MongoDB H,
Tt —HR, EM—4 RDBMS &2 1.

> iET R E UID A password K N & 4015 5.
T mT DA B R B f 2 50 FE R TR 2. BRSO T S rsyslog {8 AT

FEAR L T FRUERY lumberjack TFBLZ R .

7.4. R Rsyslog
7t debug fRAIZAT rsyslogd, fd FH U1 R 4

rsyslogd -dn

fER ka4, rsyslogd P2 AE WG BT EDRIFRERI HH o -n F7R“no fork”.
T DUE R A B A &, an, ] DAE HE S AE R i R E R . fER3)
rsyslogd Z i, TEMT24T LT DL 4%

export RSYSLOG_DEBUGLOG="path"
export RSYSLOG DEBUG="Debug"

F T e SRS B S A7 B B 3 path. X3 T 7] H T RSYSLOG _DEBUG
A EIEIIN SE R AR, 1§ M rsyslogd (8) FMHHIAHIGE T,
K6 B3 7T Jete/rsyslog.conf SCAH R4S (AR VA2 58 2L
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rsyslogd -N 1

Forbr, 1 3R T S AR L A GO0 o 32 1A AR A IR T, RO H AT
RE—DR AR, B, BRBINLESECRIETRIE.

75 FERHHEZE

journal /& systemd ] —/ MM, B TTEEME B HECM. ERIHTAEH
S EE— N HAY syslog P #EFE, 41 rsyslogd. journal [T K2R T il vk 5 1H
) H B A R A, & RS RGN RO ER, X2 M HE DR
AFA ) i H H &S

C A journald MRSUKEE, 7k, FEAAEE. ERIBMYES 44 journals
() kS, XL R IE Bk A N, P 3ERE, PRk, Ariies v
o iE N A APT FIFRAERS R o IX 2 journals B &5 ML FFHE R 5], BIREET I
BURE A HIER 8] o journal 2% HA —PMME— PR IRAT. journald R S5 USEE &4~
HHEAZ IR, HEXHRZEN, At TFahdmiE.

751 BEEHEXH

AT Vi journal H&, f#H journaletl T H . LA root 4 &F H ERA AL
ENEYSY

journalctl

A A WA & RGUI A H E S PR, AFE R AR P A B B
2k B M AT /var/log /messages SCAFHYH R 45M,  (HA — e ot
> NFMM LA AT WL BRI e AT m e A A T
ZL, RNV AL S B AT IR A A
> WAV o R G ACHRIN X .
> AR SR, AFERENHE.
> G RRTHER RS BT .

7.5.2. i EEH]

BRANIEIL T, A root AR journal I FY, REEEFR B ENT AR HEX
PFo RGETEAT LI INEE P #) adm 41, B FAATV5 R 5238 H &SRR
PR B EIIX— 5, LLroot H PIALLR:

usermod -a -G adm username
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FEA N3] adm 2 H 7 44 B4K username . % HH 7 il J5 324K journalct] 2
[R50 H 1] root FH P SREN IS — . 1BV ER, U7 456 R A 248 journal JEA T
FE XAt A = TAE.

7.5.3. f£H Live view

HANSHOAA, journaletl MSCER B I FL 1 2% H TR, BoRak H a5
. AT liveview, A LUEFESE FIHEH S, FONERI% H BV S FT e
HoK. EHF)E journaletl B live view i, HiA:

journalctl -f

2 AR B AN 0 H EAT H1 3 . journaletl T UK RERSAT, 54558 10TH
BIES AL B R A AT

754, TEHEE

AN SHIAT journaletl f 2 WIS B RB 200, L&Ay DU# H & Fhod
PEOTIERIRIUE R, DL K.

H&EHEE L%ﬁﬁ?ﬁﬁﬁr%éﬁi@%ﬁeﬁ’]ﬁﬁ B A I E M I E B
TE I LU

journalctl -p priority

FEXH, HTNER ST — (B BHilEd: debug (7), info (6),
notice (5), warning (4), err (3), crit (2), alert (1), Flemerg (0).

X PR BUR Y v U

BEMRICYN error BUE FITHE, {EH:

journalctl -p err

pBULi NN EIPUR:S
HEAEMNNGET 5 2 H S5 H

journalctl -b

IR/ RS EFESI R S, -b A EEED journaletl B . 7EIXFER]
O, J TN 18] 8 A BE A

journalctl --since=value --until=value
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f8i FH--since A--until eI, A UEFHREM FEEAGENHEEE . &
ATLALA time B ELH data (9HE ELH P35 H AT 408 value 451X W‘j/\ﬁélﬁ il
LA 7t
SEf: @IS A R R
MRS HAR P ER JE IR TR LA &, DURCD S R th o fltn,  AAFEAS ]
M, BEREESEEESINERMHE, W

# journalctl -p warning --since="2020-3-5 23:59:59"

[N

FEAR B 545 “Gournalctl 1] verbose %t 771 48 € H &% H I —H T B, AL
AL T 9. XET systemd RJ A7 CEE B 52 # 3H, 2 L systemd.jounal-
fields (7) FMi. B4 HEE BB, mAFHP T HiEHE
S BT SO, AR R DUREL AR BME; BRI W), H27 B
S AME.

LAE RN E e AR —(E 53R, E M BL R R

journalctl -F fieldname

ﬂ%@?‘fﬁﬂﬁﬂ/‘]?&% #AX fieldname-.
SN RREE R H ESH, EMH LN B

journalctl fieldname=value

- B 44 Az 2 B AL 5 BE B4 fieldname #11 value. 455, fF& X4

FER
133 systemd 77k I 76 U B IO HCR BRI, B IR 5 B TR
BB AR BRI, WA

journalctl

HZPIR tab 8. X SRR AT 7B . Tab SEAFRAN T2 T 7B
BN SCEIRGE R SR LA BB 7 BE, SRR 1% Tab HEOK B ) 5E X 447
R, AT AT BRI Mg, ah:

journalctl fieldname=

% tab BEPIR, LG4 journalctl —F fieldname —#FF .
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Tl AE— N BEEZME, W

journalctl fieldname=valuel fieldname=value?2 ...

Al — >y B E P AT AL EC R, BRI2H or —HFFILAC. 7 & ULACME 1 5L
H2 FHRER.

AR, AT LR E 2 field-value XSk — P D HiH

journalctl fieldnamel=value fieldname2=value ...

IARARE VDA R T BARILE, ek 5125 AND A& . DULE
XK K B A 2R .
i+, EATLIBEEHE or A AL 2 7B

journalctl fieldnamel=value + fieldname2=value ...

IR B B DL — RIS H . AU 2 A 2R H

S RS IRAS R E

B NiHEIT avahi-daemon BY crond.service BIZE 2% H - HiZ 4k H A /7 UID
70, W EAT T4
journalctl _UID=70 _SYSTEMD_ UNIT=avahi-daemon.service

_SYSTEMD_ UNIT=crond.service
T SYSTEMD UNIT B Lk BEWME, VLEHE SR EoR, |
_UID= 70 S 040 /2 - X AT LA L 38 7~ (UID=70 and (avahi or cron)) .
RS mT AR B AT R B Rk pE as, HLBL live-view HEACRERERUE € 411 H &
H B

journalctl -f fieldname=value ...

7.5.5. fERERPERIAH

BRINTEIL R, journal R AE A7 H 8/run/log/journal/ H 3% N B/ NATE 2 i [X o
At HES . R journaletl Eoniir i st HEM AW 1. 1% HFH 5 KM,
HEHARA KA. EBIAE T, syslog SEHUH EIL%, FHWHAEMELE/
var/log/ H3x T o Bt HEidxI e, HEXAE#E/ var/log/journal, X i
W& BB G s e AT R E . XS —2H P, journal BEAXE rsyslog.

fERERFEE AR A T T AL AL

> AT R] AT FH R AR o e R B 3= s il SR

> AT RRESLZI SR A, EE S AT DORECE 3 E ] H AR
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> JRSSaiEG G ar M H B s BE, AR B B0

FE S AR oA B LE R

> FREEEAEAE BT AR A B B BGR TR NN AF, ANERIIE AT LA R 18 1
I TR 5 5

> T 2 A AR H 0.

journal Ji FFFEEEAEME, 4% T P E]FF3h )& journal H3%, A root
P

mkdir -p /var/log/journal

# /5 journald >R & W & A A

systemctl restart systemd-journald

76. HIMLRGES

f£55, BBFRATAE, PTLUEMEE, £ MaerH, £ 48E
[N, B0 A RGN AEIRT 0.8 I, HBHIEAT,

BRI LR = I S5 AR E R A PULHCE 11847 — L H B RGTES, IREKE
RGN H . B, locate iy 218 H 1 slocate £ FE T R ER B . RGEH R
A DUME ) E SRS R AT BRI & 0y . I RS, 1817 B € RS

VAT LB v IR 55 A AR R Gt T LU BB ESS T cron. anacron. at
1 batch.

R—P T HA SN T WHEAFRAES B4 % 1T H, Cron 1 Anacron 1
EEERAENAES, At M Batch 5 —RIERIES (F2Z7% 7.6.1Cron Al
Anacron fl 7.6.8At Al Batch),

BT REL IR = IR S5 SR BRAE R GE V10 SCREH systemd.timer 7£— /M 52 IS
(B AT —MES5 . 2 0 systemd.timer(5)H 7 F M LH 1R 215

7.6.1. Cron F1 Anacron

Cron 1 Anacron #f\/& B % U B B &2 MEAT 557 — /Ml IR 1] R AT () 5740
BERE, INFIA] SR HER R TR . AR EFER . Ay — AT EIEER . ARE
X

Cron IAF55 7] LAAE 73 8P RIS AT « (B2, AT HAUE RG R FFE8Ha/TH, W
RAEAES LA RN A KRG FF R H BT, WEFASHINAT .

A7, W RGAEAT S I A H 1847, Anacron 2 dF1X AN
O ZH TS . — B RGITReAT, X MESHH S EIAT . SR, Anacron
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F—MES - RABEIEIT K.

7.6.2. %% Cron A1 Anacron

B3 Cron M Anacron, &5 2424% Cron Y cronie £4H1 Anacron [ cronie-
anacron {3, (cronie-anacron #& cronie H—4~F).

BEfE BN RG ERECE LS THMMA, sJUHATU T

rpm -q cronie cronie-anacron

MRS 2H T, FiRar4 ¥R A cronie A cronie-anacron [ 58 2 4 K,
75 DU 368 R0 s AH N B B AN TT
B BIX e, D) root P % BT T A4S ZORAEH dnf 44
dnf install package
i, ELFEE 42%E Cron 1 Anacron, FJ PATEAR2ATHERAF MHIALL R4
~]# dnf install cronie cronie-anacron
BT R R AR BB e IR 55 A A RGP BRI, TS 424 %
AL,
7.6.3. &4T Crond k%
cron M1 anacron 1F55# & M1 crond R SS KAZ I . AU E 5. 1%
IEAVEE S crond IR5s, DLAANATECE AL HITHLE B 3). BT S 240 RAER I
B RS d iR R G V10 i AR S A U7, WS 501 [ H
systemd & H KA o
7.6.3.1. JA%h Cron R
B RS S b tT, EHHMU T as:
systemctl status crond.service

B YRt HIE4T crond k%S, 15 UL root I P EEAT D ATHERTT FEIALL T

IS A
i 2

systemctl start crond.service
TR E RS ITHLE RS, 16 LA root FH AT LR A4

systemctl enable crond.service
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7.6.3.2. {51k Cron k%%
BAE M RT 25 H 5 1k crond iRSS, 5 P root S EERT SAT IR FHIALLT

ANy
FIITJ/Q'\:

systemctl stop crond.service
AL RS ITHLE JA 3, 15 PA root FI 7 $0AT LA T i 4
systemctl disable crond.service

7.6.3.3. )3 Cron k%%
B T crond k%, 1E LA root I P EAR AT HENST FEIALL R dn 4

systemctl restart crond.service

2 A7 1R SS Ja R AR PRt S B R 55
7.6.4. BLE Anacron f£%
T LA 55 1) 3 T B A2 /ete/anacrontab SO/, & R BEERL root HI T HEAT
Vil AR A BN AR
SHELL=/bin/sh
PATH=/sbin:/bin:/ust/sbin:/ust/bin
MAILTO=root
# the maximal random delay added to the base delay of the jobs
RANDOM_DELAY=45
# the jobs will be started during the following hours only
START HOURS RANGE=3-22
#period in days  delay in minutes  job-identifier = command
1 5 cron.daily nice run-parts
/etc/cron.daily
7 25 cron.weekly nice run-parts
/etc/cron.weekly
@monthly 45 cron.monthly nice run-parts

/etc/cron.monthly

B =AT 8 L RECE anacron (T & Z 4TS A A &
® SHELL— HIKigfT/E 451 shell 3745 (G- /& Bash shell)

/e w {

® MAILTO——il it H 7~ WS F 420K anacron 4145 %t 1 FH P I 2 K
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WMPERA E X MAILTO & (MAILTO=), NIASKIEIA.

T RBIPIAN AL B RAE I SUAT55 1 BE I T

® RANDOM_DELAY——¥-2 N £ AR ME5518 % I delay in minutes 22 5
RS A

BRINTE LT, S/ NMER AR EN 6 70580,

1, WS RANDOM DELAY #i% 8 R 12, 841X AR5 E ) anacrontab H
[R5 —MES5 1 delay in minutes {H#BF 40 | 6 # 12 438 RANDOM_DELAY
AR LR E N 6 LAF, 46 0. [ ER 0 Ml i, MG mEEHLALE .
BEALLEIR 0 B R ARA I, wlln, 42 GIE—ANMEEEN T EHLRE ZEE R
# T A [ B R I

® START HOURS_RANGE——it XI55 7] LIS AT ISR B, BAZINES D HR
s

F—Rd TIXANE B, N, BT AR, SR RIS A
PAT .

/etc/anacrontab SCAFFIRATAR T RIMES, I HIBMEL IR

period in days delay in minutes job-identifier command

P R AT RS AT AR

ZJE AR T DA 8 U — DB — AN E (@daily. @weekly B
@monthly), @daily FI#% 1 KRKZFR—ME, @weekly FIHE 7 —F¢, 1M
@monthly MZFRRAE S — M H Rigi7—Ik, AERXMHRRERZZ D,
FEHATAES T, anacron S5 45 ()4 B0 4K
ZJEPEE AT DA SO — MR iRz BN 0, MIFRIRBA IR
® job-identifie——F T~ H & 30 G — AMRFE AT 55 B ME— 24 R
W AT i 2

X B A BE AT BLAE— N8 1s /proc >> /tmp/proc HIf 4, AT LU — 3
1T H & AR a4

DS ) KM AT R R, A iab s,
7.6.4.1. Anacron L4571

PLR & — ] B ) /etc/anacrontab SCAF 71«

® period in days

® delay in minutes

® command

SHELL=/bin/sh
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
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# the maximal random delay added to the base delay of the jobs
RANDOM DELAY=30

# the jobs will be started during the following hours only
START HOURS RANGE=16-20

#period in days  delay in minutes  job-identifier = command

1 20 dailyjob nice run-parts
/etc/cron.daily

7 25 weeklyjob /etc/weeklyjob.bash

@monthly 45 monthlyjob Is /proc >> /tmp/proc

FEIXA™ anacrontab S E LHIPTAAESS, #ORBENLHIEIE 6 2 30 704,
I HAEAE 16:00 F 20:00 Z [HI#HIZAT

B —ME LTS B AERER 16:26 F 16:50 (B # i’k (RANDOM_DELAY
JEAE 6 3] 30 %P2 [H]; delay in minutes J&THAE A 20 7080 . AT 5 Prdi 2 B
2R A run-parts A (run-parts JIAFE 2 — A H AN AT 24 IFIFPib
PAT B FEFHHIE—NER) P47 ete/cron.daily/ H % FHIFTEREF . 2L run-parts
F A F- WU T i@ 58 245 5% run-parts JIA (S B .

AT B AT W ete/ B 3% T 1 weeklyjob.bash fHIA .

FEAMER BT A, 1% A /proc A S 2/tmp/proc SCAFHL,
AN H— s /proc >> /tmp/proc).

7.6.5. ELE Cron {£%
Cron 1155 I IC B S 4 /ete/crontab A, & R Bl root 7 AT V5 ).
XS LT AR
SHELL=/bin/bash
PATH=/sbin:/bin:/usr/sbin:/usr/bin
MAILTO=root
HOME=/

# For details see man 4 crontabs

# Example of job definition:
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#ommmmmmmm o minute (0 - 59)

I hour (0 - 23)

#l | - day of month (1 - 31)

#l | | - month (1 - 12) OR jan,feb,mar,apr ...

#| | | | .----dayofweek (0 -6)(Sunday=0 or 7) OR

sun,mon,tue,wed, thu, fri,sat

#l

#* * * * *kyger-name command to be executed

B =474 % 1 1 anacrontab S+ 142 & % X : SHELL.PATH Al MAILTO.
B HEZHERXINLENEE, ES N 8.7.4 FLE Anacron 1155 .
B4k, ZSCAEIE R LLE X HOME 28 # . HOME A8 &5e L —ANH %, Z%H%
FEAT 55 AT i & BUAIA IR R N 5 H 3%
Jetc/crontab A HIFIARATAE I WIMES, FREM LT 5
minute  hour day month day of week username

command

LR 3% € ST A 5545 BB AT IR I )

® minute MO 2 59 FHEE AL

® hour——J\ 0 3 23 HF B

® day—— M 1 2| 31 RS (an45E 7 A, WX 5L H R 22
FHXT T2 H AR H D

® month M1 B 12 B SRS (B A R4 RR, Bl jan B0
feb)

® day of week——M 0 2| 7 FEREHEE, 0807 REMH (SE S
Ji & R T A AR, F140 sun B0 mon)
PUR % T5E T ARSI m P

® username BEPITIESHIH .
® command KB AT A2 o
X B A BERT BLE — N2 1s /proc >> /tmp/proc K4, AT LU — 3

17 H € SURA R iy &
FULERSBURTEE, 2S5 ) ATUREPRE R KA RUE. i, 40
R month FIMEE CNE S, WHZAESSRALHARSFAF LA AT B4 H # AT«
B IETS O ART —ABEGEE. B, 1-4 2R8B80 L. 2. 3,
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HIZS () FRIESIERREE 75K Fla, 3,4,6,8 Bifscda il 7ix )y
AR

RHT (D ATLAHRIEE B KA $87E T P KAE W IOR 8K P e S B Hek
K. BN, minute TIEE XN 0-59/2, WIRIREERG— 2050 AR AT LLAD
B —MAH. Flan, R month TUHFMERE N3, MWHES KR = AT
— I R,

DS ) KM FTE AT AR, A tiabE,

4E root A/ 7] LA A crontab T HKECE cron 1155, A P & X crontabs #
TrRA7AE /var/spool/cron/ B3~ ,  FF H UABIEBATTHI A P oR#UAT

FPL—NEEE A P OR B crontab, 1 LLZA T E S, FHBAGS
crontab - Kf#F VISUAL #k# EDITOR FR357AF & T 5 1 4 45 45 X6F FH P 1)
crontab BEATYw4E . 1% SCHH H Fl/etc/crontab 5EEAHFEI IS . 2 H X crontab
FIE B PRAFI,  crontab 4% 08 P 22 kRIRAE, FF5 A/var/spool/cron/username 3
e EHH 2457 P crontab SCHFEINEE, {1 crontab -1 74 .

fetc/cron.d/ H 5 N L& (30 Al /ete/crontab SCAF BAA MHFITEE . RAE root
P RV 1Z H s T e s ot

@ cron SF I HERE 4 AR Bl 7 fetc/anacrontab SC14 . Jetc/crontab S A
letc/cron.d/ H 5 Filivar/spool/cron/ H S AZ A, ARSI 2 A2 o 228 N A7 9
AL, 24— anacrontab B crontab SCAFE )G, FFAN R EH G P9 HERE

7.6.6. #MHlXF Cron K7 ]

TR HIXF Cron A5 1], 48 A] LA{E FH /etc/cron.allow Fl/etc/cron.deny SCA4:. iX
ey ) 4 ) SO AR A A 20, BB — AT — N 4. idE, I ST
RVFEH T .

WIERAEAE cronallow U, KA HIH B P A R cron, FFH
cron.deny SCEEHE i 20 o

R cron.allow SCAEATELE, W cron.deny SCAFH B H I P R4 4% 1R A H
Cron.

WR VG 45 S AE R T, A EE Cron sFHHERE (crond). BEIKFH P
WA ISR — A cron fE55 0], &R 6 2 U7 Il $ 81 SCAF

ANE I 45 S R P 4 AT 4, root F P GG 4 Ref% A cron.

fasth ] DL i 4E N A ER S (Pluggable Authentication Modules, PAM) &
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PG 1) . AH N [V B A7 7E fetc/security/access.conf XU . Biltn, 7804
Intn R —472 )5, ¥ RA root H e AIZE crontabs:

-:ALL EXCEPT root :cron

AR 1 TS AL SRAETE S 1 H B, 80, 48 A crontab -e 4
B, RBERFRERHE, ETHEZER, HZ2% access.conf.5 I FM i

7.6.7. CronfEHHEHZH

155 1) 28 1 44 BRI OR 8 ST 45 I 40 AN 7R B AT « M 4E—> Cron B3k
H (fltn, fetc/cron.daily/) i run-parts IS X R A A . w5 P XA H %
THIREFEIIN T B4 5, run-parts A A SHATIXEFEE

B — AN A L IEAE run-parts AR Z4AT 1) H s 62— jobs.deny
. Flhn, hn S T M etc/cron.daily/ H 3% T 2 — AN E FIRR R, T 2
letc/cron.daily/jobs.deny U o FEIXANSCAFH, 48 5E 75 EEAENAT I B 2088 PRI RS 1)
SR (REMTR—ANBZ FHEFREIMATIR) . R —TUEEHIT—
%, %4 Mletc/cron.daily/ H sk AT FE 7, 140 run-parts /ect/cron.daily, M
jobs.deny A1 5E SRR FF AL HARAT

BUE L —NARE, EIE jobs.allow SCf.

jobs.deny F1 jobs.allow [FJf# FHELNIAN 8.7.6 #=Hi%F Cron HIU5 Al HHHhH& 1)
cron.deny 1 cron.allow 1458 FH R — ¥

7.6.8. At Ml Batch
Cron #iHRIARE R MEATLS, At THM R85 @ I [a) 8 B2 — ikt
{£45, Batch T B FH R VH RS AE R G 503K T 0.8 IR AT F— IR TEAE 5%
7.6.8.1. %5 At il Batch
BHEBH ARG LR el wd 1 atfl, EHATCL T4
rpm -q at
MR EL T, FiRdarA%iREl at GH5EEARR, BN @R E AT

He
BIRRE P, B root HPHZ I AR R (E A dof d7 4

dnf install package

Blhn, ZE[ER 223 At 1 Batch, AILAEAT AT IRAT I LT 52
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~]# dnf install at

7.6.8.2. iB1T At IR%

At I Batch {155 #5042 1 atd HR &5 Sk4% 1. ATE S5 3. 51 RE
J& atd 55, PAS TR B ik H LA JE 3.

B At RS

B E S5 5 IEAEIEAT, T BL N a4
systemctl status atd.service

LAE AT 2 IS AT atd k55, 15 LA root FH P TE A AT IRRAT oA LA A

£
systemctl start atd.service
R E RS ITHLE RS, 15 EA root FH AT L R A4
systemctl enable atd.service
@ FWEH atd IRSEBHI RGP ECE NITHLE A 3.
fE 1k At RS
TAE YT 22 P 1E atd RS, 18 LA root FH P IE AT AT IR AT RN LA R i

systemctl stop atd.service
AR LRSS IFHLE RS, 15 LA root FH AT L R A4
systemctl disable atd.service

# At RS
EH S atd ]S, B LA root H P EAT AT IRARTT FRIALL R a4
systemctl restart atd.service
12 A5 1R SS Ja B AR PR A IR A B AR 55
7.6.8.3. MLE At 1%
BE At T HIAE — MRS e H AT, 1E7% LT D REE:
1. fEm AT A4 at TIME, X B K TIME £oxar 2347 B
TIME %] LA A DL AT & —Fig e X
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HH:MM: 8 E VI NS A 80, #lin, 04:00 Ros B4 55
midnight: #§E AT 12 M.
noon: FEENFF 12 A,
teatime: f8EN T 4 &
MONTHDAYYEAR #%3: #l40, January 15 2020 %7~ 2020 &£ 1 H 15
Ho 0 {E 2 ATk i

® MMDDYY.MM/DD/YY 5{# MM.DD.YY #&: 640, 011520 &7 2020
F£1H15H.

® now +TIME: iX B f#] TIME /M40 f1 minutes- hours. days 50 # weeks
JUANRBUME R E L. B, now + 5 days Fan i 24 78 NBLFE AT F K S5 (1) [ — I
[E1E 7

WAAE See i TE), S AT DR e vk it H B . BT B 2 00 T [l 2N
{5 8., 152 % /usr/share/doc/at-<version>/timespec LA A4,

WERARE IR B 23S 1, WAE 5555 8 B DR 1R (8] — B TR 4 AT

2. HERIRHH at>fg SATHRRTT R, € UES L

A IS NAZPAT IR %, JF4% Tl 2. ki, 7] DL S P IR,

RALZ A2

AT o
B. LM ATHRAF N A — shell JIA, IFEMAME—1T 2 5% FIRI4E
i,

1E55- 446 FH A P ) SHELL A58 S AT i B 1 shell. FH 7 B8 5% shell, B
/bin/sh (LIRS EITE—).,
3. —HBINL W, AFE—ANTATHIET CaltD A4, B H 21T 3R
WIRIX — R Y & 5 AR AR bR S e SR (B S g ok 2 DL 7
WA T Rk 45 F P
WREE/BPATIUES SR, B atq o . ES W 8.7.8.5 AHELEHPAT
TS TREZE R
AT DABR ] at B . ZE TREZELR, 2 W 8.7.8.7 X At Al
Batch 15 1]
7.6.8.4. it E Batch {155
Batch 2 /5 7F & 40 714 Sk B 2] 0.8 LA N IIHESAT 258 X — IR 55 o
BL5E L Batch 1155, 164% UL T DB THAE:
1 fE A AT 4N batch #7 4
2 (E R ab i TIOR8 RS2

\)
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A FINESROZPAT I 4, 4% FRIZER. ik, nJLLES D
B, "2,
B. FEMAATIRRTT NN — shell B4, FFEMARSE T2 5H# T
EEE
R85 K448 F F P ) SHELL 85578 & fr i & 11 shell 7 5 5% shell,
54 /bin/sh (R BIE—1).
3. — HEINZE W AFE— D47 %N Cul+D 41 &4, 1B H g 2175 177
AKX — 25 i A B A R AR AR R R (B S U ks 2 DA
R ) T 2RI 25 F P
BREERBPATIUES VIR, B atq s . HES W 8.7.8.5 AHELERHPAT
AES TR 2B
et T LLFR 1) batch iz & H . 2 THEE ZE L, ES I 8.7.8.7 #&EHIXT At
A1 Batch 117 1] o
7.6.8.5. HEERPATHIES
LAESERPATH At F Batch (155, W LAAT atq i3 4. atq 244 B —
ANELFPAT TS MBI, AT BB R 1T « AT NS S0 5
HIH AT B P 48Rk P REEEEMATE 0TS . W root F P 4T
atq w4, W< BoRETE H P A AE5 .
7.6.8.6. FAL )i 4TI I
at F1 batch iy 2 FIESMir AT LT 1 F P :

FH& 8-5 at M batch ArA4TIEI

IR iiipa
M A SO BB A 2 B shell JIAS, T AN 72 iy

-f

RATIRTT M A& BUHIAS
-m AR5 e R A P ROE HL TR
v AR S5 BT IR 1]

7.6.8.7. =%+ At A1 Batch 17 1]

& ] LU FH fetc/at.allow Fl/etc/at.deny SCAFSRFR il % at A1 batch 4 H115 7]
X LGy e 45 ) SR AR E A X, B AT — AN P 4. A, A SRR
AN SR VAT 245

WARAFAE atallow SCHF, RAFE1Z S5 H R - A Re {8 H at B3 batch,
It H. at.deny TR 20
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W atallow SXHEATELE, W at.deny SCAFH 1 H I A R g 25 B AS A at B85
# batch.

W SIS B T, A E S at sSFP R (atd). RO P EIL
17 at B batch fr &I, # o BT R 5 H S0

ANET SO N B R4, root P ERIG & BERS 04T at A batch iy
%
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BI\E RERE

8.1. TEFEMRSE

8.1.1. Bh:AkHE

B K E R E B 24 TH, ] DERMEEEARM 22 204 . firewalld SO
2%/ Bl KIEIX 3K (zone) & ML EEHE | &4 2SR I BNASP) K 2
T H. B3FF IPv4, 1Pv6 Bi KESBE DA DO #E,  IF HIA a8 47 I i E A
TKAHC BT o &t SCRE FU VIR S5 B0 S 2 7 LA 0 B B f 2 11 L ]
DA 2S5 B BT Ji
8.1.1.1. EEIhfE

1) SEIBhAEEL, TR B8 SO P 2 R ) A K B

2) At firewall-emd 44T ST E B I E TAE:

3) S firewall-config EIEALECE T H;

4)  SEILRGEA )R B R AR B K A ) P

5) XIS
8.1.1.2. HARMm4L

2

dnf install firewalld

JR 5

systemctl enable firewalld.service

systemctl start firewalld.service

KM

systemctl stop firewalld

systemctl disable firewalld

FERERINAS

systemctl status firewalld

8.1.1.3. X
A T 9 % 4] A [R] R X 4 GBI L R ARON zones), il % AN A X 3802
[i1) F18) 77 T 42 ) SR s A 2 o) R T A 38 OB U o 4910 n LB PP 2 AN P AT B IXC 48, 17
PR 1S 0 2% s v JEE A A ) DX, DB 2 4 SR R A L ) — il 45 . BB AR X
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AR LM ( —DNERAEEERXIE ) =D ERNS (D EEERX
) I H bR PRS2 1 8 AR A R K P B3 AR X I80E I 22 4 R s 47 A
I MR 2 AR e D REAUE o a0 ASL WIFL MR N IZAEAE, T
FBER B 28 TR N AZ e G AT« 2% R AT DAFE 222356 . IR B B AT IR
ST X L IR I SR BRI o AR T AT LT ER IR R I £ B 58 1) RTAE 2l
I T FEER AT X 7 Jetc/firewalld/ 1 [X 3515 € f& — R 51 ] DL Pk
PAT BN TR E - A LA FIRRTAG 40 X 35

drop (E7)

PR ) X 28 B L e 5 78, A AR R . AN REA RIE H 250 N 48 1%
o

block (PR

AT AT F22 AL FP) X 285 7 F2 E#. TPv4 Y icmp-host-prohibited 15 &2 A1 IPv6 1)
icmp6-adm-prohibited 15 & i 4.

public (A3

BRI N, ASREAE P28 N I AR TSR, R aeRellogsid ik B i
o

external (F55)

Rl e N AR R 7O ThaE AN o EANBRAS AT R B 28 i Ho At 1 5
ML, REeRis m s mdsz.

dmz (JEZEHX)

T IR XN B, XS A FT 0708, AT DA PR AN TS AN
ML, AU IR PRz .

work ( TAE)
T TAEX . &0 LAIEAARAE WX 2% Py 1 At FE i A 2 fa E IR F i . AN 32
Wit PR .

home (FKJE)

TR BEM 2% o ST DAFEAAZAR I 28 4 () Fe Al v S AS 2 fa 1 o S5
UL R 2 iR P )z .

internal (PYHE)

F TN BRI S o ST DAFEAS FAB AR P28 PN %) oAt v SR AS 2 BUB B 1) H AL
UL FE =2 22k iR P )iz .

trusted ({541
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AT HESZ T A I 28 i 2 o
Vi firewalld 1544 X352 public.
R SRR X 81 R

firewall-cmd --get-zones

BB BE XI5

firewall-cmd --set-default-zone=home

B AT X

firewall-cmd --get-active-zones

BEE 2 A X R

firewall-cmd --get-zone-of-interface=enp03s

BRI A JLIXIE (public)

firewall-cmd --zone=public --list-all

IR IHE 2 284 10 enp0s3 AP EBIX 38 (internal)

firewall-cmd --zone=internal --change-interface=enp03s

IR AMESIN 5 F2 T enp0s3 NN HEEIX I (internal)

firewall-cmd --permanent --zone=internal --change-interface=enp03s

8.1.1.4. o5& He
amanda . ftp . samba 1 tftp SFHEEMIRS W firewalld FRALAH NIk
%, WLMIHmSEE:

firewall-cmd --get-services

R HTRSS

firewall-cmd --list-services

N http RSS2 A HIX I CGinternal)

firewall-cmd --permanent --zone=internal --add-service=http

firewall-cmd --reload

R — RS A2 7 [X

B —DMRSIAR X, HlanfodF SMTP AN TAEX:
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firewall-cmd --zone=work --add-service=smtp

firewall-cmd --reload

BN XBERIRS, WA TAEXF2 R SMTP:

firewall-cmd --zone=work --remove-service=smtp

firewall-cmd --reload

8.1.1.5. ¥ 141
FT 9 i 1
191 443/tep B AEAN X I (internal)

firewall-cmd --zone=internal --add-port=443/tcp

firewall-cmd --reload

ity 8% K

firewall-cmd --zone=external --add-masquerade

firewall-cmd --zone=external --add-forward-port=port=22:proto=tcp:toport=3777

ETEERA A R, HYem Fh3E (masquerade), ZRJEAEAMAIX 45K
(external) ) 22 ¥iI1%: K% 3777,
8.1.1.6. H &

firewalld A — /M FR N “direct interface” (E. 4z 11), ‘& 0] UL EH B8
iptables. ip6tables F1 ebtables [FLIN . &i&H T N AHFET, A2 H . firewalld
ORFEXS BT NI H B3B8, BrLVEIERERTM firewalld A1 A HIL H A ] B9 0w 145
TR P I B B . BB 1 3G N —~direct e Tifsi A . B A& T
k55 BB RE Y, LAEAEIZAT IR 18] A B I s 52 BB KBS RN o 3K SR AN 2 7k APk
o Blandshnsm = tep 9999 % H .

firewall-cmd --direct --add-rule ipv4 filter INPUT O -p tcp --dport 9000 -j ACCEPT

firewall-cmd --reload

8.1.1.7. &N (Rich Language)

il “rich language™i&i%, A UAA B BR: O 5 X 5 PR 0 7 VR e R o
Bl KIEE o e AMEBEK A PR B W B IXPE S AT DU RACE 77 X, AR S HF
AT E 7. T 2 ELAILL root FH 7 S I84T . 380 — IURLIU 1 5 2
F A

#firewall-cmd [--zone=zone] --add-rich-rule="rule' [--timeout 9=seconds]
P — TR -

firewall-cmd [--zone=zone] --remove-rich-rule="rule'

R — TN 2 B AFAE -

firewall-cmd [--zone=zone] --query-rich-rule="rule’
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—AN BRG] T, RBEE—AS TP Hihik (192.168.0.0) IR 55 23 Hc & B k8% 7o
YU S AR%S http, https, vne-server, PostgreSQL .

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="http" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source address="192.168.0.0/24"
service name="https" accept' --permanent

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="vnc-server" accept' --permanent
firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept'

firewall-cmd --add-rich-rule 'rule family="ipv4" source
address="192.168.0.0/24" service name="postgresql" accept' --permanent

firewall-cmd --reload

8.1.1.8. BlEfR%

BT EESI RS A& RTMP (RTMP /& Real Time Messaging Protocol (3£
ByE BRI ME FE%HS . P ET TCP) i 15 1935, 1&
fete/firewalld/services/ H3xHr, FIHILA KB E A0 nfs.xml AR AR

cd /etc/firewalld/services/

Yo 1% H AR E PRI 28 IR 55 M 1248, R T2%, A6
EE XA H A A2 T — 8B ARST o 1E1% H sk T 30H & S 2% ik
%, WALEIEIIARSE xml € X, JEEHELE By & n LA,

cp /usr/lib/firewalld/services/nfs.xml /etc/firewalld/services/

Ve M LT B SR 7 EAE ARSI xml SO RIS H e, iR
s 1A AR A AT DB SO A U

# cd /etc/firewalld/services/

% 237 W/ #£301F




FoEN R R IR 5 2R E R V0 RGUE B 5 T

NHEE nfs.xml 4 rtmp.xml

#mv nfs.xml rtmp.xml

THAEH vi gESEL rtmp.xml ST N

<?xml version="1.0" encoding="utf-8"?>
<service>

<short>rtmp </short>

<description>RTMP Stream </description>
<port protocol="tcp" port="1935"/>
</service>

TR GSE CAR R B AT A4 7 iR A R 28 F 48 0E /5 2 A8
FHEISC S FURIREER 4% o AR5 SRR 55 N B K S U o

firewall-cmd --add-service=rtmp
firewall-cmd --add-service=rtmp --permanent
firewall-cmd --reload

8.1.1.9. firewall-config

firewall-config SCHRFR K3 B P R o & 2 53 AT DL R B0 R Ge s i
ng .3l firewall-config F /7 A LARC & B k5 so Va0 5% o 1 L B 2ke
v 146k« F1 ICMP 828 FIA%E zone (IX48) 15 B 25 DI RE LA K h % B 5
pITIORE == N~ e I YIE8

BABRE | x |
XHHF) Em(0) EEWV) FEEIH)
v EERIYIE EiE: e~
& K MBE IPsets
enpls0 (enpls0)
#i\E: public FirewallD RIEX T HEMMEER. BOURRAMEEE, KE2RS. ®O. Y. 1PH
#0 £, BO/MRXER. cMriiSLIREAMNMES, Kia] MSERIFOM LR,
R plock ¢ BS WO HY B0 B @OsR
mz
drop DI ER EE KR LRE 258, EEEHEIXXENE
external . BOMRSOAEENMNMER ~ o] LARR I ERS.
home 523
internal amanda-client
public amanda-k5-client
trusted amagp
work amagps
apcupsd
bacula

bacula-client

bgp
bitcoin
bitcoin-rpc

. bitcoin-testnet

BEIZ firewalld B9EE,
HiAXi#: public LogDenied: off &85 : ZXf Automatic Helpers:system (off) Lockdown: ZF

& 8-1 Bi:KHEECE
firewall-config T {/EF1H 70 e =AN56 40 B A2 S0 5, Frial 2 ic BTk .
FHEXE RkE . ICMP g, A RSEREEIR,
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YL (R T JT A S HRGER R/, XhREE firewall-config TH CL&#%
BERIHPX G ERF firewalld. &, ICMP 28 H#2ACE (Direct Configuration)
MEE 4 H (Lockdown Whitlist) #5725 RAEMN BF T Hi kit 54 /e
& W.o

1) firewall-config FJEH

firewall-config F RHAFEPUANED: SO, Em, &F, #Hbh. Hok
TR B i E 2, ERFE LA

HEPT K AT KRR B A AR E AT B B G0 R A AR
KAREF#AE, BaRGEREEE.

SRR X B UM 4R IR I BRA X S

DR BRI DX 38 B A0 288 242 1) P g X 342 11

M MR EME A AR AL .

BiE: BUE T DB KB E AT o, R avra s BN R P AT
3. BERHEN firewalld 00 7 BE A<t 5 FH B33 Al 55 1 B 1 ] SR & 7 2
B PR R N AR Y SR

2) BoEEMFR

firewall-config Pt B G- REHE: BT MK A

AT SEATIEC B N AT B E R . 384T I B IR AR R AE R
FEEH BN /] DK, T RS EH RS HE . 17 1ER, XEERDE 2 E k.

KA FRHEE B RNAE 2R G 80 Al 55 35 5 B g fdi FH o 7 A A7 72 G
B, BV E S EE RS E S . RT3 3k S .

3) XBuEmF

X 38z R 2 — A B E A

W] 28 Bl B K i XOE T R T E R . firewalld et 1) LR E
NI X XGRS I PR Dbl ICMP RS AR SR
X3 AT AGR e 214 ORI R o IR S5 -1 T0-R E SOMIR L X I8 IR 45 = AT AE I o 7]
B BRSSPI AR 1% X T i 32 . #2100, R bl

i RS IEDR
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B BRI LS R B FARIRE RAVI0O RAEH L TFM
PikERE - o El
XfHE) ®W(O) EHE(WV) FEBIH)
v EERIE BRE: &7
353 Ei& [BE Psets
enpls0 (enpls0)
BAK: public FirewallD KIFEX T HENMEER. BOURRMINEEE, KERES. HO. il P
#0 . BO/MBXER. IcMPTEUREMANNES, Kige]UHEREOURRIEE,
R Dok C BE B0 WY EE0 pE mORE
mz
drop FUAXBEXEHPHLRERTEN, TEREHEEXTEHME
external B, BOMKRPE ENMMER ~ o LUFR B ERS.
home | £:3
internal ._,...:.,-.. -
cfengine
public N
cockpit
trusted
« condor-collector
wor ctdb
dhcp
dhcpvé
[¥ dhcpvé-client
distcc
dns
docker-registry
Change Zone Anrlarcwarm v
BEIZ firewalld 89%EE.
#3AXiF: public LogDenied: off f7&j#s: Zf Automatic Helpers:system (off) Lockdown: 2

& 8-2 IR&ETF
TR RSl S
Ui T T4 FH SR W B FO VR B AL 281 n) 1 i Y o

- o
XFHF) EMO) EEV) BEIH)
~ EmpE RCHE: | Ef78d ~
EE Xi§ MBE Psets
enplso (enpls0) |
BIAE: public FirewallD EHiEX THENMGEERE. BOURBOLNEREE. KHERS. ®O. DL wfy |
®O #. WO/MRXEE. cMPl ELREMANMNES, Ko UgERBOLREDL,
RE Dok « WS  ®0  ®¥  EE0 BE  sO0RE
mz
drop I FRh0alik &rikinléh 40 skinl, ﬁﬂﬁ%ﬁﬂfﬁﬁn
exter “Dﬂm
homé  jzss ABOAN,
intert
publ HO #EOEE: |
trusti .
work e | tep v
@EGH(C) Wz
T
N +Am(A) RIE(E PR

nge Zone

BRIE firewalld 89%#,
FLAEIE: public LogDenied: off fF@#s: %7 Automatic Helpers: system (off) Lockdown: 25

& 8-3 i O-FEmF
FARVFREIEPT KB BATEA N H, M3 firewall-config FFik #4848
FEUBE IS X, 8% sm ) EIAR IR R AU N #2481, Port and
Protocol ¥L¥TH 1 -
B N\ B B O 1S R, SRAS VR AT o MR R i 4% tep B udp.
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i, Py ai-k
Dy 2T 5 I RATRAAT W0 255 1k AT AR WS 2 A TR R TP

Hiu

BIoaRE - o
X{H(E) #EM(O) HH(V) FWEIH)
v ERREE KB: EAR-~-
<374 Rig MBS IPsets
enpls0 (enpls0)
2K public FirewallD B EX THENMEIEE. EOURBMLATERE, KE2RS. BO. ik, e
{n) EOBOMXER. cMpRELREANNES, KEJUBEIROURRIEL,
xR :'“k « BE WO WY GBS0 pE sORR
mz
drop NECERE—ABCNARREEEIEBRANINNERES, (i
external SREAN, EHXBMEBFRIN, BZINSUE—thatafHn
ome EERRD, BERERT Pva,
internal HhEXE
public NPCRAHE, BLHEH Pva MERFA P 8L,
trusted

work

BRIE firewalld BIEE. EELEH.
Bl public LogDenied: off FF@#Es:

#m7 Automatic Helpers: system (off) Lockdown: 25

& 8-4 AR TFHEIF
B IPv4 HihEF Oy — AN AR L, )5 Bl firewall-confi

g T HIF

WP 7 EAL L (28 X . B HF D AR AN I AE AT TPv4 Hhb 4 it

J A B YL
iv. i R TR
i 3 e m] ARG 1) 55— o LT DL K/ B Hofth 3240
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RIOBR BRI LS R B FARIRE RAVI0O RAEH L TFM
PAAERE Ex
MX#(F) #Em(0) TE(V) FBi(H)
v EERIEIE iEE: Zham~-
354 Xi& BB Psets
enpls0 (enpls0)
BIAX: public FirewallD BIEX T HENFEER. BOMURBANEREE, KERKS. WO, il 1P
0 . BO/MBXER. cMpTELREANNES, K UBETROURR DL,
*E block « BS W0 WY EE0 6% mOsk
mz
drop ANEERFERED, plLUEMNEAZN—PROES— KO, B8
external HLRMEBRFES— TR, BRIAS—ITARGERERORMEMNE
home BA. BORAIERT IPv4,
internal w0 i BEME0 SNkt
public
trusted
work

B FRmA) | e MR

BRIZE firewalld B9%#,

AR E: public LogDenied: off fF8i8: =FH Automatic Helpers: system (off) Lockdown: 2

& 8-5 ¥ ¥R FIEIF

NN R B A R N il R 4% I R B “packets” ) — A P 5 L ki B B AR
F, ERleE DR 1P Huhl, SRJGIESE o R R ARAE . AR 5 B A e Nk
TR PR S 1B v G . 58RI T B E e 48

FRL R B — A DRI R — R 88 B 1, Rk A & S IRAR,
i N LB Y R P A Mty 1 B oty V(B Bl o B R 2 oA TPv4 Shhik,
VIR 5 B oy — oy VSRR, N EH B RE TP ki R 1B o VS Bl 4
i O B 2 BRIERA R BIR — Ao o il i S AT 58 2

v. ICMP i JE28FiEIi-R

ICMP i JEZE AT LLEHE Internet F2HlHR SCHRM IR SC . IR LEHR ] DL
SAH SRR AT 0HE G SR B R A R G (1 a5
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BIOAER - oKl
XfH(F) #EH(0) HE(V) HWEI(H)
v EREE RE:  &EH~
i Xif MBS IPsets
enpls0 (enpls0)
BHAK: public FirewallD KIFEXTHENMEER. BOURBGANCERE, 2RSS, #O. HiL wpH
#0O £ WO/MBXFER. IcMPREUREANNES, Kigo] SER@OURERL,
*% t8ack B EED BE EORE  cve RS BAN
dmz
drop EERESIRXHIN (cvp) TRATFERMOTRENERZHEE
external B, BHRZEEM ping BRURENEESR,
home IcMp %R EFIRPIRICR ERIELE ICMP
internal address-unreachable ~| X8, FREHE ICMP XENE L
public bad-header il s, MARBEREGER
trusted beyond-scope o
work communication-prohibited | MIREHTRETEE (Invert
destination-unreachable Filter) , {ET#RIZAICMP B
echo-reply BREWER, MRGXFENER
echo-request 4, EFHHER DROP BIX
failed-policy 2, eNz%ER
fragmentation-needed RETER
host-precedence-violation
o Zof host-prohibited -
BRIUE firewalld 895,
ELAX1E: public LogDenied: off [@&Es: ZF Automatic Helpers:system (off) Lockdown: 2

& 8-6 ICMP T/ FEIF

FAFHECHE S — ICMP 1d3E, MIJE3h firewall-config T H IFik#FEd
JEHAS BRIME X 6., &% ICMP Filter BFR I LB METELIER ICMP
5 IR S A | T R ST IR HE LAAA I 98 o S P i 2 B (1), BRIA SRR AT

BN E LR

FLPERC B R TR A S = AN TR R B ARS8 . BERH— N IX MR
BT RS B I FH R 1 IR T R 7 B R o X e H AR B R,
HAEW R firewalld it D-Bus £ 550, G EHE TG HEEFNH.

BosRE - o
X&) &EMO) TE(V) HEHH)
v ERYE RE: XA ~
iR B MBS PSets HERE
enpls0 (enpls0)
BAK: public HRRES FTERHOMIOGEAT. XERAFEAFTRESN iptables §E, HNR. & &<,
#0 SYMER. EREENZNET LR firewalld HESFIBHOREFHR.
B SMEES 1PV 287 ipv4 5 ipv6 5 eb, ipv4 T iptables, ipv6 fF ip6tables, eb FFLL
AM#ii#(ebtables),
# AN wE
S5HMNEEERBMMEE
ipv Table Chain
+&mA) RIE(E

ERIE firewalld B9:%H,
HIAXM#: public LogDenied: off f@&i#fiz{: ZF Automatic Helpers: system (off) Lockdown: 2/

& 8-7 HEMERNF
4) BRI KRR E
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o ST IBURS B B 25 SR RGEVI0 RGE HL B T

BT SRR BT KGR E, A E 9Tl E R BT B AR
PR LRI K A (Permanent), i TS 31 5 40803 B K88 BOFTINEN 04T
R E

FEIZATI (Runtime) AT 58 Bl kb U BCE Ry, — B R Sh e 5 R IE
PR S5 2 IRAE, BT EIAE R, #F Permanent #5205 20 KA B 5, X
AAE EHT IR KB EH RS R 2 J5 AR AT DS SO S 5 B E T 4k
PR, B R IR T R, R ER N AR YT K K

PABER - oKl

Xf(F) &Emo) FEH(V) & szisey

v EEEE BE: XA
i i BS IPsets HIERE

enpls0 (enpls0)

BAK: public HRESSTERHRAMAEAR. XEERRFERF THRELN iptables §2, LR, &, 52,
#0 SBYMETR, EREENZNATLEM firewalld BRI ANNREFH.
*E HMEES 1PV B8R A ipv4 5 ipv6 5 eb, ipv4 BT iptables, ipv6 BT ip6tables, eb FFLL

AF#Fi# (ebtables),

# AN @

SN EE KB InEE
ipv Table Chain

- AR B0(A)

BRIZE firewalld 8%,
#iAXiE: public LogDenied: off ff2i8x: ZF Automatic Helpers: system (off) Lockdown: 25

K 8-8 PR KIERE

5) BEERARKX

B E — MR B BB B XA N BRI, WIS 3)) firewall-config,
M BRI PRI, H T fr s S i e BB BN X 8, e H B 1 3R ke 3 £
i S o IXAE BRI X, Rl # B B AT
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XfF(F) &EG(0) E/(V) FHEIH)
v EREE K8 ErH-~-
E# i MBS IPsets
enpls0 (enpls0)
BIAK: public SIfER IPset QIREBERBEE, UERT P il BOSHE maC itit,
&0 HiARE
B3
B FEFIREFRIAX timeout ETAEY ipset FEUREEH
o FEFIHERE ipset S$RMAE B,
block I
dmz
drop
external
home
internal
public
trusted
work
DEA(C)
TT
Zone QX ARENBDEIERBS Pset

ERIE firewalld 8955,
BAESE: public LogDenied: off ff8i85: #F Automatic Helpers: system (off) Lockdown: &/

B 8-9 BHEINSX
8.1.2. WiIEH (audit)
8.1.2.1. fajfy
audit T H o] DU H Te s B N HE S A% RG0S5 i
EH AT DR SR N &, #E 2 S ELEIRE (N2 ICRMIE & R, 8
& H PR RGOSR T ) o
8.1.2.2. B SR B4y

audit.relus
L
> L
o] Task  froreeanenn |  Exclude
BE Se
il a‘:;g% | audit.log
Exit  fre-eeeeees | 1 rlﬁ
g ausearch aureport
Linux PIE5 H
auditd.conf

& 8-10 ZEHrRE

UL SRR EER, RARRRAM 2 RIEHI R BFA R
b ] (2 A% R I LA 2R S5 B Cuser, task, exit, exclude), 52— 251 N FH 2
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J¥ (auditd. audispd. auditctl. autrace. ausearch £ aureport %), Linux W%
(1)) LRk R G0 1 FH A«

User: icsk 7 2 B = A HAEs B RIE RIS IR B, WA LS4
Ha R E e

Task: FREZN RO THERE (fork); M— AMESS BRI, o2 Qe
L fork AR T HERE RO SZ A

Exit: 24—/ RS0 45 HIW & Sl szl

Exclude: MFRAEMEM; Exclude A& RITIEH B, tHERAEE RN
H B AT DULE X B 5 R g AT i

audit R WNZHFI— M, NS audit Hidsg, XA
KN A2 AR 2 PR IR E R WA audit BEERE BN 2 B — AR R T
auditd KAEHIH] . audit 7 AE R EIEES L IL 3] auditd H, A5 FFH auditd
1T HEHAE. auditd.conf J2 auditd [ECE SO . audit.rules & audit FIELIN S,
Wi audit B9 H EH L FIPLEERE, BB — X audit BEAT 4N AR
auditct! ZEATH/E. root F PP DLEERAH auditetl #HATHAE. auditd W EIM)
B ESEWA L. BN HERMAE auditlog SCHH, BROINSKE
Ivar/log/audit/audit.log. 55—/l audispd # HE#HAT 70K -

B2 IT RG AR MRS Bk a. AR RERLRE
. BEES A, s, SAEEA audit sy bR TR T H &l
S, B B AR B RN 2 H R I b g3 B R

Fi P23 a) 8 i+ 240 h auditd. audispd. auditctl. autrace. ausearch #1 aureport
LN AR AR AR

auditctl : RIS 326 & T~ 5 @ERE AT NI T B, ands ini v & o

auditd : audit sFHRERE D TTEAN R AERE B EARIEA B, XE(E S H
R HFE M R Seissh k=4 . P AR R auditd J5 & 2N
ZEH I RGUEILRHEIHER, #¥EESAZ Ivar/log/audit/audit.log.

aureport : A FH AR H TR ) T Ao

ausearch : &4k THFAFH LA

auditspd : R @ AL HABR TR, A S NS T HE X+

autrace : —/MH TEREFIEFEM 4. RAUT strace, FREFFE:—/MNEFE, 0K
FRERIE R B NHE 2 F.
8.1.2.3. K LEE

1) fEH dof THZHEHRMAEM
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dnf install audit -y

2) audit P& SCHF

audit % % J5 & HE R 2 A I B S ¢ fetc/audit/auditd.conf  F
letc/audit/audit.rules . /etc/audit/auditd.conf & 57 ¥ F2 7 1 BR A BC B S 4
letc/audit/audit.rules A& ic & TR SO . H AR audit J5, HTERLN SO
=M

letc/audit/auditd.conf <73 F2 7 B BRI BC B S 2 ok S

N A B E — 4 fetc/audit/auditd.conf

#vi /etc/audit/auditd.conf

#B B H S

log_file = /var/log/audit/audit.log

#RE HECHRINEE, & 0~99 ZME. wREENN 2, W
APEHHE . WRBEAERE num logs H, EHMBINA 0, BWRENRAE
EFais

num_logs =5

#BCE H B2 B3 LA R

name format = NONE

#ic E H AR, URTFRRANREANHE X EE. SR NEE
B, 24T max log file action ¥&&Ma1E

max_log file=6

#IWE H S RIE KB A 1, X BLEF ROTATE ($#2if))

max_log file action = ROTATE

8.1.2.4. auditctl €4
auditctl Ay A% 2R

auditctl [ 1] filter,action -S syscall -F condition -k label

FK 9-1 auditctl ArdEMR

I H %S P
filter 1 2 it B WA P A% B0 0] UG e 3 90
filter user,exit,task,exclude a5 HEFFH . T JERS task. exit. user

DL exclude
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B HZFEMY (always £7~ns2) (never

action always, never .
RomE)
N Fr A M & 4 i A & w LLfE
syscall all, 2, open %5 ) i
fust/include/asm/unistd 64.h SCAFAHEE,
TEA LA AR T, i3 — 2B B Ok
condition euid=0, arch=b64 S 2iky, A 1D, 32 1D fHARWN
R EEA B FATAH UL AT
label ERELF PRl H ZF IR R H &

-S FRARGHA T4 T
-F R
-k FN L E TR F i g O
8.1.2.5. audit #F 1HLI
audit #THRLN A3 = AN
1) SN XA T T R R A S W E MR E .
2R AT DAAE fetc/audit/audit.rules FHEEE . 3 EALTE:
-D #IHIBR BT 24 i 2B 28 A R U
-b 8192 #1E A% H € S R I CAFE I # % 2 X O 8Mb#
-e 2 #BUE B LI B #
2) SCHFRGHIN: X Eee SO EH A, (AR LR, FRATTAT DL
R 8 AR B H SR BT AR S B 1 ]
LU auditctl AW E . W RFEATH KRECH. BRI E
PRI
F A =X
-w AR
-p PR
-k R
Hr-p BERIBE R DU F-
r— BHCCHRECE H 3%
w— BASHECE B3R
X — BT SRR H 3%
a— HURAESF L B R
1 L s 4% fetc/passwd SCAF B AT N, AT DAE X AN 4
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auditctl -w /etc/passwd -p wa

A BLE O E IR 9 25 N 21 SC#F fete/audit/rules.d/audit.rules B AT SE B
XHZSCAF R -
TN TR R AT S 1 R L B 1B M ete/hosts SRR

auditctl -w /etc/hosts -p wa -k hosts _change

3) RGLURFHFIN: X LRI FH T WS AL e AT A 3 RE SR 8 F P AT I R 4
WH .
W R G F AT RE 2 51 i g 1 H 3G 30, 1X 2k AR S B K fus
FIT DAL o A AR A R A 7 LR auditrules R W ET TR B SRAE,
HAEXT1Z B XA SR T . RS T NI serF, HJE—-—FH.
ARG g
-a W2k 2500 A 42 1)
-S RN B DU R G ) A4
S 71 K UL o KO0 <
-D IR AR
-d B — 2 FD-a X8
-w BN H .
W B — 2R R -w 5%
-1 B A A
25450 8 SO A WREE S, R B (UID A 10001) 7 i) FIFR 21 H &
2 B I E)

auditctl -a always,exit -F arch=b64 -F auid=10001 -S open -k userfile

Y. userfile 2P HOWER—MNA S, D ERERETE T, 5
ATRUE AR 7. A auditetl dr I RUUNA K AG .. N T ik
MATTAE BB A Bh a8, AT DK S N 21 SC 4 ete/audit/rules.d/audit.rules .
8.1.2.6. ~FH kL

JE 8

systemctl start auditd

SRR
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systemctl enable auditd

service auditd stop

service auditd restart

1t Ivar/log/audit/ H % H e % H &S0

service auditd rotate

R %S 0B 5 BTG, GIUNAF LB 2% AL 70 X 23 R R fRAF
B % H &SRS D

service auditd resume

WRIBATIRES

service auditd status

A T i S AR DU RO 2 4%

auditetl -l

BeE auditd 1) HEXCHEEFE N

¥ audit ARSS 284 P52 kylinl | ip il 192.168.0.1; audit 2 ) i 44 FR A2
kylin2, ip Hiht 192.168.0.2 .

1B 28R 55 s S P 2 SCAF
vi /etc/audit/auditd.conf
#E TR N 60
tcp_listen_port =60

EVE)iliey

#service auditd restart

7 2 A SRR I HLEC B
#dnf -y install audispd-plugins
18 BT B

iR

#vi /etc/audisp/plugins.d/au-remote.conf
# EH I HEREE H RS E
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active =yes

#vi /etc/audisp/audisp-remote.conf
remote_server =kylinl

#1% B Wi oA 60
port = 60

#vi /etc/audit/auditd.conf
log format =NOLOG

SR B R AR ST

#service auditd restart

8.1.2.7. aureport

A R VN BRIk R, AIfE A aureport fv4. WIRIRAT aureport B VEH
AR, W Bl aik®. T LA+

Az B B E I TE] P9 PR AR

aureport -ts 8:00 -te 17:30 -f -i

HEROITAT P RIS B R SR T

aureport -u --failed --summary -1

AR G R AR

aureport -s -i --summary

8.1.2.8. ausearch

fli/H ausearch , #W LA EAMN R FAFRM . Eab AT DLk K HUE B
NFEINEM A (RSB 742D KR, Ll root H #1447 ausearch
wrad, MEBRERN, FMEFH 4 ZELAEABN TR, BRI
NI T FR A o

7~f5l: ausearch —f /etc/passwd
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[root@localhost audit]# ausearch -f /etc/passwd | less

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.800:1468): proctitle:"whoami"

type=PATH msg=audit(1584676474.800:1468): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n{
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.800:1468): cwd="/root"

type=SYSCALL msg=audit(1584676474.800:1468): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f830dd3bl5e a2=80000 a3=0 items=1 ppid=42011 pid=42536 auid=0 uid
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts® ses=34 comm="whoami" e
xe="/usr/bin/whoami" subj=unconfined_u:unconfined_r:unconfined_t:s0-s50:c0.c1023 key="
passwd_changes”

time->Fri Mar 20 11:54:34 2020

type=PROCTITLE msg=audit(1584676474.803:1469): proctitle=6964002D757200726F6F74
type=PATH msg=audit(1584676474.803:1469): item=0 name="/etc/passwd" inode=1049428 dev
=fd:00 mode=0100644 ouid=0 ogid=0 rdev=00:00 obj=system_u:object_r:passwd_file_t:s0 n
ametype=NORMAL cap_fp=0000000000000000 cap_fi=0000000000000000 cap_fe=0 cap_ fver=0
type=CWD msg=audit(1584676474.803:1469): cwd="/root"

type=SYSCALL msg=audit(1584676474.803:1469): arch=c000003e syscall=257 success=yes ex
it=3 a0=ffffff9c al=7f4b43e7615e a2=80000 a3=0 items=1 ppid=42011 pid=42537 auid=0 ui
d=0 gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=34 comm="id"
/usr/bin/id" subj=unconfined_u:unconfined_r:unconfined_t:s0-s0:c0.c1023 key="passwd_c(

& 8-11 FHER

LTS I E R

time : 5 T [A]

name : B 11X %

cwd : HHTEEAT

syscall : AHICH) RS H

auid : # it~ 1D

uid A gid : Vi SCHRI A ID AP

comm : F U7 in) SO A 4

exe : LA 4 AT PAT LA
TS LM T
MR RGEFRM AL T A2

ausearch --message USER_LOGIN --success no —interpret

BRIANN, B, MORE, fHBN e

ausearch -m ADD USER -m DEL USER -m ADD GROUP -m
USER_CHAUTHTOK -m DEL GROUP -m CHGRP_ID -m ROLE ASSIGN -
m ROLE REMOVE -i

FZ M E I 18] B R SR G A, A LR

ausearch --start yesterday --end now -m SYSCALL -sv no -i
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AR C key) R IFHADR

auditd ZE R H AN R, WA BB R Y, EARIE R
FR T C key) AT RURERCE:

B auditctl Ay gL — MR

auditctl -w /etc/passwd -p rwa -k passwd changes

TR IR AN ) B R R R V5 R BB B [ ete / passwd K BN FE AT
2. — B NMESCT Bl S, mTRME R an T et ¢ key) HR&FIHF
fRid %

BT ( key) #ZRFIFHMILR

ausearch -k passwd_changes | less

R A SRR BB R etc/ passwd SCAERI H EE R, HAbE R 20,
8.2. ZAMWWAM

FERE RG22 A, ERWEREAN RGE B MR EE, B, ERi%
FIE AT R H S N AT IR TR R, R X TR, AKIEAEIE AT
FEHE B AE S5 o A U B e 4k Y LA 57 SR e SR S ) B T LB i 95 45 A
RETRRXEEL,

8.2.1. KYSEC Z&HLHl

SR IBE o G IR 55 2R ERE R G0 VA0 255 [ P48 R Gus nUA LA [ i Ahg
TERGH AN, S H T HET AR AR AT RIS, SEIL RG0S R
PRACTRAANIAT 29T, DR S FH AU PR P 1 R R FH AR B 10 S8 44 o AT H 1AL
HFE I SCHEAT . BB =], N RGeS BT B HRRR,
1 R SRVF R BVEARIC R SCHAT , AR N $2 DUEE S RER A 34 25 13
17
8.2.1.1. ZANREWE

KYSEC HAEPFORE; #mfilAz (normal). FAHE (softmode). 5l
TABEHATIREN R R, BIEE IR P PAT A S C RN IR, TR
T~ HARICFEAREN P RRATAT 9, AEEIER P #RE. RGE0A KYSEC %
ERENRPAPIRES, HAATIER] ST R WIRZIRFOIRESHR AL TR RES, =
KL NS A o
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BE kysec LIRS
$ getstatus
KySec status: Normal
exec control: on
file protect: on
kmod protect: on

three admin : off

WH kysec LRI NHAE:
$ sudo setstatus softmode

B HE kysec AR N il 5 = -
$ sudo setstatus normal

8.2.1.2. HATHHI

BT U s R S5 AR R V10 W TR SO HRAT B A S =
MRS, ARG =N, Kb R avr B G aiEirid i
PAT, ATATIZE T E 3 DRI BT o AR AT AT AT $AT SCAF
EMBR. Bk, #0. Bah, BaSREE, SWitkiur

(1) FTHAT SO B AT 42 il

10 A5 B tmplls AT 2RI

$ cp /bin/ls tmp
$ /tmplls

EE B O B/ tmp/1s W] kysec dRid)a, F M AT 04T /tmp/1s F27 -

$ sudo kysec_set -n exectl -v original /tmp/ls

$ /tmplls

Bk /tmp/1s P NEJG, SREFARERIT
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$echo«“” >>/tmplls

$ /tmplls
(2) AJPAT A AT F25 1]
B 78 JAAS SO tmpltest.sh FEARIIFAT AR, N 2540 F -

#1/bin/bash
echo “test”

$ chmod +x /tmp/test.sh
ER RN S, #HITIEPATIEF
$ /tmpltest.sh
$ bash /tmp/test.sh
B PR B ZSCIE kysee BRI )E, FEFELAEIE R AT .
$ sudo kysec_set -n exectl -v original /tmp/test.sh
(3) ARZASE AT 12 )

FH PR AT g ) P AZ AR A 1 1) 2 H 5%, 22N s DU I AZ AR, RN
KYSEC IhRE, TN M

$ cp /lib/modules/ uname -r'/kernel/net/netfilter/nf_conntrack ftp.ko ~

$ sudo insmod ~/nf_conntrack_ftp.ko
B DU N RS ARIG,  UAT LN R L) .

$ sudo kysec_set -n exectl -v original ~/nf_conntrack_ftp.ko
$ sudo insmod ~/nf_conntrack_ftp.ko
8.2.1.3. fHRIThAE
AR RETT R I, AR SCAE AN REBIE 2 B A4 MR . IXFERE
TR 5 G0 51 2 1 IC B SO AR BR AR 1B 2L
25 AR B SR AL :
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$ sudo kysec_set -n protect -v readonly /tmp/testfile
25 A RS BR S ORI AR L -
$ sudo kysec_set -xn protect /tmp/testfile

25 A tmpltestfile 15 B SRR AR IC fE . W2 b 4& o, B 4 44, I B
/tmp/testfile LA G0 A M 2 $E 7 2R Mo

$ echo “test1” >> /tmp/testfile
$ mv /tmp/testfile /tmp/abc

$ rm -f /tmp/testfile

8.2.2. HHEKRE LRI WA

SRR LIS S IR 55 SR E R G V0 SEILH P AL BAH (R WL 2 1 e s A7 %
FEIET LR U], B T SCAR R AR ThRE, 8 DR A AS F P I SO AR 3 AR AR
HREES, BEARVER - 3RA5 8 B OB IR T2 SR U Al P i RA A B 1)
B AR 3 A S DR A A 1 B4 S L

o [mEskam, HPAAEIICTE B EMRGH AL, SEAE

LI FH P iz B0 et 5 gl 75 5

o MRtz MAH P AR ERE, TRERTH

. SRR, SCIEE L
8.2.2.1. B&ES KA

B b B AR LA 0 B4 B 3 A /box. F P8 FH boxadm 81 %E — A BLEE ST
ERESAE P A B LN = B o N % S B L = Dk B

test F 7 B — A ST R H testbox, N # — N30

$ boxadm -c testbox

$ touch /box/test/testbox/testfile
test H J7 25 & /box/test [ H 3 f O

$ Is -1 /box/test
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testbox
$ Is -1 /box/test/testbox

testfile

1€ root I P &% /box FHIT H3E, 0.
(1) Is -1 /box/test 7y 2% it H ¥ /box/test/testbox, HEn “EHE 07;
(2) Is -1d /box/test/testbox i 2 #&7~"No such file or directory”;

(3) Is -1 /box/test/testbox/testfile i 2 £/~ ” No such file or directory”

$ 1s -1 /box/test
$ Is -1d /box/test/testbox
$ Is -1 /box/test/testbox/testfile
8.2.2.2. ML=
P AR boxadm ¢ B SCAF ORI A A H R BUR, i R L= AUR
B ERR, BBt BE U R X AN H .
test F /7 % & root Xf/box/test/testbox H FK M R LI ZM IR 5, root FI A
AE Uj 7] /box/test/testbox H % :

$ boxadm -s -u root -p rx testbox

root I P HUATIN R4, WA PLE 3] /box/test H & FAFLE testbox H .
/box/test/testbox H 3 FAF1E testfile T4

$ Is -1 /box/test/

$ Is -1 /box/test/testbox

8.2.2.3. boxadm Ffsi FH J5 12
test FH 7 O — AN SRR FE testbox, 2 ZE Al H S /box/test/testbox:

$ boxadm -c testbox

W E root Xf/box/test/testbox HF M) H LI ZEMIRE, root H ' 74 GE Vi I
/box/test/testbox H 3%:
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$ boxadm -s -u root -p rx testbox

W E root Xf/box/test/testbox H ML EH L ZEMIR G, root /7 ARt
/box/test/testbox H 3%

$ boxadm -s -u root -p rwx testbox

& Ibox/test/testbox H % ] Box 12 &

$ boxadm -i testbox

Access:user:root:rwx

# root I J it Ibox/test/testbox H 5% Y 35 AL IR
$ boxadm -s -u root -X testbox

il 4 /box/test/testbox H 3%

$ boxadm -r testbox

8.2.3. GRS

TEVH RN AU — P R VE R R A M7 4% 8], B brd BRI 3= R sor
L Uy [ BN X REH AR AT M ERIE R RE 77 FESERR T, E A 2 — N
BRZRAE, WRATHEE SO, H3t. TCP/UDP 1. FEENFRE. 10 #&%. &
R 5% H B — A A mbE . BV m o R, #ashEERR N
A% SR | AT A —— o 7 22 4 J@ M I 1 5 22 75 T EAT U7 100 o A AR AR AE A
FAR BT AT E AR AR — 2L BN (B RRIRENE) HEATIN, PoE e
Vo

TR EARRRR T F (B —NERE), BRI AT ) ) 5
PR AR BRI EAUR ], E SR S S g AR AR, a0 dirs files

process % .

24 FNSC: RS ICAETE F) LY R YE, f4% SELinux 7. At
HECER, IR MLS(Z %4, U af )Rt uilzey.
RASRI: S Bess — A GIFPE WERT LLYT XX R, sont St fE, 26
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R of I8 A X G2
S e ERE DAGE S8 M IERE SR BLEAT M RE MO e, TR & = At sk
e —AFERRHT AR AU X — AN AT AT SO SR BY entrypoint V7 M ALR,  EFE
(4w CEREARTD AN f U R B execute Ty AR, BEFR ¥ 24 1T
I R Hr ISR AL A transition V7 AR .
Fth: FI— SRR G, YR R I nT LA .
ARG FRRAE linux PR, S EAN AT BLE .
8.2.3.1. SELinux FE7iti S
SRS = RS AR R G VIO IR R AL AR, 2l T REREE
KIIRERNS . =AU ST RE NS . B THIR S REME . AT R DAL SRS . H A48T
REHEHE . kvm/Ixc S5 RGIIREHNS . RGBT RIE H LRRI . REH3)
N E Shisic AT Re. WRAB AR S, EHl 7 ukmls. ukmes 1 target =%
SE H:fili W o
8.2.3.2. w4 ML A Y]
ROAEIEH JHEhJEEEN T R, SR VEBale 7 5 3R TR 55 SR
B FRAT] 10 22 42 SRS AT SO VFIXAE O ERAEATT P LASRAT , (Aol ih R ok g8
2t FEE A R RE N Al Fo o AT % 4 IR 55 28 R Ge el = T
5 FH PR 32 o VPSS P SRS, 2 BRUBE T TSl FH it ot X 10 62 s >R o 2 e A1 TR
%A 4.
(1) 47T 22 4 FE g 5 A 1)
FATFRAL T — e T Fodiy & 7] AR ) 24 1 19 %2 42 SRS A 2, 4l/usr/sbin/getenforce 11
/ust/sbin/sestatus. JfA F /- #AT DU I X £ Ay 4 EAT A 1] .
getenforce iy 2§ i #5 9 Permissive | F7R 7T &b T Ao VP, # 4 Enforcing NI
PR GHT AL TR
sestatus 74 (1% H 7T A N LA T 2

$ sestatus

SELinux status: enabled
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SELinuxfs mount: /sys/fs/selinux
SELinux root directory: /etc/selinux
Loaded policy name: ukmcs

Current mode: permissive
Mode from config file: enforcing

Policy MLS status: enabled

Policy deny unknown status: allowed

Memory protection checking: actual (secure)
Max kernel policy version: 30

EAMURSL T T 224 SRS R, RISt AT DA 21 FAth 22 4 S (145 2
LRI RS . 2 U RGHEALE L LB RBOAE. 24
SR R A N 22 4 SR H S A4 K

(2) A RIEHR A B

N T ZAEFZERHUL RS — BN SR, (HR gt T P&
2T 22 A SR A ) i 2

setenforce 1 15 & A5 fill 155X

setenforce 0 ¥ B N fo VAR =

REZANEHAT G 2EH P LUME setenforce 1 3 N F 5 I,
A7 2 A P 53 ) DA setenforce 0 3N B SR A

(3) ZEH] 224 5eng

5 ZR Gt IR N FRAT T R DL e 8 T 3RATT IR 22 4 SR ik N B 447 5 5tk AT
BE . WANTTENT:

a) RGATHEN grub S,

b) HiN grub FEHE K NIZ R 51550, K53 selinux=1 enforcing=1 1E5CH
selinux=1 enforcing=0

(4 FHNFRG.
XA R GUR ELARE AR GE I, B root HI P XS RGEREATIZ R
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8.2.3.3. HMEHC & T4

T TR R e A SRS AT, FATHAR AL T DL iy A0 i 2 4 SR
HATHCE
8.2.3.3.1. BEFrCML

s LR B Rt B/ v L7 B i 7 e ol ol = B
W: 1s-Z id-Z Fl ps -Z, X001 -Z 05 32 Bon iz SO BOEFE I 22 4
BRI, wils-Z —ASCH, S LR g

-rw-r--r--. root root sysadm_u:object r:admin home t:s0

Horb sysadm u B F/RZCMFE T sysadm u 4G ST, object r Foni%
AR TR ARG, admin home t FRIZICAEHISEAY, FATH SIS W2
AR IR LR At g R 3R 47 175 T 428 1 P
8.2.3.3.2. 2) BMthrid M4

AP AR] DL I — Sy A RGP T A SO e A R SCEFATERAE,
chcon. setfiles 1 restorecon 4 .

/bin/ls fir2- bin_t A, 224 B 1A LU cheon -t sbin_t /bin/ls 4 bin_t
BN sbin t 87,

cheon #r4 )-u ZH] LMEHSOZ S22 4 R SO 2 2 KIE R P, o 23
ATLMESCE I, - SEOT DB SUE 22 g, o B FH AT LA B e
T

setfiles iy 1] LUK FRATT ) 22 4 SRS IR AR i STAR XS R 48 b BT SCAFEAT A
e i

setfiles /etc/selinux/targeted/contexts/files/file contexts /

restorecon fir & A AR S 12 301 BB A %2 45 | 3, 4 : restorecon - filename.
FEXS SO 22 4 B R SChRICHEAT B AR I B e B S i X AN IR 1 4R
Ja PR REATEAE, ARG LS R B P T
8.2.3.3.3. 3) M7\ MEAUEHKIK R
B FAEF 0 (login, sshd) 77 5T WLSF Linux I/ 3% 5608 FH f, #E 8 S5,
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NG A SR P BRI A B A — A Linux FH P AR R RF 58 2 A, DCRC IR 22 42 5k
W% B IRAT ORI shell EFE 224 BR SCHOR P AR IRTT . 2 4 B St m i

F semanage 74 52 GBS, U1: semanage login -a -s charlie u charlie, 7~ Linux
Fi 7 charlie £ 8% 45 B& H P charlie u &R R4,
i semanage login -1 iy 2 7] A& E, WK KE:

$ semanage login -1

R SELinux Fi MLS/MCS it 55
__default user_u s0-s0:¢0.c1023 *
auditadm auditadm u $0-s0:¢0.c1023 *
root root s0-s0:¢c0.c1023 *
secadm secadm_u $0-s0:¢0.c1023 *

—NH PR BN Z A A, BLER N2 R G N AN A, TR
JH I S S T H semanage % A\ semanage user -a -R mgr_r -R charlie_r -P user
charlie_u >R —/N1] IE N A & mgr_r A charlie r )44 5% FH 7
charlie u.

AliE it semanage user -1 #EATEE, WTHE:

$ semanage user -1

Fric i MLS/ MLS/
SELinux /7  ®I48 MCS 25 MCS V&  SELinux
16

auditadm_u audadm s0 $0-s0:c0.c1023

auditadm_r
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guest u user sO sO guest r
root sysadm sO $0-s0:c0.c1023

sysadm_r
secadm_u secadm sO s0-s0:¢0.c1023

secadm _r

FONNGE —ERMNE S, TS H P @EILECR, AR 2 # 2
T I R 10 SR RN 2 A 1 S TR AR 4 1) o )R A 3R AT 48 11
8.2.3.3.4. 4) wiHftHE

KRG FTA i FIRE g AR e 788, 224 B A v] Dlodid

semanage port -a -t vac_port_t -p udp 222

KIS —AFRid 7 A i 1 o
A[i# Y semanage port -1 HEATEFE, WFK:

$ semanage port -1

SELinux ¥ F 2854 Prid Uit [ 5
afs3 callback port t tcp 7001

afs3_callback port t udp 7001

afs_bos port t udp 7007

afs fs port t tcp 2040

afs fs port t udp 7000, 7005
afs ka port t udp 7004

8.2.4. =R SLHLH

SR SERGE LA RGN MEER BRI, KB RGHIE), K
K 7 R2a )] YRS .

FERIHEAR, BERE N FBYEE T root MAREITRIS, 40N
root(uid=0). secadm(uid=600)#1 auditadm(uid=700)73> 5V L% FH 7 1 59 44 A7 4E
EAT RIS RE selinux =B LA EFFI—ANAE, AWTRFEESRGH 7 S 6
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SN RGNS, BB =AU 3L H .

=P RGN linux I H R SO UGENLEI S R, B34 Dk 3 2
TN VAE GENAE ML TETE S 3 =R LR P S B % . = BURGefd L 4
linux FH 7" & 3 S SIALHI A GIE R 58 2 Ab AT DL A0SR FHBUER] 73630 7 kAT & 4
B, XRERGRLTIEHITR, BRFEA D% RE R AR
8.2.4.1. hfE

=R ARG R BRI

1. SEILN N—A UID 2y 0 FRE R 7 A AR ) = AN B 50 TP 1 5 UAE
Thie, IEAIIE R G SCRFELHR B 5% RGN G U155 B vl B S & 1L
BRI TS, (RIS AR = AR Gkt o A8 38 53 FH P 2% I Y

2. SEIUERRRU)HLE BE 03 S, mT DL RS [F) 45 3 01 8 JRAS A1) SELinux
yiRER s Dl

A ThRESL IR T HE , AR AR GARER A B R G 14 5 5 4 200 &
Gunf AR B G P BT A SRR, RUH =R G R =AM R AR,
ST AR FoAt P 3 B 1
8.2.4.2. 7~Hl

HERGEH RS “HXEEIIAE”. 2Rl R4 RG RG08H 6 AT
X RGUALIAT 5 X EE . U= RG22 ARE ) strict BRI . RGE B
AIEETERE R, S SR> T -SSR . R L R AT LU T 5 X 4
BRAY. AT HUHE R ISR B 4 X G AR 0 B AR R
8.2.4.3. =HH 4tk

i 9-2 =A%

iVl e #

% 4 | reboot ARG E B

B O | init EHRGIETHEA

Il ifconfig o) 2 422 11 8 2
rpm BAEEE (EAGRIMBRIRA TR s )
useradd WA . W: useradd abe
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passwd & ot @ P %S . Wl: passwd abe

userdel kR AP 4n: userdel -r abe

insmod B

rmmod UG EER

iptables B77 K B AH K

system-config-date Ao B R Gu R (T B X 250 18] B 2] ntpd i
%5 i AL VAU AT

system-config-keyboard BAAALE

system-config-language HERE

system-config-network K] 2 T B i &

system-config-network-cmd

system-config-network-tui

system-config-printer ITENPLC &

system-config-printer-applet

setup BAREE Ly ek 55 o & 75 2 ) #6 3)
VPR T T
mount 7 X4
baobab Fi A oy A TR
% 4= | setenforce F 5 A selinux F 58 il #5520
& Ui:  setenforce 1 FFJa s
Il 2 CHAh L AR AT A7)
setenforce 0 < PA 5 Il A
X (HE R A AT
checkpolicy W T TS TR ST A O 1 A R ) R S

3%z ST A B AR ST e i
policy src t 28,

un :  checkpolicy -M policy.conf -o
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policy.24

load policy

Ul: load policy -bq(HR55-#%) SE# A AZ 1
ARG, PREFE 4T Boolean {H

chcon

(@ &L R & (T ol ol N I F

chcon -t bin_t filename

chcat

A ST A AN S A e R 2 o Wl cheat
s0:¢c0.c255 filename

fixfiles

RAEBE %4 E T W fixfiles -F

restore filename

setfiles

WA ST ARE, R B FR L IER 1 .
i: setfiles
/etc/selinux/targeted/contexts/files/file_conte

xts /

restorecon

IR BRI 24 B SC

4 restorecon -r filename

sémanage

SELinux & ¥ T Har 4
Ul: semanage user -1
semanage login -1
semanage user -m -R secadm r

secadm_u

semodule

E ¥ SELinux 7 WA B
1. semodule -1

semodule -1 modulename

setsebool

&2 SELinux H1H] bool {ERAZ A HE S

Ui: setsebool xdm_sysadm_login=1

B

U

=

:‘F

audit2allow

N Vg ) B2 5 NS N 58 VR

Ul: audit2allow -a
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Il audit2allow -1 /var/log/dmesg
audit2why AR 7 1) AR £ 1 v H 5 B s B 48 1Y
J&
Un: audit2why < /var/log/audit/audit.log
aureport MR e 15 B geih S 00 ave, pid,

file, event, config ZFNZ(E R
W aureport -au
aureport -a

aureport -p

ausearch =R H S G R
Ul: ausearch -gi 0

auditd Ja Bl T RS
4. auditd -s enable

auditctl WoRIRSSIRES, ®THRLAE O

4. auditctl -s

audispd CRARtiliE
ui: audispd

8.2.4.4. JaH5xMA
KH W 5 I8 =R S A T Re

1) $AT Nk IH 8 =B ML A T fe -
security-switch --set strict

2) HEARS, (F1RBMEK
3) il security-switch --get iy 2 B G M HME UG MG 38 22 4IRS < =B
SEONJEH S AW

security-switch --get

BoRAHTZEPONE R
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MR AN ostrict

LA | HHPIRAS | BRVOIRES
SELinux J&i H (Enforcing) J&i H (Enforcing)
=AU AL Ja H Ja H
PAT J& Fl(Normal) J& Fl(Normal)

K IO At 22 A AT PASC A =00 3L 2 A Ty g -
security-switch --set default

8.25. B RETIREKEE
8.25.1. HIJ7 UID HME—14

EAERGHH T AR FRR CRRR UID) BAFERRER, —BE A
Hri el UID AW N &, 8GOS UID M QN < 5 ahr i, W
Al DAFE G P i F 3 B R FH B UID, % UID 0] DUZ SR A P A i
1. TIAThRESALN P UID HME—PEA e, BORERANMRIE RS AN
H 7 UID #er A B A R — K.

T ARG CEARAE kylin_1 H P, HizH P UID (W@ 454 id - kylin_1
#F kylin 1 FI/H uid) M kylin_1-UID, #E4T 00 R #:4E:

1. root MHIERH P kylin_1
# userdel kylin_1
2. root @Y% kylin_2 H F? H455E uid A kylin_1-UID
# adduser kylin 2 —u kylin_1-UID

A P UID ME—PEke A, WIVSHD kylin_ 2 F P #/E AT DURGEh s 1D Re il
G55 2 IR ER RIL, $27R: “adduser: LM P ID” FHE R
8.25.2. #aVIMTA

security-switch & R4 Mt —MHT 22 ER T, @i T AT
R 3 ez A

® default Biz: J5H RS kysec LML
® strict #30: A H] kysec. selinux. =A%z, H. selinux 4 ukmes M ;
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® custom fx: F P E L2 i
8.2.5.2.1. default £\
B E default 5%
1. kylin B &5, $AT:

$sudo security-switch --set default

2. HR RS
BERRE:
AR | HHEPRES | ERRES
PHAT 5 F(Normal) J F (Normal)

8.2.5.2.2. strict # =
B HE strict R
1. kylin 5[ &4, $AT7:
$ sudo security-switch --set strict
(AR5 53 5l B root,secadm,auditadm =& HE 7 FH 7 HI2505)

QHEBRA

BHRE
LRI | LR | BRNIRES
SELinux Jii F (Enforcing) J&t F(Enforcing)
=Y 3% A Ja H 5 H
PATFE J& H (Normal) J& F(Normal)
8.2.5.2.3. HE X
wEHEXER

Lkylin 3% 5248, WEHE X Z2HH, R H selinux % 2L
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$ sudo security-switch --set custom —list selinux
2% E IR é}E 5
RHRZS

AR | HEPRE | BRRE

SELinux J JH(Enforcing) J&i F (Enforcing)
8.2.5.3. Tt RGALRE PE

BTG 2 W RS, BUBHRAE RGNS =B LK, SEIE A
SR, BT R S VE U B R IR S5 BB SR AT B T A OB
MR R G 2 U ER, SIneE THIRSS A EE B, 2o THIRSS AR, ® IRk
SHAZNERS, FORE RS IEWIEAT: Bk SU 215 i & B SRR, FREI R
GuE E U@ SU dr AT auditetl FSH IHEHE TR, RN, @0 7 A FESEZR
BRI BB A B BN Ja F =AU SER X P (0 25 Th B

B RGN T B2 RE A strict BERNAHRINREA TP, HAME
Wk R G R B RS b T FF AR (systemet]l statsu auditd) .
8.2.5.3.1. BRI

A SR, BRI S S, WaaEsE SR AEEmb. HitAE
BAEFMRA, B B FHRID 5SS S0 8ERIERIES, .

Authentication Report

# date time acct host term exe success event

2020 4 02 H 09 H 13:21:21 test localhost localdomain /dev/ttyl
/usr/libexec/gdm-session-worker yes 309
8.2.5.3.2. {7 Al
AP RE, P BT A SRR T
AP Uit wid 2 600 B A IIAT N TR :
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LB VHE B S I E THAUU, X uid=600 B P AT kAT & it
$ auditctl -a exit,always -S all -F uid=600
2. ZEEH RPATERAE:
$ cat /etc/uid_list
3T G UL uid BT HIME EEE
$ ausearch -ui 600 | grep uid_list
SO AT AEAE B 1 H A AR 2R PIR 2 BT E R
8.2.53.3. Ik S EHH T
A PR S 3Ehn. Mk (useradd. passwd. userdel) FEAT A RSt
Bt
NN, EE ) RiET $ aureport -m R PAESE B FH K R AR 1K) EE
HH&.
1.root B —FH -
# useradd testuser
2.root & 25 FH 7 5 A
# passwd testuser
3.root il % FH
# userdel testuser

8.2.5.3.4. 3CfF. HFUALHE T
WIS B RAG, ARFISCfE B SR B R 2 R .

INCIE IR
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1F1E kylin Fi P BUZE ) /tmp/filel A J /tmp/test.dir H 5%
LEHIHEH SRS, W TN
$ auditctl -w /tmp/filel -k file
$ auditctl —w /tmp/test.dir —k test_dir
2.kylin FH F' cat &5 /tmp/filel LA
3 kylin 7 rm i B3/tmp/filel SO
4 kylin F F %} /tmp/test.dir AT 2 #4E
5.kylin F /7 %t tmp/test.dir #E4T 5 #:4F
6.5 THEE U E R ARG, WP 1 e v
$ auditctl -W /tmp/filel -k file
$ auditctl -W /tmp/test.dir —k test dir
AR LBIMANGE, IR 2. 3. 4. 555X T3 K& H R RS A F
HEFAREL; B3R 6 BRI S A B C ARG 1 H &
8.2.5.3.5. MK E
U INHERR RN Ja w] LLHERR$E 5E 1 8 THE S .
8.2.5.3.6. H it H & fR
RAE#HIMEEAA T EEHTFHE.
8.2.5.3.7. il H EH Ak
T H SRR E R OER, S8 w5 A il B i B o e . iR
7 B LT L U I B S /ete/audit/auditd.conf BEAT T B4 .
ZN7E
1.8 TF 5 R 51 Y 48 Jetc/audit/auditd.conf CAF, f# max log file=1,
num_logs =3 Bl HE AR Ay IMB,  &43 SXHHCN 3
2.9 THE B O R ST
# systemctl restart auditd
3. THE B AN B R,
$ auditctl -a exit,always -S all -Fsys
4. 7 G REEHAT M ERAE, DMEM A RERE
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$ find /
5.9 THE P B B v H AU RN H
$ Is -lh /var/log/audit
2R 5 BFE, R#HiFHESR: auditlog. auditlog.1. auditlog2, HH
audit.log.1+ audit.log.2 SCAFR/NECA IM 4.
8.2.5.3.8. i it H LI HE K
L THERER B RERL 23 6] O B RN, A o THR S 0 S5 . X T )
IRBRAE A BE5E 5 225 T HI F 2 1 % /ete/audit/auditd.confs
il AR RS H E 5 XKD 50G, ¥ 30G W E AT R BE, B H
R HE A 20G LR A 8 v H &
1.8 115 PR 51 4§ /etc/audit/auditd.conf SCF, 1 space 1eft=30000, E[H
R 250 BE N 30G; space left action=SYSLOG, Bli[n] HEH B N—
FARE S CHARRE A 2 1) IR AR 48 0 52 Gt SE B H RS WA 20 1R) i 7 D
2.8 THE B O B A IR S%
# systemctl restart auditd

AR 2 5, IR HEERFREENT 306, WE it H &R A1 H &
BER.
8.2.5.4. ¥ AL T H G
A BF R 55 S iR 2R 45 AN TR 22 L Th e B AN R 2R B i 1 H 738
RH,
un kysec K H T H ERAN:
type=KYSEC_ STATUS msg=audit(1502938410.303:182384): status=2
old status=4 loginuid=0 session=4294967295 id=1502938410.303:182384
type=KYSEC AVC msg=audit(1502886638.943:132300): denied { execute }
for pid=15325 comm=bash' name="/secadm/ls' ssid=0x01 0sid=0x00

loginuid=0 session=4294967295 kysec_status=4 1d=1502886638.943:132300
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8.3 BigzeEHTH

8.3.1. WER

WS 2 M TR SRR G L e LR, FmEs, §EAH AR
. BRI R G L AR AR

A T TR T B R G5 2 A WU SEILORY 2R G0N FH R e AL ST AR 58
B, R RGUSATIME R e A TR . AL SR N R AT B A5
KRGS BT B ERY X ARZIR BN AR 7 E ARy o (RIS R gn e 4
B3R SR A1 il il BFg AT, EARKNA ST, M
ANEVRLEE ARG L, 4E5 P RGBT IR 2242 .

MBS 2 = T RALE : JFIRSEE > AT > B aEH TR, B
TG, B R

1l
I
X

AR

iz 2EIETHA

MENBEFNXHNTELE RN ARETHRREAE

v

L2fiE

B 5-12 BlBgZEEETA

8.3.2. Kysec Z&BERBE
TELIEE 22 4511 KYSEC AL 43« S 7, «ad S P Az 178K
AT “sRAR RN, RS A BIIER A L VGERRET . BhAE AT,

RE b P B, MHBR . 78 55 B EE ay 44 52 OR3P SO, BRI P IR 5245 1 P AZ B
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KYLIN
B

BT
O B i “ e, R, RGASHEIEETR

P RREFF IR BZRAT N,  RAEH ST e s AT A
FERUE 22 2 E B T R B i s b oy “OIRES W E” Ja, IR
BE N, BRI RS U AT G AT A U

= - x

P FH
WEIRE
xF

S S EIE TR

HENARFIXNERE RPREETIIRRETE

R2EEE

v

A 8-13 XHOXKHA

[N 3 A AT PR SO RS WA B ORY = K D R s AT IRES

BEATRCE, 0N E s
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QU HRROSETA - RSEE s — X
BitEMIRERELLNEITRES ETER © B A
RERTEY. XHRP. AZRREPERLSDE, IREAEREEE ® BEIHER

© ERE
r—]u MiTHES XA - XHEp @ )
:‘ BHRSNBEFNRTRDSENS ) RENEEXHNRRERP, PHES MR
D RIS BRI D
EMRESNZER NN

& 8-14 RERE
8.3.3. EZIkk
8.3.3.1. hATHxHI
PAT IR E 2 H KR 2R RGNS IR SUE K RGN IR P17, 1
IS FH P 3 AT RS, 285 9 FH £ 6 B, mT 7 A0 B 1 E A 5 4 Bl A 2R AL 1) 7 AR
PARE 48 %] Z 48 A] Rt 1R 3

Y BERSEETA-RoRE © - X
AT AR PRt R
TN AEFNSEE, RPNTEREE
Q EWAEEAS + & B8 RS LGE
OFS HEE MR Y HARE ¥ i
0o 1 /sbin/mount.vboxsf THITEF WEH
o 2 fvarflib/dpkg/info/klibc-utils.postrm AT FARIME
0o 3 Jwarflib/dpkg/infoflibpam-cracklib:amd64.postinst IERERT: .S FIME
0o 4 fvarflib/dpkg/info/python-piston-mini-client.postinst HHITIE FARIAE
0O s Jvarflib/dpkg/infofopenssh-client.postrm CIERERT .S FE
0O & fvarflib/dpka/info/libgtk2.0-0:amdé4.prerm BIHATH &= FEHIME
o 7 Jvarflib/dpkg/info/python-blinker.postinst CIERERT .S FE
0O s Mvarflib/dpka/infofecryptfs-utils.prerm ETHTH &= REIME
0o 9 Jvarflib/dpkg/info/libmtp3:amd64.postinst T & R iE
FH 11761 fTi2R, WM 31T

Bl 8-15 M2 2 c B - AT H!
PATEHIAE TR R, RGEH BRI AT . IR, L2 (B
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FEUL, g, MR EEETT AR R EEET, RALRPONEEIIA A
YR, AATLOEAT.

PAT IR T RAPIRES, RGUF QIR N AT HAT M A IL % (B
UL, g, W2 T e AR UKD T BLERIZAT, SAATIEH] B 4% BI04 1R 25
6 (o

U BEReEEIA ROKE S
hiTIER XRIP RIZAR R RIP
mt fFIPMITIFR S
Q EMALFERE + & B RIS
Oms  x#mE O e S ol coxm v ks v |
01 /home/we/share/test/pi BIATTRI AR EIAIE
O 2 /home/we/share/test/ec 0 RITIENIHRERFF B, B LB A TR NS BIATT I A
0 3 Jvar/lib/youker-assistant " HY% RIAE
0 4 Jvar/lib/dpka/info/libdbt ENEEE RS AREEIAIE
D s Jvar/lib/dpka/info/pytho AT REEIAE
3N
0 6 Ivar/lib/dpka/info/ucf.pc BIHNATA A RYAE
| 07 Jvar/lib/dpkg/info/avahi-autoipd.prerm AT RYAE
0 s Jvar/lib/dpka/info/pulseaudio.postrm BAIRATA A RHHME
0 9 Jvar/lib/dpkg/info/selinux-policy-ukmcs.postinst aAITRIE RYOME
H1183117i2R, #WHEK 047

B 8-16 ZEWE-TIFERITE AT HRE

PATEERIZhRE R IGO0, P Al “asin” $24l, ERAFAER AT
Foo A ShaSFEIMMAPATIE 6] B 44 5, TR W I B S 5 30
itk H i A ORI SCAE, ISR AR, W E PR
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&m | x|
B homefjiyiwen/s2E : o
£ v ki

[ kernel.bxt

| kysec.desktop

BN

|| pluma.desktop

|| tmp.txt
s || 717
FRAISCHE (4 s |§ carcal

<D_

i RRIEIMIE
| LETRE ¥
REEIME
RN
REEIME
REEIME
REEIME
REEIME
REEIME
REEIME

RN

ERTIBIR

U BBeeERIA - RoRE
AT

BTN AEF M, ==
Q binfls B tmi
Oms st & jiviwen
O 1 Jusrlib
o 2 Jusrfbi
o 3 Jusr/bi
0O 4 Jusr/bi
0O s Jusr/bi
O & Jusr/bi
o 7 Jusr/bi
O 8 jushi HEIR(N):
O 9 Jusibi SCHFEE:

H15iTiER, wHH0T

x

B 8-17 Z&HE-HATHESR-BIn

HEARIR PRSBSOSy e, st
SHATEE? « BIASEI SR AR IAT, HP Al 2z et e sd “ 8
B AR SR RES, W B FR:

s
v

R @ O
Eﬁ
J0

-

O 0o o o o o o o
o

mATIES

=
~

-

Y Bz SHEIE - RSRE

SR

BENAEFNEE, FRRTTRES

HE
#

&
¥

MitEE

[home/we/share/test/p
[home/we/share/test/e
Mvarflib/youker-assistan

Mvarflib/dpka/info/libdE

Rz RRIF

Y i

fiC #2?

BWiH

BT AL R SR EENFTLE

#ik

X

Mvarflib/dpka/info/python:

prerm

Mvarflib/dpka/infofucf.postrm

Mvarflib/dpkg/infofavahi-autoipd.prerm

Mvarflib/dpkg/infofpulseaudio.postrm

Jvarflib/dpkg/info/selinux-policy-ukmcs.postinst

H1183 f7i2R, BB

o —
Eil| C = W #EFRIAE
XHEE Y HERE T
AHATTIIE e
A TR [=314n:
HEE FEIAE
A TR FEIAE
AHRITHIE R IAE
AHRITIE FiIE
AHRITIE FiIE
AHRITIE FiIE
AHRITIE FiIME
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Bl 8-18 ZEBE-PATIEHI-EHr

Y mmzoBETE-woRE o - X
WTHES SRR PSRRI

RELAEFOTEL RPRTITERS

Q EMAEERE + & B fRFATE
O Fs stiHmE xR 7 HErE T
0o 1 fhomewe/share/test/ping.sh ahiTHIE [=31ind

o 2 fhomejwe/share/test/echo.sh AT E EiAE

o 3 fvarflibfyouker-assistant-daemon/libs/libshredmanager.so HEE RHIME
0O 4 fvarflib/dpkg/infoflibdbus-1-3:amd64. postinst AT FHIME
O 5 fvar/lib/dpka/info/python-semanage.prerm % TR BHIE
O & fvar/lib/dpka/info/ucf.postrm AT E FAE
o 7 fvar/lib/dpka/info/avahi-autoipd.prerm AHITRE FHE
O s fvar/lib/dpka/info/pulseaudio.postrm AT RifIE
O 9 fvar/lib/dpka/info/selinux-policy-ukmes.postinst TR BHIE

#1831 fTi2 R, WHH 04T

& 8-19 ZEME-PATEMH|-EH T

NIRRT NPT E 1 B 4 RSO, AR M TR, R
AR ml R AR B 4% vl AR, BV AT 21 SO B AR AT O BRA] (11D 3%
kN EFR:

e gz EHTH - 22EE © - X
BT STHRIP PIFZARRARIP
wENAEFNTEL, RPRTTEES
Q binfls + Fm B RERFAE
O Fs XHEiE XFEE v HERE ¥
0O 1 Jusrflib/klibe/bin/ls THiTERE =t
o 2 Jusr/bin/lsinitramfs aTiTHI A FEHIMT
o 3 Jusr/bin/lsattr THITEF BT
o 4 Jusr/bin/lspgpot AHITHIE E3ating
0 s Jusr/bin/lsof THITEF E3ating
O 6  fusbinflslogins TRITEF RHNE
o 7 Jusr/bin/lsb_release AHITHIE E3ating
O 8 Jusifbin/lsipc HITEF BT
o 9 Jusr/bin/lscpu AITEF E-25 31
H151T12R, WHAE 01T
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& 8-20 Z&EME-PATEH-ER

SHEEM “RNE RE, N EPR:

R)IEH R AT T EPAT R AIE T, Al MR UGE” #24], AT LG FHOIR

U BRzeEEIA-ROWE S X

HATIEN XAHRIP PIZARER R P
QTR IR R, RIPNTIFRRS

Q iwAEENS O 0 allsn  C®Ew 0w

N
® FE XHHE I XHRE v YRS v
O 1 /homefwe/share/test/f TATIEAR PSR 5 7 BT 382, 2 75 TR TE AR AR PR ST DIk
PRI RAPAERS?

¥ 2 /home/we/share/test/e TR A EIAIE

0 3 [var/lib/youker-assistan 23114 RFAE

0 4 Jvar/lib/dpkg/info/libdt B Hik BIRITR A FEIAE

0 s Ivar/lib/dpkg/info/python BIAATRIA RYAE

0 6 Ivar/lib/dpkg/info/ucf.postrm BIALTRIA FREIAE

0 7 Jvar/lib/dpka/info/avahi-autoipd.prerm AHATHIZ RYAE

0 8 Jvar/lib/dpka/info/pulseaudio.postrm aHATHIZ RYAE

0 9 Jvar/lib/dpkg/info/selinux-policy-ukmcs.postinst AHATHIZ RAHIAE
#1183172R, #EH04T

P/ YN
B 8-21 REME-PATEH-FERRAUE
U MmReERIA - RORE © -
AT AR PITZIERRIP
BN AREFNTEE, RiPRTFETZS

Q iEfA + & B RRRIAE
O FS i XIFEE v LERE v
0O 1 fhome/we/share/test/ping.sh AT
0 2 [home/we/share/test/echo.sh AITAIZ
0o 3 fvarflib/youker-assistant-daemon/libs/libshredmanager.so HEE BT
0o 4 fvarflib/dpka/info/libdbus-1-3:amd64. postinst AT E2aten
0O s fvar/lib/dpkg/info/python-semanage.prerm AT FREFIME
0O & fvar/lib/dpkg/info/ucf.postrm AT FRAIE
o 7 fvar/lib/dpka/finfo/avahi-auteipd.prerm AT A BT
0O 8 fvar/lib/dpka/info/pulseaudio.postrm AT E2aten
0O 9 fvar/lib/dpkg/info/selinux-policy-ukmes.postinst AT FREFIME

# 118312, w0

B 8-22 Z&HE-PUTEH RS
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8.3.3.2. MY
AR TR Rt U R L sl MFR. B S EEAE, RE

RAEHHRE 1 e B

Y BERRoEETH- ReiE o -

MiTIES] CHERIP Mz R GRIP

FiPEE g, HEEEER. Bk
Q BAEERS + &0 fEPRIP
O FsS XHEBEE

o 1 fhomejiyiwen/sE & /tmp.txt
o 2 Jhome/jiyiwen/sE/pluma.desktop

o 3 [home/jiyiwen/s&E/ls

B 8-23 RA&HE- AP

JA R SCAERAP ThRR 5, ORI b SO A4S B AR, 25 BTl A o
H e, Mks. o,

SCREORYF SRR RAP I, 2RI B2 p i o STt B, HoAbanvsn ., 48
RN EGPATIRRIEAR 5, ERATEIR.
8.3.3.3. WAZBLHLLRY

N AZASLHAR A 73 Sy a8 R 977 S0 B AR 5 B0 R G i AR HLdE AT
WIS, KA UIER WA Vg, ©FF 8 b s a0y i ) 2%
1R 1%
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U BERoERIA - RORE © - X
HATIER SLHFRIP AIZIER R
ERREEatRG, B, i
Q BEHNEERS + &m B I3 AIE
O Fs XXHRE FRENEE SERE T
0o 1 flib/medules/4.4.131-20200221.kylinx86-generic/misc/vboxvideo.ko FREIAE
o 2 flib/medules/4.4.131-20200221.kylin.x86-generic/misc/vboxsFko REAE
o 3 flib/modules/4.4.131-20200221.kylin.x86-generic/misc/vboxguest.ko BEIME
0O 4 flib/medules/4.4.131-2020022 1.kylin.x86-generic/kernel/zfs/zfs/zfs ko FFIME
0O s flib/modules/4.4.131-20200221.kylin.xa86-generic/kernel/zfs/splat/splat.ko BHIME
0O 6 flib/modules/4.4.131-20200221.kylin.x86-generic/kernel/zfs/zpios/zpios ko EHIME
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